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2 Digital health at a glance
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Recommendation on health data governance Dimensions of digital
readiness
Engagement and participation of stakeholders in the development of a national health data governance framework Human factors

Co-ordination within government and co-operation among organisations processing personal health data to encourage common = Human factors
data-related policies and standards

Reviews of the capacity of public sector health data systems to serve and protect public interests Human factors
Clear provision of information to individuals about the processing of their personal health data including notification of any significant = Technology
data breach or misuse

The processing of personal health data by informed consent and appropriate alternatives Data

The implementation of review and approval procedures to process personal health data for research and other health-related public = Data

interest purposes

Transparency through public information about the purposes for processing of personal health data and approval critena Human factors
Maximise the development and use of technology for data processing and data protection Technology
Mechanisms to monitor and evaluate the impact of the national health data governance framework, including health data availability, = Human factors
policies, and practices to manage privacy, protection of personal health data and digital security risks

Training and skills development of personal health data processors Human factors
Implementation of controls and safeguards within organisations processing personal health data including technological, physical, = Data

and organisational measures designed to protect privacy and security Technology
Requiring that organisations processing personal health data demonstrate that they meet the expectations set out in the national = Human factors
health data governance framework

Source: OECD (2016g), Recommendation of the Council on Health Data Governance, https:/legalinstruments.oecd.org/enfinstruments/OECD-LEGAL-0433.
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Recommendation on digital

Description Dimensions of digital

security risk management readiness

Digital security culture: All stakeholders should create a culture of digital security based on an understanding of Technology

awareness, skills, and digital security risk and how to manage it

empowerment

Responsibility and liability All stakeholders should take responsibility for the management of digital security risk based = Technology
on their roles, the context, and their ability to act

Human rights and fundamental All stakeholders should manage digital security risk in a transparent manner and Technology

values consistently with human rights and fundamental values

Co-operation All stakeholders should co-operate, including across borders Technology

Strategy and governance Leaders and decision makers should ensure that digital security risk is integrated in their Technology
overall risk management strategy and managed as a strategic risk requiring operational
measures

Risk assessment and treatment Leaders and decision makers should ensure that digital security risk is treated based on Technology
continuous risk assessment

Security measures Leaders and decision makers should ensure that security measures are appropriate to and Technology
commensurate with the risk

Resilience, preparedness and Leaders and decision makers should ensure that a preparedness and continuity plan based = Technology

continuity on digital secunity risk assessment is adopted, implemented, and tested, to ensure resilience

Innovation Leaders and decision makers should ensure that innovation is considered Technology

Source: OECD (2022;11)), Recommendation of the Council on Digital Security Risk Management, https:/legalinstruments.oecd.org/en/instruments/OECD-LEGAL-
0479,
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Recommendation on digital identity

Description

Dimensions of digital
readiness

User-centred and inclusive digital identity
systems

Strengthening the governance of digital
identity

Cross-border use of digital identity

Designing and implementing digital identity systems that are effective, usable, and
responsive to the needs of users and service providers, while prioritising inclusion,
reducing barriers to access, and preserving non-digital ways to prove identity
Defining roles and responsibilities and align legal and regulatory frameworks
across the digital identity ecosystem(s). Protecting privacy and prioritising security
to ensure trust in digital identity systems

Co-operating internationally to establish the basis for trust in other jurisdictions’
digital identity systems and issued identities. Understanding needs of users and
service providers in different cross-border scenarios

Data

Data

Data

Source: OECD (2023;12;), Recommendation of the Council on the Governance of Digital Identity, https://legalinstruments.oecd.org/enfinstruments/OECD-LEGAL-

0491,
~ s . b il >
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Dimension of Indicator or proxy presented in this chapter Leading countries
digital health readiness
Analytic readiness Dataset availability, maturity, and use score (OECD) Denmark, Korea, Sweden, Finland, Latvia

Data readiness

Technology readiness

Human factor readiness

Patient access to their own health data (OECD)
Global Al Index (third party)

Dataset governance score (OECD)

Digital Government Index (OECD)
Interoperability standard adoption (OECD)

Internet connectivity for individuals (OECD)
Digital security (OECD)
Certification of vendors (OECD)

Strategic governance
Literacy, capacity, and capability
Public, provider, and stakeholder involvement

Denmark, Italy, Lithuania, Luxembourg, Sweden, Turkiye
United States, the United Kingdom, Canada, Korea, Israel
Denmark, Finland, France, United States, United Kingdom
Norway, United Kingdom, Colombia, Denmark, Japan

Australia, Belgium, Finland, Korea, Netherlands, Norway,
Sweden

Japan, Estonia, Finland, Denmark, Netherlands

Australia, Canada, Czech Republic, France, Germany, Ireland,
Israel, Korea, Netherlands, Norway, United Kingdom,
United States

Belgium, Denmark, Finland, Hungary, Japan, Korea, Portugal,
Slovenia, Switzerland, Turkiye, United States

35 countries have a digital health-related strategy
Netherlands, Finland, Ireland, Denmark, Sweden
Estonia, Korea, Latvia, France, Lithuania

Note: ltems in bold are non-health specific. Leading countries identified in the respective analyses presented earlier in the chapter, listed by ranking or alphabetical

when in a top category.
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Figure 2.2. Checklist of policies for an integrated digital health ecosystem (IDHE)
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Figure 2.3. Ability to access and link datasets in healthcare
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Note: Lithuania and Spain have reported this capability, but no data were available in the survey when it was conducted.
EMTZTEARA VFCOBEEZRELTVETH, AENRESAHRATET—2EHYELATL,
Source: OECD (2022[14]), Health Data Governance for the Digital Age: Implementing the OECD Recommendation on Health Data
Governance, https://doi.org/10.1787/68b60796-en.
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Table 2.2. Patient access to and interaction with their own EHRs through a secure internet portal

® 22

BERX, REBAVF—Fy bFR—2LZBLTAZOERIZZ VXL, HELET

Access via portal
Access to ALL records
Interaction with portal

FTRTOLA—FADT IR
R—4 L EDHBEER

11
Australia
Denmark
Germany

Italy
Lithuania
Luxembourg
Netherlands
Slovenia
Sweden
Switzerland

Tiirkiye

Access via portal
Access to SOME records
Interaction with portal

WEDADLIA—FADT I £ R
R—% L EDHAEER

9
Belgium
Canada

Costa Rica
Czech Republic
Finland
Iceland
Israel
Portugal

United States

Access via portal
Access to ALL records
NO interaction with portal

FTARATOLA—RFADT IR
R—2 )L EDBEFERIEHY FEA

3
Estonia
Hungary

Japan

NO access via portal

R—2 LRHDT 7 2 AR

3
Korea
Mexico

Norway

Note: Countries in bold reported that 100% of patients are covered. Some OECD countries, like the Netherlands, use multiple EHR
portals. Spain also has this capability, but no data was available in this survey.

EARFOEE, BEDIOMHAAN—SNTNDERELTVET ., 705G ED—EDOECDHEE TIE, MUDEHRA—FLEERALTVET ., ARSI VITH
COBEAHYETHN, COFETRT—INELAFELATL,

Figure 2.4. Dataset governance in healthcare
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Note: Score calculated as a sum of proportions of national healthcare datasets with recommended governance elements (see
source).
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Source: OECD (2022[14]), Health Data Governance for the Digital Age: Implementing the OECD Recommendation on Health Data
Governance, https://doi.org/10.1787/68b60796-en.
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Figure 2.5. OECD Digital Government Index (2019)
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Source: OECD (2019]25]), Going Digital

Toolkit, https://goingdigital.oecd.org/indicator/58.
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Table 2.4. Adoption of recent HL7-FHIR and SMART interoperability standards across OECD countries
% 2.4. OECDEEEII= &+ 5 MiE DHLT-FHIRE & UASMARTAE ELE A1 AR A D2
EHROAEE Bt
EHR interoperability
Not adopting HL7-FHIR
No SMART on FHIR

HL7-FHIR Z#RAL TV
FHIR < SMART A7%zLs

HEERAEOE=HOTAS Y ME
bYELA
No projects for interoperability
Not adopting HL7-FHIR
No SMART on FHIR

HL7-FHIR ZERAL TLVEL
FHIR (= SMART A%7z0y

EHROMEE:E A
EHR interoperability
Adopting HL7-FHIR
No SMART on FHIR

HL7-FHIRERA,
FHIR [= SMART A%7%iLy

EHROHE R
EHR interoperability
Adopting HL7-FHIR
Adopting SMART on FHIR
HL7-FHIR, SMART on FHIRD#RFA

10
Australia
Belgium

Czech Republic

Estonia 6
Finland Canada 5
Korea Denmark Hungary
Lithuania Iceland Japan 3
Netherlands Israel Slovenia Costa Rica
Norway Luxembourg Switzerland® Portugal®
Sweden Italy United States Tiirkiye?

Note: Countries in bold also reported working on developing public application programming interfaces (APIs).
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Figure 2.6. Internet use across OECD countries and use of the internet for public authorities
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Source: OECD (2019[25]), Going Digital Toolkit, https://goingdigital.oecd.org/indicator/58, based on the OECD Broadband
Portal www.oecd.org/sti/broadband/broadband-statistics and the ITU World Telecommunication/ICT Indicators Database, www.itu.int/en/ITU-
D/Statistics/Pages/publications/wtid.aspx.

Table 2.6. Certification requirements of vendors of EHR system software
# 2.6. EHRYRTLY I FY 7 DR —ORIEER

Messaging standards Messaging standards Messaqing standards
Clinical terminology Clinical terminology No cl 9 Igt inol
National EHR requirements No EHR requirements 0 clinica er'mlno 0gy No standards identified
Ayb—UL Bk, BERME. Ay oEe Nf E:R f?ﬂu";*f:_;ms BREBESATOELA
EMEHRE 4 S FRFIEE. 1 Y E—DUTRE,
FRIRFARE. EHREfE L BRERAIES L. EHREMA L
11
Belgium
Denmark 9
Finland Costa Rica
Hungary Czech Republic
Japan Estonia
Korea Iceland
Portugal Israel
Slovenia 3 Italy
Switzerland Australia Lithuania
Tiirkiye 1 Canada Luxembourg
United States Netherlands Sweden Norway

Notes: EHR requirements refers to standards for national EHR interoperability. Spain also implements standards to facilitate interoperability, but no
data were available in this survey. Countries in “No standards identified” might have organisations responsible for the infrastructure of EHR

software but not necessanly settmg standardsfor cllnlcaltermlnolog and electronic messaging.
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Table 2.7. Digital health strategies across OECD countries
% 2.7. CECDREELEDT I8 LI R

No digital health-related strategy

Digital health-related strategy found
T UL AL R EE A T ORI RBEEDHER
Ronbimotz
3
Latvia
Mexico
Tiirkiye
Table 2.8. Summary of country digital health strategy goals
% 2.8 EEOTSHENANAEKEROBE
Ensurin Moving toward
coherenge Supporting Improving s Improving Improving o )
between regions learning health resilience and People-centric security and data productivity of |DVESt|"9 n Focusing on
d g systems sustainability system protection health workforces innovation  health prevention
and operators  wmpgszzig LUUTVREREE  ABBDLOVRTA~  EFaUTF EREFED (/A VAUNORA  REFHISNEANSD
A L% — f AhEHEDRE OB F—sREOAE EEMERE
HD—BiEnHER
24 24
_ Hungary Denmark 13
| Korea o lsrael  oeland o Hungary  Finland  Austia




2024/5/12

¥ S

Figure 2.7. Digital skills of populations in Europe
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Source: CBS, Eurostat, adapted from ILA (2023[31]), Digital Health Literacy Country Reports, www.ilabour.eu/results/digital-health-literacy-country-reports/.

Figure 2.8. Digital Citizen Engagement Index (2022)
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Source: The World Bank (2022[34]), GovTech Maturity Index (GTMI) Data Dashboard, accessed August
2023, www.worldbank.org/en/data/interactive/2022/10/21/govtech-maturity-index-gtmi-data-dashboard.
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