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International Workshop on Joint Law Enforcement
/Public Health Response to Bioterrorism

Workshop Report

fi%/Venue
TKP KIRiEEE A v 77 L v Aty X — F—1 G
TKP Osaka Yodoyabashi Conference Center, G Hall, Osaka, Japan

F#ERRK/Date
20254 2 A 25-26 H
February 25-26, 2025

FHE/Host
JEA B TR E T A TR A RV P IS T 2 HBR ) R 2 T2 X AV F R~ RS R
7 L DI 1T 7 BRI BE 9 2 B 5

(WHFEREFE - ELRMEERRI b ERE. Wt EE - ENLRSYETIZEAT Ak i)
MHLW Policy Research Grants FY2024, on a standardized framework for strategic risk assessment
and health system readiness for mass gatherings
Principal Investigator: National Institute of Public Health (NIPH), Jun Tomio

Co-Investigator: National Institute of Infectious Diseases (NIID), Tomoya Saito
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Summary

The International Workshop on Joint Law Enforcement/Public Health Response to Bioterrorism is a workshop
on the subject of bioterrorism, with a particular focus on police and public health response collaboration. The
workshop is based on the “Joint Epidemiological and Criminal Investigation Workshop” established by the U.S.
Centers for Disease Control and Prevention (CDC) and the Federal Bureau of Investigation (FBI) based on
lessons learned from the U.S. response to the anthrax mailed terrorist attacks that occurred after the September
11 terrorist attack in 2001. The workshop was also organized by combining lectures and exercises on recent
training and actual response cases in Germany. The workshop was held for the first time in Japan since March
2019 to prepare for the Olympic and Paralympic Games Tokyo 2020 and was held in the hope that it will help
strengthen biosecurity in preparation for the Expo 2025 Osaka, Kansai, Japan (Osaka/Kansai Expo 2025).
After a two-hour online lecture given by an FBI expert at the beginning of the course, the German experts gave
lectures and exercises. We welcomed two experts, one from the Robert Koch Institute and one from the Federal
Criminal Police Office in Berlin, who were in charge of lectures and exercises for 3.5 hours on the first day and
3 hours on the second day. The U.S. lectures included an overview of CBRNE (chemical, biological,
radiological, nuclear, and explosive agents) terrorism and its threat, as well as an overview of joint public health
and law enforcement (police) strategies. Germany side provided lectures and exercises that emphasized the
collaborative response between police and public health at the scene of an incident. Using advanced case
studies as teaching materials, this workshop served as an opportunity to learn comprehensively about bio-
terrorism countermeasures from the perspective of collaboration between public health and the police. It was
considered necessary to increase opportunities for information exchange between public health and the police

even from normal times, and in the future, to establish a sound system for information sharing for both sides.
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Lecturers

United States of America
Weapons of Mass Destruction Directorate, Countermeasures and Mitigation Section,
Chemical Biological Countermeasures Unit, Federal Bureau of Investigation (FBI)

Christopher Johnston, Supervisory Special Agent

Germany
Centre for Biological Threats and Special Pathogens, Robert Koch Institute (RKI)
Christian Herzog, Acting Director

Department for International Terrorism, Federal Criminal Police Office (BKA)

Lutz Popp, Lead CBRN Investigator
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Opening Remarks/Welcome
Dr. Tomoya Saito, Director, Center for Emergency Preparedness and Response
(CEPR), National Institute of Infectious Diseases (NIID)

Dr. Saito, Director of CEPR, NIID, made an opening remark. He began by describing the purpose of the
workshop, pointing out bioterrorism as one of the security risks in mass gathering events and explaining that
the workshop was intended to strengthen the capacity to deal with it. He emphasized that in situations where
potential bioterrorism is concerned to occur, both the police and public health must work closely together to
respond quickly and appropriately. He also expressed his hope that this workshop will help police and public
health officials, who have little contact with each other on a daily basis, deepen their understanding of each
other's work and efforts, thereby contributing to further strengthening the biosecurity system in preparation
for the Osaka/Kansai Expo to be held in 2025.

&R
Figure. Opening Remarks by NIID
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Session#1 Strengthening public health-security interface in Japan: Aim of this
workshop

Presenter: Dr. Tomoya Saito, Director, CEPR, NIID

Dr. Saito from NIID, the organizer of this international workshop, explained the background and aims of this
workshop. At the beginning, Dr. Saito raised two major reasons why public health and security should work
together to confront bioterrorism; one is the need for joint threat assessment, and the other is the need for
joint investigation and response; and said that recognizing these two issues was an important goal of this two-
day workshop. Dr. Saito pointed out that domestic awareness of this problem was raised due to the report and
recommendations by WHO (World Health Organization)’s Joint External Evaluation (JEE) of Japan in March
2018 and introduced the results of Japan’s evaluation and recommendation under the JEE’s evaluation item
“Linking public health and security authorities”. Dr. Saito said that he expected that this workshop would be a
learning opportunity of the best practices in other countries dealing with biological terrorism in a format of

interactive tabletop exercise.
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Session#2 Introduction to Crim-Epi Workshop by FBI
Presenter: Mr. Christopher Johnston, FBI Supervisory Special Agent, FBI WMD
Directorate — Countermeasures and Mitigation Section, Chemical Biological

Countermeasures Unit (Virtual session)

The session began with a greeting by Mr. Johnston, FBI Supervisory Special Agent, who organizes the Joint
Investigations Workshop conducted by the FBI. He explained the background of the need for collaboration
between public health and law enforcement (police) regarding CBRNE (chemical, biological, radiological,
nuclear, and explosive agents) and explained the respective issues, the objectives of this workshop, the goals to

be achieved, and what will be done in this workshop.

FBLIC X 24 v 7 4 vilis&
Figure. Lecture Session by FBI
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Session#3 CBRNE Threat Briefing

Presenter: Mr. Christopher Johnston, FBI (Virtual session)

After a brief overview of the threats associated with Chemical, Biological, Radiological, Nuclear, and Explosive
terrorism with specific examples of how they were used in the real world, Mr. Johnston explained Threat
Assessment that synthesizes information on threat identification (potential threat actors and their

motivations), methods of CBRNE acquisition, potential targets, and their effects.
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Session#4 Overview of Biological Agents and the Threat

Presenter: Mr. Christopher Johnston, FBI (Virtual session)

The definition and risks of bioterrorism were first presented, including a basic description of the bacteria,
viruses, and biotoxins that can be biological agents and the routes of exposure when these biological agents are
used. Next, the advantages and disadvantages of biological agents as weapons, from their ideal properties as
biological agents to high-priority biological diseases and biological agents that require more attention (anthrax,
smallpox virus, etc.) were introduced, and emphasized that any pathogen could be used as a weapon. After
explaining the basic information, Mr. Johnston explained the threat of bioterrorism and what is needed to
conduct terrorism using biological agents (acquisition of biological agents, production, diffusion methods, and
types of attacks), explaining that understanding this sequence of events will help prevent or mitigate damage

from bioterrorist attacks.
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Session #5 Joint Public Health and Law Enforcement Strategies

Presenter: Mr. Christopher Johnston, FBI (Virtual session)

Mr. Johnston introduced the joint strategies and joint protocols that can be utilized by public health officials
and law enforcement (police) during a bioterrorism response. The session opened with an explanation of the
benefits of joint investigations, and the six elements of the joint investigation model were introduced one at a
time. One of the elements, information sharing, was explained in detail, including the types of information,
opportunities for public health and police respectively, and protocols. Since there are usually few opportunities
for collaboration between the police and public health side in Japan, the participants seemed interested in the
challenges of information sharing and issues related to confidential information. A participant asked about the
information sharing method that the FBI and the public health side implement in the U.S., and the response
was that daily meetings are held in each region. Regarding the Joint Threat Assessment, one of the elements of
the joint investigation model, he introduced a video created by the FBI as a reference material, which can be
found on the Internet. A video on joint interview was introduced as a reference material as well. The
participants seemed to have positive attitudes toward future joint workshops and exercises.
(References)
Joint Threat Assessment: Video: http://vimeo.com/85657144
Joint Interview: Video: http://vimeo.com/87104548
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Session#6 Public Health Response to the bioterrorism in Japan

Presenter: Dr. Tomoya Saito, CEPR, NIID

Dr. Saito introduced Japan's prevention, detection and response measures for infectious diseases as public
health countermeasures against biological terrorism. As “prevent” measures, he introduced the pathogen
control system under the Infectious Diseases Control Law, which oversee designated pathogens categorized
into class 1 to 4 pathogens. As “detect” measures, implementation and reporting of national infectious disease
surveillance was introduced. As “response” measures, he presented a model for cooperation among local
organizations concerned, assuming CBRN terrorism as a framework, and explained the steps of outbreak
investigation as an epidemiological investigation on the public health side. In addition, the MHLW Research

Group has created and is providing a website that provides bioterrorism-related information.
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Session#7 Law Enforcement Response in Japan
Presenter: Mr. Norihide Masaki, Superintendent, the Third Security Operation

Division, Security Operation Department, Security Bureau, National Police Agency

Mr. Masaki, a Superintendent at the National Police Agency briefed the anti-NBC terrorism activities in
Japanese police. First, he explained about the composition and jurisdiction of national and local police
organizations. In Japan, the term NBC (Nuclear, Biological, Chemical) is used instead of CBRN (Chemical,
Biological, Radiological, Nuclear), although Radiological agents are included in NBC. Next, he introduced the
NBC Special Response Unit and the NBC Response Unit, explaining the differences between them, examples
of equipment and materials, and models for cooperation. Police activities in the field will basically be
conducted in accordance with a “Model for cooperation among Local Relevant Agencies in Response to NBC
Terrorism and Other Mass Casualty-Type Terrorism”. For example, the coordination model for identifying the
causative agent involves inquiries and requests for expert testimony by police units, prefectural police, public
health centers, regional health laboratories, research institutes, etc.

Then he explained that in the event of NBC terrorist attack, the NBC Special Response Unit assesses the
damage situation, detects the causative agent, collects samples, takes measures to prevent the spread of the
agent, and conducts rescue and relief activities in cooperation with the fire department and other relevant
entities. Police officers in police cars and police boxes are responsible for setting up exclusion zones and
providing public relations and guidance for the evacuation of residents in uncontaminated areas.

Finally, he introduced that the police have been conducting collaborative exercises with various related
organizations and inviting experts for training to improve their ability to cope with NBC terrorism even in

normal times.
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Session#8 Experience from Germany: Joint operational management of a
bioterrorism incident

Presenter: Dr. Christian Herzog, Acting Director, Center for Biological Threats and
Special Pathogens, Robert Koch Institute (RKI)

Mr. Lutz Popp, lead CBRN investigator, Department for International Terrorism,
Federal Criminal Police Office (BKA)

Following the self-introduction from Dr. Christian Herzog from the Robert Koch Institute (RKI) and Mr. Lutz
Popp from the Federal Criminal Police Office (BKA), Dr. Herzog first explained the roles and responsibilities
of RKI and BKA in Germany. Next, he explained the bioterrorism threat, biological agents of concern,
bioterrorism attack scenarios and preparedness using past cases, and the Public Health Special Force for
Bioterrorism Incidents. In Germany, the Public Health Special Force is composed of an advisory group and
bio-incident unit, etc., under the Incident Commander, and has an emergency duty officer who is available for
consultation 24 hours a day, 365 days a year. The Public Health Special Force covers vast scope of work which
includes assessment of contaminated areas, advice on infection control and clinical management, on-site
biological agent detection and environmental sampling, and advice on criminal epidemiological investigations.
He then described recent biological threat incidents occurred in Germany and a systematic approach to
contaminated crime scenes. As for crime scene management after a biological attack, he emphasized the
importance of an Inter-agency crime scene investigation team and explained from rapid evidence gathering to

the details of crime scene investigation in contaminated areas with using some diagrams. Next, Mr. Popp from
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BKA explained how to proceed with a specific joint investigation, assuming that a bioterrorist incident had
occurred at a movie theater in Berlin, Germany. He concluded his presentation with the remark, “All measures

should not be improvised and should be practiced”.

B v~ b3y wgERTE ) vEEERIC Y pEE ey v a v
Figure. Lecture Session by RKI/BKA
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Session#9 Detailed Case study
Presenter: Dr. Christian Herzog, RKI and Mr. Lutz Popp, BKA

The challenges faced by the police and public health in dealing with bioterrorism cases were examined by
watching a video of a practical exercise on the management of bioterrorism scenes in Germany (crime scene
management, on-site operations, forensic examination of evidence such as DNA, fingerprints, and biological
samples.). The scenario of the exercise was that a perpetrator, referring to a terrorist manual, made an
improvised explosive device loaded with ricin and detonated it in a movie theater. Moreover, some of the
perpetrators in the base that was investigated were believed to have been infected with plague. All of these
situations are said to be possible at any time in Germany. During the discussion, participants raised issues

related to crime scene management, victim rescue, decontamination, specimen collection, and so on.
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Session#10 Exercise 1 : Attempted Bioterrorism Attack (Breakout Groups)

Presenter: Dr. Christian Herzog, RKI and Mr. Lutz Popp, BKA

The theme of this exercise session is “Attempted Bioterrorism Attack”. Participants were divided into seven
groups: public health side, police side, and Expo organizers side. The theme was divided into three phases, and
the groups discussed and presented what actions they would take in each phase.

In the first phase, (1) samples of Yersinia pestis were stolen from a laboratory and offered in the dark net. (2) A
foreign intelligence service informed that a Japanese people have purchased the samples. (3) The person has
been recognized as extremist in the past. Based on the information from (1) to (3), participants discussed
possible responses, and many opinions were raised mainly from the police group. Next, as the second phase,
(4) The suspect had downloaded the Plague Terrorist Manual. (5) The suspect had purchased various devices
on the Internet. (6) The suspect had been in contact with several people on the dark net. Participants further
discussed this information. In the third phase, (7) The suspect lived in an apartment complex where eight
families lived. (8) The suspect went in and out of the house several times a day and was in contact with other
residents. (9) The suspect was seen entering a pharmacy, where he purchased antipyretics. In the third phase,
when the information from (7) to (9) was added, the public health side also advanced discussions, and opinions
were raised that since the suspect was showing symptoms and was in contact with residents, they would
proceed with contact tracing, etc. Through this exercise, both the police and public health sides were able to
clarify when they could respond and intervene, and it provided an opportunity for both sides to learn about
each other's movements. The timing of information sharing between the police and the public health side was

considered to require further discussion.
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Session#11 Exercise 2 : Unusual outbreak of sick people at mass gatherings
(Breakout Groups)
Facilitator: Dr. Christian Herzog, RKI and Mr. Lutz Popp, BKA

As on the previous day, the public health side and the law enforcement (police) side were divided into groups
for discussion and presentation. This session was divided into five phases, with each group discussing its
response to the theme of “Unusual outbreak of sick people at mass gatherings”. Participants also simulated that
the scenario happened at the Expo 2025 and confirmed what kind of response should be taken by each side,
including the Expo organizer.

In the first phase, country X is participating in an international convention, and several participants from
country X have symptoms of norovirus, and this convention is of great interest to the public of the host
country. At this stage, a few opinions were raised, mainly from the public health side, regarding the timing
when to start investigation. In the second phase, information was added that there were 10 people in country X
who were sick, with symptoms of nausea, diarrhea, and vomiting, that the 10 people had eaten the same lunch,
and that no other participants were sick. At this point, many on the public health side expressed that they will
probably start an investigation into both food poisoning and infectious disease outbreak.

As the third step, information was added that the meal was provided by a delivery service, that no viruses or
other contaminants were detected in the food inspection, that the only one salad from the delivery service was
consumed by all patients, and that norovirus was detected from stool samples of patients. At this stage, the
public health side stated that they will continue the investigation of food poisoning.

As the fourth step, information was added that the salad was identified as the source of infection, that the two
people who cooked the salad were asymptomatic and unlikely to be the source of infection, that all
environmental tests were negative, and that one of the cooks who had prepared the salad has made extremist
comments in recent weeks.

As the fifth step, information was added that the cook who had made extremist comments was active in a group
making various threats against Country X, that one of the cooks worked as a laboratory assistant in a hospital
laboratory, and that a patient with a severe case of norovirus infection had recently been tested, diagnosed, and
treated at that hospital.

Through the discussion on this scenario, the participants recognized the need to take into account pathogens
that would not normally be considered for use in bioterrorism, such as common food poisoning agents; the
importance of discussing the timing of information sharing between the police and public health in advance;
and the facilitation of information sharing by having a person from public health or the police seconded to the

event management department when the event is held.
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Session#12 Exercise 3 : Attack with a spraying drone + biological payload at a
mass gathering (Breakout Groups)
Facilitator: Dr. Christian Herzog, RKI and Mr. Lutz Popp, BKA

In this session, each group discussed their response to the theme of “Attack by drone spraying with biological
agents at a mass gathering” in five phases.

In the first phase, information was provided that a drone was approaching the venue at a summer event site
with a capacity of 50,000 people.

In the second phase, the drone started spraying liquid, and participants felt something like a mist on their skin;
those present thought it was a cooling mist, and the event continued, although they did not know what it was;
the event organizers noticed the suspicious drone and informed on-site security.

As a third step, information was added that the police classify drone flights as a relevant hazard and that there
were approximately 150 people in the sprayed area.

In the fourth phase, the drone landed in a large parking lot near the venue, was loaded into a car, and left the

parking lot at high speed. Soon after, a threatening video circulated on social networking sites, threatening that
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everyone at the event would die of the Black Death. At this point, participants offered their opinions on the
police response and how the fire department would be involved in Japan. The facilitator advised that the term
“Black Death” is used in Germany to refer to not only the plague but also various other infectious diseases, and
that in such a situation, preventive medication can be administered if test results for the sprayed substance can
be obtained within 12 hours, so it is critical to respond as quickly as possible.

As a fifth step, additional information was added that the vehicle carrying the drone was found and seized
outside a private residence a few hours later, that the driver was missing, and one of the event participants
reported difficulty breathing.

Through these exercises, the participants considered what they could do from their respective standpoints,
even though the scenario was not very familiar in Japan, creating a good atmosphere for the police and public

health sides to exchange information.

vy iav 1207 N—7T — 7ER
Figure Group work Session #12
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Summary of the Results of Evaluation Form (See Appendix for details)

Sixteen participants (police; 3, public health; 12, others; 1) responded to the evaluation form (Response rate:
53%).

60% of the respondents answered “very good” and 40% “good” for the structure and content of the workshop,
while others commented that more time for discussion in needed and that it would be a better opportunity of
interaction if police and public health discussed in the same group during the exercise. About 90% of the
respondents answered “very good” or “good” for their active participation in the workshop and the possibility
of future implementation, indicating that they gained practical knowledge through active exchange of opinions
through the workshop.

Regarding Learning Self-Assessment section, a particularly high percentage (88% and 81%, respectively) of
the respondents answered that they “fully understood” the significance of information sharing between public
health and the police, and the benefits of joint training. On the other hand, more respondents answered that
they “quite a bit understood” the items “Strategies to overcome challenges with information exchange,” “When
to inform other agencies if bioterrorism is suspected,” and “Who to inform if bioterrorism is suspected,”
suggesting that feasible methods of information sharing should be developed.

New findings from the workshop included: “Terrorists choose biological agents based on their accessibility
rather than the impact of damage,” “It is necessary to know about the development of technologies, such as the
possibility of virus culture which was not possible before,” and “The possibility of terrorism using drones and

the difficulty of countermeasures.
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Suggestions for future activities included: “To learn about specific cases of bioterrorism,” “To exchange
information with police and public health organizations on a regular basis, and make specific arrangements in
case of emergency,” and “To incorporate elements of this workshop in the staff training of my organization.”

Many expressed hope that this workshop would be held regularly to facilitate further collaboration.
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International Workshop on Joint Law Enforcement / Public Health Response to Bioterrorism
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Venue: TKP Osaka Yodoyabashi Conference Center, G Hall
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2025 £ 2 A 25-26 H
25-26 February 2025

T EEFBITBHERESEE TXRRA R MIHT BB RITEXAY FRY
NIRRT LOECICHE T -ZEMREICEAT AR (ARRRE . EXREBEERMNFER EEE) |
MRDEE  ELREENRRAT HkE
Hosted by: Tomoya SAITO, NIID, Co-Investigator for Research on a standardized framework for strategic risk assessment and
health system readiness for mass gatherings, MHLW Health, Labour and Welfare Policy Research Grants FY2024.

FERA
Workshop Agenda
1HE 2025&2A25H Day 1 (February 25, 2025)
09:00-09:15 SmE = Registration of Participants
09:15-09:25 BRICETHAREGEL LX) T DOEERIE: 77—V a3y TOEM
#1 EE  ENRBRREARA BPEREEEAREUI— BEE

HRREWR (WHO) (C & 2 BEAHEEAT OERNEEEM (JEE) TOFHMAEB D —2.
IARBELEEFL) T DEE] (I2OVWT, NEFEHEENSERSN-FEZHABNL.
SENOT—7 3y TOENESA,

Strengthening public health security interface in Japan:
Aim of this workshop

Presenter: Dr. Tomoya Saito, NIID

In the Joint External Evaluation (JEE) conducted by the World Health Organization (WHO) in 2018 to
assess health security capacity, one of the evaluation items was “linking public health and security.” This
presentation will introduce the points raised by the external evaluation team concerning this item and
introduces the objective of this workshop.

09:25-09:30 DNREE EEPHITHE (BR) OEEDESE
#2 JEE  FBI LR E Y URMI7— -3V ARLY  (FUS5A4Y)
FBI & U, ARATEME L ARTREDELDES F 5N,

Introduction to Crim-Epi Workshop by FBI

Presenter: FBI Supervisory Special Agent Christopher Johnston

FBI WMD Directorate - Countermeasures and Mitigation Section

Chemical Biological Countermeasures Unit
This presentation will introduce the motivation and meaning of the collaboration between public health
and security sectors for bioterrorism response.
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Day 1 (February 25, 2025) continued

09:30-10:10
#3

CBRNE ZE DL E

JEE Bl EIFAEEE VURNI7—-PavARbYy (FUI34Y)
LEWE (Chemical) . £4%l (Biological) . &M E (Radiological) . #%
(Nuclear) . 1&%% (Explosive) IZEEELf=TOY XLIZDWNT, ZTORREBEDIKRIZ
DLWTHE %R,

CBRNE Threat Briefing

Presenter: FBI Supervisory Special Agent Christopher Johnston
This presentation will provide an overview of the history and current situation regarding terrorism
involving Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE) agents.

10:10-10:35
#4

EMEIZ DOV TOHE
WE FBl LBHBIREE YURLT7—-JavRbY  (FUIMY)
£YE WE. 7MILR, BFR) LTORFLELTOEAOBERZHN,

Overview of Biological Agents

Presenter: FBI Supervisory Special Agent Christopher Johnston
This presentation will provide an overview of the biological agents (bacteria, virus, toxins) and its
potential use as a weapon.

10:35-10:45

KER Break

10:45-11:35
#5

DRELELEROE FHAE

BE : FBI ERMFANEEE VUARGLI7—-DavALY (FUS4M)
KEFBI & U, £MT OORGEICARAEDLE L ERATATE S ERABKOERE
TR RFALOVTREAT B, Fo. BRBHFE. SREE/ FEEM-OVTETEHE
AT,

Joint Public Health and Law Enforcement Strategies

Presenter: FBI Supervisory Special Agent Christopher Johnston
This presentation will introduce joint strategies and protocols that both public health officials and law
enforcement can use in responding to bioterrorism. In addition, a video will be shown to explain joint
threat assessment and joint interviews/interrogations.

11:35-11:50
#6

NRFESIGIZDLNT

EE  ENNRPEMEA RREFHMEEMEtU A — Tk Hth
TYORTLA O RERBICETEAREELBOEINLMECOVTHAL, £EMTOEETEL
XSS REEBHRT S,

Public health response for a biological event in Japan
Presenter: Dr. Tomoya Saito, NIID

This presentation provides an overview of the role and functions of public health authorities during disease
outbreaks and discusses the response and challenges at a bioterrorism response.

11:50-12:10
#7

ZROFIGIZDLNT
EE  B=EFr
BROGE L. EROBEAEITOVTHRET S,

Law Enforcement Response in Japan

Presenter: National Police Agency, Japan
This presentation provides an overview of the role and functions of police at a bioterrorism response in
Japan.
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1THBE 2025428258 (=) Day 1 (February 25, 2025) continued

12:10-13:20 | B{KER Lunch Break
13:20-14:40 FAYDREER / NAATAOBEOHRRARL—2 3 VERE
#8 BEVYRFrr - NnN—YJELT (AR - VHRHARRENFHER -
BSRRERAE V2 —RARIT)
Wy - Ry TR (FAVEBHRERERTO Y XLREF CBRNEEE)
FAYDENLAREEMERTHAHANIL b+ - OVRHAERE R VERERLY., EFEE
i, BRIERERMEDIVET b, ARFELERORE. EEOLAL, LRRSGEEDOE
FrEE#EIC DN TEREAT 5.
Experience from Germany:
Joint operational management of a bioterrorism incident
Presenter: Dr. Christian Herzog, Acting Director, Centre for Biological Threats and
Special Pathogens, Robert Koch Institute
Mr. Lutz Popp, lead CBRN investigator, Department for International
Terrorism, Federal Criminal Police Office (BKA).
This presentation will provide detailed explanation about threat assessment, concept for preparedness and
response, role of police and public health, levels of cooperation, and inter-agency crime scene
management.
14:40-15:30 | #—RRAT 4 : AREEEERTHE (BR) OXIGICET 55H
#9 BEOVRXFrr-nN—JJELT (AN F - 3 YRRER)
Loy =Ry TR (RS VERER)
Detailed Case Study:
One relevant incident with a public health and law enforcement response
Presenter: Dr. Christian Herzog, Robert Koch Institute
Mr. Lutz Popp, Federal Criminal Police Office (BKA)
15:30-15:45 7N Break
15:45-17:00 EE 1 N\ A TOREREH
#10 BE VD URTFrY - N—YJEL (AR R - 3y KRR
oy Ry TR (RS VERER)
ATV REAAND ., HEIENIRAXYHFY U TARV MIBVWTNAAATOREZR
LTWBLDERERIT- (REMICTORRELET. TAEET/A— FTEH . 20K
RADT7 TO—FLERBLUVLARFTEDORNKEERT 5,
Exercise 1: Attempted Bioterrorism Attack
Moderator: Dr. Christian Herzog, Robert Koch Institute
Mr. Lutz Popp, Federal Criminal Police Office (BKA)
The case study scenario begins with receiving intelligence that someone is preparing a bioterrorist attack
during a large public gathering (which ultimately does not occur, as the suspect is arrested in his
apartment). The discussion will focus on strategic approaches to this situation, including both law
enforcement and public health measures.
17:00-17:15 1THEDODFELED
Wrap up of Dayl
17:15 —BBE#T End of Day 1
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28H 2025%2R 268 Day 2 (February 26, 2025)

09:00-09:15

IBEOIRYIRY., £EEEERE Review of Day 1, Group photo session

9:15-10:45
#11

BE2  YRAXYHYUTIZEITAARTHEYRDOER

ETL—E2— YU RFrr - N—VYJEL (AXN)L L - Oy KAL)
Wy Ry TE (KA YEMRER)

RNETEAY&RIZ KL S CBRN DORIEEMED & 5 BEUIZHIEMIZX LT 5 HEZREHT 5,

Exercise 2: Identification of an unidentified object (package with unclear
substance in it) at a mass gathering
Moderator: Dr. Christian Herzog, Robert Koch Institute

Mr. Lutz Popp, Federal Criminal Police Office (BKA)
In this session, how to strategically address a possible unclear CBRN threat by an unidentified object
will be discussed.

10:45-12:15
#12

BE3: FO—VERICLIKRE  YRXvH) U TEYPRIZRE L T

mE (FXEMFZSCFEHBEEOBRREICONT)

ETL—E—: VURFrYr - nN=YJ@L (AN - 2 vRBHER)
Wy - Ry TR (R VERER)

ENESITHBERAL. EROCARFETEDL S BHBETINEHRT 2.

Exercise 3: Attack with a spraying drone + biological payload at a mass
gathering (alternatively: attack with an IED +Bio)
Moderator: Dr. Christian Herzog, Robert Koch Institute

Mr. Lutz Popp, Federal Criminal Police Office (BKA)
In this session, how to identify the attack and how all subsequent response measures should be taken by
police and public health will be discussed.

12:15-12:30

RYURY - BASDEE Recap & Closing Remarks

12:30

—HE®T End of Day 2

3) 1 BERRFEEREREFE,
Simultaneous interpretation will be provided for Day 1.
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International Workshop on Joint Law Enforcement
/Public Health Response to Bioterrorism

Survey Results
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FUO Al

Learning Self-Assessment

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

AW DTSR 13
Potential threat of biological agents
EMDT PRI T DR AR B DB EORT I A
PH roles and resources during a BT incident
T v G T DB DOBEI K IEHE )
LE roles and resources during a BT incident
INIRAGTAE & RO I D E R
Importance of information sharing between PH and LE
BT a PEEDITZIRE, WO S D &)
When to inform other agencies if potential BT threat suspected
T B ASEEDALIRE, B D DS E B
To whom contact if potential BT threat suspected
RO L &2 Bz 55
Strategies to overcome challenges with information exchange
HRTOBEEY OERE
Benefits of joint interviews
HFE OB
Benefits of joint training and exercise programs

M Little ®mSome Quite abit ®WAlot M Already knew

BHEHIA U+
(KTD—=9 23y T THEONEHFEEANR., £MTORKRELTELOMEBTHRICITOIREZ &,
SREDESEEFHNBROEY T O KRIEIZCHED)

- WG AR SEET CAEM T a i\ VO FF 23 B LB ORIG, T O BIRKROELREO & OWEIEET D0, o d
HARMICER D D TR R&E Lo, 70, HUKOERE - HPESEIC b5 W FHI0RAE LB ofTE 2 &% L
TRLMENHD EEZT-,

SN E DL D REEX BT DO, RNRELNWERESED Z ENTE T,

« Atk HEER L NRAETAEREB O E IR R AR L ML E OS2 RIT D Z L. BAROAEMT v EKim b
MR L S

AW T ORI DR & ARETERSEE & OO IF BT A IRDIZOWT, Fifoem AN ST,

HHESNDEDANL, 52WEORETEZLVE, TREITEOAFLLTIICLDEZANRRKRENZ L 28
il N= S

cHLOMEOFTH, KU—2 va v I TRAEMEEAG LW E B oz, BEMTIHEDEIZ, —EDR
MEEWT o dEBOHRBIZKETH ERVMLBANRNEE DO,

c RAY ORERE (NRMEE - B2 OSFNEEOEMHICA L TEAMICHERE AL TV E RESEIC
Teode, BRENGHESHRICHIT OEFEZR, HlIEE5EHHE CRrENT: [SRITOREEXIRY | OEZEMH%Z
R L2, —H T, BATIZZIASIZARDRPBEN LIS WEWI DORBIRTH D L 2 A, BRI BITERE
BRI ERIER bR N E B oT=,

< BT v RICITARE AT & R OBRIEADEE CTH LI N LS Dot b DD, A F TEERE
FREEBEDOBAE NN L2 WO TR U T, AIR0O X D ICARMBE R & L0 MR EHE &b, £
ZNOMBOTESEE LM T L ENEETHY, TOMSELZEDOL I ITRIT T OIRNHEETH
D EE LT,
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B TANABRELIOLEND), MO TH—Y Ry 7 ART—ATHoTHLEMT aDRREMENHH L) Z &
WZHRWEBRZ T2, BEMICb RO Y —7 v a v FRNnBiiZ LS,

B TANAIANTIERERTE 2 VOTRKEBERAEY T o A IND Z EFEEL T RhoToin, KU—7
av T DI YA AT/ a A NANPFHAENDIBERNDH o7, TZITHD T/ B TANLAIZDWNTHR
THE, KEBEARAEYT o lCh B NTEENAREL 2> TV, WICRZEETORE L HET 20BN H
HZ LIRS ERH -T2,

c HROAEMT o RbicB i, TEFE27- SAMBIENRUIZLEE S, Mblnz L 2B+ 5
DITHEEL W,

s Fer—CE2HWET e E RO L S 2B ETHZ LN TE L,

Comments (Insights gained from the workshop, what new measures should be taken by your
organization to combat bioterrorism, and what future activities are needed to strengthen Japan's
bioterrorism countermeasures):

* The local public health institute should make specific arrangements on what to do when a suspected case of
bioterrorism is detected and which department of the police in that municipality to contact. | also thought it
was necessary to inform local clinics and hospitals about actions to be taken in the event of a suspected case of
bio-terrorism.

* | got to know how police agencies operate, which is usually not easy to know.

* | think it is necessary to have regular meetings to share information between the police and public health
agencies in order to strengthen bioterrorism countermeasures in Japan.

* | gained new insight into the arrangements for information sharing between police and public health in the case
of bioterrorism.

* | learned that the type of biological agents used by terrorists depend more on the accessibility than on the
damage they can inflict.

* | would like to share the knowledge | learned in this workshop within my own organization. | thought it might
be a good idea to allot a certain amount of time explaining bioterrorism countermeasures during training
sessions for staff.

+ The lecturers from German institutions (both public health and police) were very informative and gave us
concrete examples of necessary measures in line with actual cases. | am currently on secondment from the
police to the Expo association, and | keenly felt the importance of “joint interview,” for example, which were
demonstrated in this workshop. However, there are many challenges when implement these measures in Japan,
therefore each administrative agency must seriously tackle systemic reform.

* Although it was clear that information sharing between the public health and police departments is important
in the bio-terrorism countermeasures, | recognized that there have been very few opportunities to collaborate
with the police department. | felt that it is important for public health, police, and fire departments to have
face-to-face meeting to understand the background and roles of their organizations, as we did this time. The
issue is how to establish such opportunities in the future.

+ | was shocked that the possibility of bioterrorism still exists even in a case of just 10 norovirus patients, which is
very common. | think similar workshops are also needed in the food sector.

* | had not expected norovirus to be used in large-scale bioterrorism because it cannot be cultured artificially. But
actually, norovirus was used in one of the exercises. Then | looked into norovirus again and found that now it is
possible to artificially cultivate norovirus. This made me think that it is necessary to always learn and investigate
the development of science and technology.

* In strengthening Japan's bio-terrorism countermeasures, | think it is important to know as many examples as
possible in the first hand. It is difficult to imagine what we don't know.

* | recognized the possibility of terrorism using drones and the difficulty of countermeasures for drone attack.
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BHEHIA
(ZDfth, B8 - FELELE)

AT I IREERE WL ORERE B STV, AVHEMEOT v O FNBSEN 2 L2 LT,

CRA VBT B EBIEIR D LT ARAD OER TSR RHT 5 7o, TSR TS 52, TR
BNWTH EI Vo AR RE NGO TEZ ST BT,

« H2 ORESCHENICIZIEDIL, AT Xt RICE TEFED AWV TR,

« KEFE NS AL T 0 O RZ A I, FEFKISGEREZ LTIE0 0 Eolz, ZOBMY G olcx L4
HLREFECTE-Z LT, BRERN E BICRE > 2RI Uz,

< SEREO N BRHI TGN EEIZ 2 > TG5O, SEEZB AT, H D5 WITMEERI D O KRR H| OREL N LB TE
LTz,

CCKERIEEEEEREND 20 FELL EARE L, MHoToAEYT o ~OEHERNENL TS Z L2BAL T
Do

Comments (other thoughts, learning points, and challenges):

* | thought that bioterrorism mainly utilizes pathogens, but | now realize that the use of biological agents is more
realistic.

* It was a very interesting conference with discussions touching on actual cases in Germany. The Expo is a good
opportunity to make me rethink what kind of framework is necessary even during normal times.

* Unfortunately my organization is not aware of bio-terrorism countermeasures because it was too busy with
daily inspections and research.

+ | was asked by the Osaka Prefectural Police to give a lecture on bioterrorism, and | had just given it last fall. |
was able to meet them again this time and felt that the relationship with them was further deepened.

* | thought it is necessary to establish a surge capacity that renders support from other departments or other
organizations in case it becomes difficult to respond to a situation with the normal staffing.

* Given that more than 20 years have passed since the anthrax mailings incident in the U.S., | am concerned that
the public's awareness of bio-terrorism has waned.

D—o 3y JeikeE LTOERE

Overall Evaluation of the Workshop

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

J—2 gy FORERIZHOWT
Structure and organization of the workshop
B Z2 B TS o T2
Subjects aroused interest enough
U —7 gy FITRWANZ ST & 72
Active involvement of participants

FEEBL ST 2DV T
Time allocation

Xy MU —=F TSR LN -
Networking opportunities
FNTENEITEHZDA N FREERFICERTEZ O M0
Implementation potential of lessons learned

HPoor M Fair Good Very Good M Excellent
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Comments (How did you like the workshop? What are the areas of improvement?):

* It would be better to have mixed groups of police and public health personnel, where each group is given an
assignment, discusses it together, and presents it to the audience, thereby promoting relationship building
among members of the same group.

* For better opportunity of networking, public health department and the police could have time to discuss in the
same group during exercise.

* Workshop should be held on every occasion of a major event, so that the police and public health agencies can
establish a connection.

* It was a very interesting meeting with real-life examples.

* It was unfortunate that | missed the last half of the first day because of scheduling conflict. Hope that this
workshop will be held on a regular basis.

* Internet connection could be more stable.

* | wish if more frank opinions from the police side had been expressed for further discussion.

* It was the first time for me to have such a workshop where public health and police departments exchanged
opinions, and it was very fulfilling to have lectures from experienced lecturers from the NIID, the U.S., and
Germany.

* | would have liked more time for discussion.

* Considering current coordination system in our country, it might be good to involve fire department service and
local public health institutions to the workshop as well.

* | would like to thank the organizers for their efforts in maintaining this workshop, not only continued but also
expanded in scale and refined in content.
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Survey Demographics

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

M Public Health M Law Enforcement/Police M Others (Event Organizer, etc.)

A7 7= FCIE16 2AEE L (RIEFR: 53%), FIRORRIE. 2REE (B - F - TOBEESY
BE %) 124, BRIA., ToMt (FEXEES) 18THoT.

Sixteen people responded to this survey (response rate: 53%). Of the 16 respondents, 12 belong to public
health (national, prefectural, and municipal health departments, etc.), 3 to the police, and 1 to others
(Expo organizers, etc.).
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