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EREVETHITI—FTIN)—FEERIT

Food Defense Measures Guidelines: Checklist for Food

Delivery Services (For food delivery service providers

TJ—REFIN)—ERFZFRATSBRERERIT

Food Defense Measures Guidelines - Checklist for Food

Delivery Services (For businesses using food delivery service

-EREEFOREMNKEERL. BESTOTUVBIGRED
CYIZBHTLS,

®  We implement safety measures for delivery personnel and
strive to create a comfortable and conducive work

environment.

- RRXRVEOERERELDORFLEGREREBEL. BES
ENBECTVBIBRESCYICHALTLS,

No. CE - EE) responsible for home delivery) (R - RERRRUVESRETIHEZEE) providers: cooking and serving facilities and food
XHHMIBREENESS FSA o E8BOL manufacturing plants)
For details, refer to the Food Defense Measures Guideline

1. BEMICERTREXE 1. Measures to be Implemented as a Priority 1. BEMICEBETRERE 1. Measures to be Implemented as a Priority

BRI A T+ Organizational Management BRI A b Organizational Management
1 O (EHREEAHDIESE) (Establishment of Crisis Management System) O (EHREEARFIDEE) (Establishment of a Crisis Management System)
O -EEDIC, BEEELNEMEFLEEALLIMAH ZHEEL | @ A system has been established to ensure that delivery | * ERZERICHEENEYMEFLZEALODOIMAFIZEEL T | ®  When outsourcing delivery services, select reliable
TWa, personnel do not mix foreign objects, etc., during delivery. WAEHETZAEXAICRIELTLS, providers that have established systems to prevent
-EREENSCEREFOERLH-HZE. FIAE~DER, employees from contaminating products during delivery.

REAAE~DOMEHK. LAN~DOEHE. SREHROEUR. | ®  Establishing procedures for notifying customers,

RE. REFOFREZEHTLS, consulting with public health authorities, reporting
internally and externally, and retrieving, storing, and
disposing of food and beverages in the event that delivery
personnel report any irregularities.”

20 | O (BRERRRKZEORS) (Reporting in Case of Abnormalities, etc.) O (BRERRERZEORSE) (Reporting in Case of Abnormalities, etc.)

EEEFICEHROBEOCEE - ERFFZHRE L5EO. | ® A reporting system has been established to ensure that any | *ECZEFICEROBEOCEE -BERENKRINZEE O, | ® A reporting system has been established to ensure that any
EEFEEZT-EEORERFEEREL. FONICE damage, abnormalities, or unusual odors found in products EEEETZT-BEOMEARFEZER L. FOMITEE damage, abnormalities, or unusual odors found in products
REZTH-EESEXEECEREXEFOERBICHRE during delivery, as well as any complaints received, are BOEESEENOHREEZZITTLS, during delivery, as well as any complaints received, are
LTWa, promptly reported to the responsible parties of the promptly reported to the responsible parties of the

contracted operating company or food business operator. contracted operating company or food business operator.
30 | O (BAFEEXRRK) (Infection Control Measures) O (RERZEAEXIEK) (Infection Control Measures)

- M DR RAE R, HAMGREEDRITEICEAT | ®  We consistently pay attention to local infection information | - HilgDRREFEFRERC. HAMGREEDRITHEICET S | ®  We consistently pay attention to local infection information
HIFMIHLEFENSEETILL, BRI KEFD BOP F and global infectious disease outbreaks, and we proactively BRICHLEEN TR ZI . BREIKEFDBIP F4S and global infectious disease outbreaks, and we proactively
ZERICKEE LTS, consider BCP (Business Continuity Plans) in the event of an AICHRET L TLV S, consider BCP (Business Continuity Plans) in the event of an

- HAMLGRPECILANE SN SGEIZE. BBEED infection spread. - HAPGREREEDILKRNAR N DGEEICTIE, EEDRK infection spread.

RBRERFIEDT-O. EENHET LREFIHKRETEIER | @  In the case of a global infectious disease outbreak, we ZBLEDT=. EENHET HREFHEKREEMAICE | ® In the case of a global infectious disease outbreak, we
IZERY AhTWL S, actively adopt infection prevention measures recommended YUANTULS, actively adopt infection prevention measures recommended
by the government and other authorities to protect delivery by the government and other authorities to protect delivery
personnel from infection. personnel from infection.
40 | O (BIFREDOCVY) (Creating a Positive Work Environment) O (BFHEREDOCVY) (Creating a Positive Work Environment)

®  Building good relationships with subcontractors and their
delivery personnel, and cooperating to create a work

environment where delivery personnel can work
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Food Defense Measures Guidelines: Checklist for Food

Delivery Services (For food delivery service providers

TJ—REFIUN)—ERFZFRTSBRERERIT

Food Defense Measures Guidelines - Checklist for Food

Delivery Services (For businesses using food delivery service

No. CE - E) responsible for home delivery) (R - RERRRUVESRETIHEZEE) providers: cooking and serving facilities and food
XHHMIBREENESS FSA U E8BOL manufacturing plants)
For details, refer to the Food Defense Measures Guideline
comfortably.
5 | O (#%) (Education) O #B) (Education)
O -EEEFICHLT. RIS ERORELREERICE | @ We provide appropriate education to delivery personnel | = T /N\) —BEEZZFEAT HRIRETSBHDOEMR - | ®  We provide appropriate education on the risks related to
L CHEYGHEZITO>TLD, regarding the quality and safety assurance of the products H—EXDREELLLER. BRBHICEATLIURIE ensuring the quality and safety of the company's products

BREEZICHT BIHRERNRICIE. AHA—, FEYLTH they handle. [ZDWWT., BULGHEEZTo-TLS, and services, as well as food defense, when using delivery
NH-o-HEIE. FESEFTHEL, BESENHELET | ®  The education for delivery personnel includes information | * EEICTHRTHIHBERNEICIE., AN—. FEPLTEA service providers.

5 EHLEHTLNS, on the potential for criminal penalties and liability for Ho-HBEIE, FESFITTHEL, BESENHKELET S | @  The education for employees includes information on the

- XBRAZVOGEICIE, ZNBETEABEXED damages in the event of inappropriate behavior. ZELEHTLS, potential for criminal penalties and liability for damages in
EEICOVTHMN TS, EBHNDBEIL. BRM#E | ®  In the case of business outsourcing contracts, the contract the event of inappropriate behavior.

HEATA FSA4 UFIZODVTHERIREZITo>-TWLS, terms address the implementation of food defense measures.
For business intermediaries, we provide information on
food defense measures guidelines and other relevant
materials.
BAMER (RXE - FRENES) Human Factors (Employees and Contractors, etc.) BAMER REXEH) Human Factors (Employees, etc.)
6 | O (EEEERF-ZHN - RAKOETOHERE) (Verification of Identity During Registration, Contracting, and | O (¥ BIFARKOETOHERE) (Verification of Identity During Employee Recruitment)
O - BLES O - 280 - SRARICIE, FIREGEEE TH T % | Hiring of Delivery Personnel) - REXEFEOHEAmERFICIE, AIREGEETETEZMEL | ®  We verify the identity of delivery personnel to the extent
HERELTWLS, ®  We verify the identity of delivery personnel to the extent TWa%, possible during employee recruitment interviews as much as
- BERAHFMORKE, ZHNBRUVEHMICHERLTL possible during registration, contracting, and hiring as possible.
B, possible.
28 - IRARKFICIX. BBEERITF v YR MEFRL | ®  The original driver's license is checked at the time of
T. EmBEICEAT 2MBOMREOERIZHZT-T contracting and periodically thereafter.
W5, ®  During contracting and hiring, we use checklists for delivery
personnel to confirm their knowledge of food defense and
provide relevant information.
70 | O (REXEEDEE) (Employee Placement) O (XENEE) (Employee Placement)

- EEBEXEORMLTEEFEL T HEEIC(X. AIEEAL | @ In the departments responsible for food safety and related | * 7' /\U —IZBE&RT HEEICEH . ATEERE Y BMEAHHIC | ®  In the departments related to delivery, we place personnel
FBYBMBEICET HHEME - BROFVBEZEER areas within the operating company, we place personnel B SIEME - BREOEVBEZREL TV, with a deep understanding and experience in food defense
FrICERE L TS, with a deep understanding and experience in food defense in key positions whenever possible.

in key positions whenever possible.
80 |O (EEZEEDREERE) (Health Management of Delivery Personnel) O (REEDERERE) (Employee Health Management)

-EEBICHLT. BROREIKEEZEYICHIRT 5L | ®  We regularly remind delivery personnel to appropriately | =R BICx L T. BRDBEERKELEHUICHZE LT S, | ®  We regularly remind employees to appropriately monitor
SEHMITEEEE L TS, monitor their health condition daily. - RACREERMTRREARZE LOTUVVRRECESE their health condition daily.

- RAOREEAMTREILMKREZR S LOTOVREAEICHE | @ If they contract an infectious disease that can easily spread LzmEIE, JONCERFICHEHK L. FE~NDOKEYL | ®  If they contract an infectious disease that can easily spread
BLEGEE, BOMNCERFICHK L., BE51% - BiE through droplets or close contact, they are advised to KBFLE®, BRPADEABLIZEE LTS, through droplets or close contact, they are advised to
ZEZEBOCRABENDRELKFLES, BRPADEAM promptly consult with their supervisor and take measures to promptly consult with their supervisor and take measures to
WEIZBELTWS, prevent the spread of infection to clients, delivery prevent the spread of infection to others and contamination

destinations, and to prevent contamination of food. of food.
9 | O (HEZnEH) (Management of Equipment, etc.) O (#lIfR - BFLFEDEHE) (Management of Uniforms and Name Tags)
O -EREEFIIH L TERBARY Y REFFEYICEET S | @  Delivery personnel are regularly reminded to properly | - i EBFDFRPBEFL. DNy, 8 (F—Hh—FK) %

FOFE]EL TS,

manage transportation boxes and other equipment.

BY)ICEE LTS,

®  Properly managing employees' uniforms, name tags, ID

badges, and keys (key cards).
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Food Defense Measures Guidelines - Checklist for Food

Delivery Services (For businesses using food delivery service
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XHHMIBREENESS FSA U E8BOL manufacturing plants)
For details, refer to the Food Defense Measures Guideline
10 | — O (FAYMDFFAH L HERR (Bringing and Checking Personal Belongings)
O - AMEBHVMREE - BE - BRZTELOFDHRGEAIX | ®  Asa general rule, personal belongings are not to be brought
RAIE LTHEHBAFHEWNWILEEL, TADESFESATWL into food storage areas, kitchens, or product handover
SN ETEHMICHERL TS, points, and compliance with this rule is regularly checked.
11 | — O (KEZE - M LZED LS DHIE) (Ensuring 5S in Stuff Lounges Break Rooms and Toilets)
0 - REEPL M LFLEERMN S S ZLAFTLS, ®  Always practicing the 5S principles in stuff lounges break
rooms and toilets.
12 | O (BEEDHFINRN - REER - EBZESHEDOZELZF DI | (Monitoring of Delivery Personnel's Work Conditions, Working | O (E#FikiR - HEFRE - EHOEILEDHEE) (Monitoring  Work Conditions, Attendance, and Behavioral
O #) Hours, and Delivery Area Changes) - REXBOEHHBKRR. EBERNE. &IHEFZIEFEICIEHE | Changes)
- ZHRRIZIE CT. BBEEFOBRBIFRE OB ZEZF% | ® Depending on the contract situation, we monitor the LTW5, ®  Accurately tracking employees' work conditions, job

EHE L. & LUOEIEAO, fE3K & (T2 SR ERE O E working hours and delivery areas of delivery personnel, | * X B ZEDHREFFZFIEEL. ELULE/LD, kKL content, and role assignments.

#E - BBEEOZLLFITEETL>TWS, paying attention to significant changes, as well as any FEGLEEBOEILEZIBEL TS, ®  Monitoring employees' attendance times and noting any
deviations from usual working hours, delivery areas, or significant changes or deviations in behavior from the norm.
frequency of operations.

13 | — O (#%EhvreEE D AEL) (Clarification of Permissible Movement Areas)
U - FREOKRELGHERTIE. MEPOLREEZEDEEITEE | ® In large facilities, clearly defining the permissible
EEZHELICL, RBOoN-HERNTE M TS, movement areas for all employees during working hours and
ensuring they work within the approved areas.
14 | O (HRERE - ZWEBOHEMN) (Introduction of New Hires and Contractors)
O “HICER -2 UREE X KBETEREF(CEY) | ®  Newly hired or contracted delivery personnel are
IZHNL. RYTELEHSCIRZITo>TLS, appropriately introduced to the client companies to prevent
impersonation.
BARER (F5E) Human Factors (Outsiders) BARER (F5E) m Human Factors (Outsiders)
15 | O (KFETTOXRINE) (Response at the Client's End) O (EEEE~DXI) (Handling Delivery Personnel)
O CEEBIICIEK, EROBHNTHD ZE AT A1-0IZ. | ® Delivery personnel are required to present electronic records | * ENXBEEHNER TS HIVEZBIZIXEZEZKRELALY, | ®  We do not request deliveries from delivery personnel who
KETEXFICHL TEIXESEOEFRHELTIRTS such as order numbers to the client companies to prove that | = BREEDRITIFIL, REFUEKRZWM - LTEHADTE cannot confirm the order number.
HTLS, they are under a legitimate contract. L#&EITHoTLVS, ® During infectious disease outbreaks, ensure that products
- BREEORITHE., KEXOEHEOEKDZELD | ®  During infectious disease outbreaks, client companies are are handed over while taking infection prevention measures.

BRICIE. BEEE LZRELIEREFLOEMZENEITS reminded to take measures to minimize contact between

ITX#THO5LD. FIAEXRBICEIEHREL TS, delivery personnel and the staff responsible for handing over
the products.

16 | O (BEEIY 7 ORECHEFAIGEDHEKIT (Setting Parking Areas and Issuing Parking Permits) O (BEET Y 7ORTECEEHEHFAEDHET (Setting Parking Areas and Issuing Parking Permits)
O -EERAEME, FEESNTIGATICEE - BE# L TLV S, | ®  Delivery vehicles are parked or stationed in designated | * FRAEDKET LR TIE, REAEMOEE - FiiHIFDE | @ In large facilities, setting up parking and bicycle parking

EIE - BN RITSA TS ERIE, BYIZER
THEIITEEBEL TS,

areas.
® When parking or bicycle parking permits are issued,

delivery personnel are reminded to use them appropriately.

E°. BIE - BWMEFrAIGIORITHE. BFAUTORMMAAN
DHEACELE - BEZFIEL TS,

areas for delivery vehicles and issuing parking/bicycle
parking permits to prevent unauthorized entry and parking

within the premises.

4-44




EREZELTEHT— RTYNY—EZXERAT

Food Defense Measures Guidelines: Checklist for Food

Delivery Services (For food delivery service providers

TJ—REFIUN)—ERFZFRTSBRERERIT

ChecKlist for Food

Delivery Services (For businesses using food delivery service

Food Defense Measures Guidelines -

No. CE - E) responsible for home delivery) (R - RERRRUVESRETIHEZEE) providers: cooking and serving facilities and food
XHHMIBREENESS FSA U E8BOL manufacturing plants)
For details, refer to the Food Defense Measures Guideline
17 |O (BRODZELEBEEDEEYMMER) (Product Handover and Checking Delivery Personnel's | O (BRDZEL LERZEEDFHLYHEDR) (Product Handover and Checking Delivery Personnel's
O EROZIY (X, EHON-ZELEOTITL., FHE | Belongings) CEADZELIE. EOONERELZEOTITL. EZEES | Belongings)
IZHEBEANEIIALLEVWESITEEBRE L TLS, ®  Products are received at the designated handover window, NEHEEHR - REA~NDIALELLTHELNESICL | ®  Conducting product handovers at designated handover
-ERERAEAEOFMESCEZERNYIAIC. FELIYME and delivery personnel are reminded not to enter the kitchen TWa, points to ensure delivery personnel do not need to enter
E—REICIE LR E S, EEBEL TS, area unnecessarily. - EEAERORSCEERN\YIANIC. TELGIYEZ kitchens or other facility areas.
® Delivery personnel are reminded not to store unnecessary — I LB NK SIS, FEBEL TS, ® Advising delivery personnel not to store unnecessary
personal items together with the products in the delivery personal items together with delivery items in the vehicle's
vehicle's cargo area or delivery bags. cargo area or delivery bags.
18 | O (BEZH --EEEXR) (Measures Against Malicious Delivery Personnel) O (BEEH - I-EBEEEXR) (Measures Against Malicious Delivery Personnel)

O EREEDOHICIIBEFHF H>TULWEENSAREMEEE | ®  We consider the possibility that some delivery personnel | * BRZEDHICIEIBEZH > TWLWEENNDAREMEEEE | € We consider the possibility that some delivery personnel

ELTW5, may have malicious intent. LTW5, may have malicious intent
MR EE Facility Management MR EE m Facility Management
19 | O (BERAOHEZOEHERE) (Inventory Management of Delivery Equipment) O (ERRAEMEDTEHER) (Inventory Management of Delivery Materials)

O -EREICERTAIHE (BEZER/NV V%) FIZTDOUWVT, %E | ® Delivery personnel are regularly reminded to conduct | = BEICHFERAT 5285 - BEMBFICONT, EHMIZE | ®  Regularly conducting inventory management of containers
HMICEREEZITOLOFEMEL TS, periodic inventory management of the equipment used for HEBZITOTLS, and packaging materials used for delivery.

deliveries (such as delivery bags).
20 | O (M55t DEWLELEFDXTR) (Measures for High-Risk Deliveries) O (M55t DE LELEF D XTR) (Measures for High-Risk Deliveries)

O - ERMICEEYEZEALPTVRENET L1154 | ® Client companies are reminded to implement protective | * EEMICHEEMEZREALOTWVRENEIR L2151 | ®  Taking precautions such as covering or sealing products to
AT, BARICAN—DPHINETSEDOHEXKE measures, such as covering or sealing products, to prepare AT, BRIZAN—DOHENZTL., BASIRIZLN, prevent and detect the intentional contamination of harmful
T3&5. FIAEEREICHLTEEREL TS, for environments where harmful substances could be BAICRDERLTLREEFR->TLVS, substances in environments where such risks may arise.

intentionally introduced.
21 | O (EmMZENSEDOXER) (Measures When Leaving the Vehicle) O (EADEFREFEDXR) (Measures for Unattended Hours)

O - FAERICHEENHESEERAEM TOEZEZITLN. EIT | ®  Delivery personnel are reminded to use delivery vehicles | - MEERMEA & H0M® (FAE®RZEZEE) [TDWLTHHIL | ®  Implementing security measures for times when the facility
FOEETERZHENSRICIE, FEDOMELHEEL with lockable cargo areas and to ensure the cargo area is MEREHBL TS, is unattended, including after closing hours.
BEEONSIDHZEICIE. BERANYIEHELHL locked when driving or leaving the vehicle. In the case of
EOITEFEMHE L TLV D, bicycles or motorcycles, they are reminded to carry the

T EAMBRNICEELLEZERETMTH. BT IEERE delivery bag with them.
PREEDHEELITI LI TEMREL TS, ®  Even when the delivery vehicle is parked within a facility,
delivery personnel are reminded to always lock the driver's
seat and cargo area.
22 | — O (BROEHE) (Key Management)
0 - BOBEEAEEREL. THMICHEZELTWLS, ®  Establishing and regularly reviewing key management
- FEEBICITBADT I RIEZTHRE LAY, procedures.
®  Not granting delivery personnel access to keys.
23 | — O (KB DRALER) (Measures to Prevent External Intrusion)
O - BRREE - BEE~NDHNELISDEAFLEFNEKZIT>T | ®  Implementing measures to prevent external intrusion into
AV food storage areas and kitchens.
24 | — O (MExE71ikiE) (Ensuring Secure Locking)
O - R, BRAREECHEOHAYONEL E4MEEA | @ Measures are taken to identify and securely lock all potential

SRAFRGEREHREL. HRICHEET SIFORNEKE

entry points from the outside, including the entire facility,
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ChecKlist for Food
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XHHMIBREENESS FSA U E8BOL manufacturing plants)
For details, refer to the Food Defense Measures Guideline
moTW%, food storage areas, and entrances and windows of the
kitchen.
25 | O (BEHEBROEE) (Management of Customer Information) O (EERHROERE) (Management of Customer Information)

O -BERER (MEIEE-FIAT) SOEELT—FVXT | @ Access to important data systems containing customer | * BAE1EHR (B51%X%E - FIAEE) OFEELT—2XT | ®  Access to important data systems containing customer
LADT Y RHFAEFEIBAFEL. FEGTI X information (such as business partners and clients) is highly LADT I 2AAREEF. BEOERELGEICRELT information (such as business partners and clients) is
#RAIEL TLVS, restricted to prevent unauthorized access. (A restricted to responsible personnel, such as those in charge

of customer service.
26 | — O (BN ASDER) (Surveillance Camera Management)
O FBERAASOBBRIINTITRE LAWK SITEEL., 5 | ®  Ensure that camera footage does not leak externally. For
12959 FEONRT—RIZ DR EDEFEFERET . cloud-based systems, do not use default passwords and
EHMICEEL TS, change them regularly.
BAHTEDEE Management of Shipments and Deliveries BAHFFEOERE m Management of Shipping and Receiving
27 | O (SR8 - HEDHER) (Verification of Labels, Packaging, and Quantity) O (SR - 8% - H=E=DHEDR) (Verification of Labels, Packaging, and Quantity)

O "ERFEOZFRYBIC. SRNILPBEOEEDEE. ;IX | ®  Upon receiving products, we check the order number, any | - BFREDZELEIZ. SRNILPEEOEEDEE, ;X | ®  Upon receiving or delivering products, we check the order
ES . RIBRLBECEEHZHIEL.EELNHNIE abnormalities in labels or packaging, and the consistency B, RIBREHEOESHZHRAL. BEENHNIL number, any abnormalities in labels or packaging, and the
MEREEEICERLRL TS, between the ordered products and quantities. If any MEREEEICERLTLS, consistency between the ordered products and quantities.

-REZRR LSS BEREFTEICHRE L. BRER abnormalities are found, we contact the facility manager. -BEEZRRELEGEE. EROEEBICHRSEL. ERO If any abnormalities are found, we contact the facility
BIEZOXIGEFHROTLND, ®  When an abnormality is discovered, it is reported to the EEBEIZOHRICEFOHROTNDS, manager.
facility manager, who has predetermined procedures for ®  When an abnormality is discovered, it is reported to the store
handling such issues. manager or responsible personnel, who have predetermined
procedures for handling such issues.
28 | O (EERDOEAZDIERAOFRITADHIEADIE) (Response to Signs of Product Loss, Increase, or Contamination | O (E2:ZE D M DEF A E £ 1T A DBIRA~A DX L) (Response to Signs of Product Loss, Increase, or Contamination

O -EEPICHMOBEROEN., ERNLGERRFLEITAD | During Delivery) - BEERICEKOMBEOEM, ERMERMELEITADI | During Delivery)
kiZ - BMENRDO ONIGEIL. EREFEHFICHRSE | ® If any signs or evidence of product loss, increase, or 1% - BIELREHONT-HEX., HERETELHESESIE | @ If any signs or evidence of product loss, increase, or
L. BEREEEEZETORIEZEZFOHROTLNS, intentional food contamination are observed during | FHICHEL. BEEXEOHBEEEZEETZTORNEZEZFTDH intentional food contamination are observed during

delivery, it is reported to the facility manager, who has ROTWNS, delivery, it is reported to the facility manager or the person
predetermined procedures for handling such issues. in charge of cooking., who has predetermined procedures
for handling such issues.
29 | O (HifAHl - ERREZFDHER) (Verification of Response System and Contact Information) O CHISIRH - EREFDHER (Verification of Response System and Contact Information)
O - EEL-EROKETCERELDERSLE. 9 CICHE | ®  We ensure that the contact information for the clientand the | = BRZE L -BERICK YUBREBHFICEENROSNTZIZEESDXI | ® The response system and contact information for cases
BTESEIITLTWLS, delivery destination of the delivered products can be quickly Kl - EREFZ, HTHLT CICHRTEDSLSICLT where consumers experience any adverse effects from
verified. W5, delivered products are made readily accessible to everyone.
2. ARG HBEATORENRETI DHHE 2. Measures Recommended to be Implemented as Far as | 2. AIRELEHBETORENREFh K 2. Measures Recommended to be Implemented as Much as
Possible Possible
30 |O (F34JLa—4%—-GPSEDNEHA) (Utilization of Dashcams and GPS) O (F347La—4—%-GPSDERA) (Utilization of Dashcams and GPS)
O TROBENE 2 I5EREICEA K54 T La— | ®  Considering the use of dashcams and GPS to monitor and TRADEENR o =HZELEICHEA. FS4TLa— | ® To prepare for unforeseen circumstances, businesses that

9‘_"5 GPS %':c‘: l’) EEEEPOD‘[ELLIE@EEannEfi%ﬁn*

LTW%,

record the location during deliveries in case of unforeseen

circumstances.

A—PEPSEFTFHAL., BEPOREHOHEENTREL
FEEFETFLRIILTWLS,

can ensure safety during delivery by utilizing dashcams and
GPS are selected and entrusted with the task.
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BEEICBLTIK. BRBEREAA K542 (7—FFUN—H—EXE#H#
EXERVAAZEEATFIVvIURAL (B) ) LHETHERAINDZEEZEE
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[Scope of This Checklist]

This checklist is intended for food delivery service providers (hereinafter referred to as

"delivery providers") responsible for delivering food. This includes in-house delivery, food
delivery digital platform operators, sole proprietors, and those with secondary jobs such as taxi

drivers. It is designed to be used by delivery personnel in their daily deliveries.

It is assumed that businesses will use this checklist in conjunction with the Food Defense

Measures Guidelines (Checklist for Food Delivery Service Providers and Users (Draft)).

No. AR
1 O #HHREH -2 - EAROSTOHERSE) (Verification of Identity at the Time of New Registration, Contract, or Employment)

O | -EZEEELTHRICERE -
TEGRFADEREF, SR ZAATLIEEERTL TV S,
BERBFFIDREART, FEREOKROICIE L TEHMIZIRRL TS,

28 - FASNLRIZFE. FRHDORDIZIEL

® When newly registering, contracting, or being employed as a delivery person,
Ipresent documents providing myidentity, such as the original driver's license, upon
the request of the business.

® The original driver's license is periodically presented upon the request of the

business.

2 | O (BRMBDHER)
O | -EZEBELTRNSNESRICE. RYTELFZH O
FEFCHEYICEIROINESEFTHILTE5oTLS,

(2. RETSE

(Verification of the Contractor)
®  When contracted as a delivery person, to prevent impersonation, the ordering

business should verify the order number, etc., at the time of order placement.

3 | O (RmMEICEEY S 0H & 225H)

O | -EZEBEELTERBICERTSRICIK, EREFNHES D, ESBERD

mE ELTEER, BRBEHICET 2BV GAHMEEIFE-> TS,
- MEYGTEAH -GS, FIESICERES
BHELTULS,

DEHERER LTS,

EENRETHEEZELL

- B - 28 - BARICEK, AFz vV MEFEZRAVT, BRBEICEY

(Knowledge and Awareness of Food Defense)

®  When registering as a delivery person with the business, I possess appropriate
knowledge recommended by the business regarding the quality and safety assurance
of the products handled, as well as food defense.

® [ correctly recognize that inappropriate actions may result in criminal penalties or
liability for damages.

® At the time of registration, contracting, or employment, my knowledge of food

defense is confirmed using this checklist, etc.
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4 | O (EBEERE) (Health Management)
O - B4, BEREZEVICHERL., KRAFRERLH--IGEIE., EOMNIZZH | @ Appropriately check my health condition daily, and if T experience any illness,
5 - BBIEFHICHELTLS, promptly consult with my contractor or business partner.
O (BRZFEXTER) (Infection Control Measures)
- i D RREEIFEIRAS, HAMNERBEDRITEICET HERICHEZEMNDS | ® 1 regularly pay attention to local infection information and global infection
FEEILLD., BENHRET IREFHERZEYICEERLTWLS, outbreaks, and appropriately implement infection prevention measures
FBREOBNIHDIGEIL. BOMNIEZLE - BREIEFICTHEL TS, recommended by the government and other authorities.
®  [fthere is a risk of infection, I promptly consult with my contractor or client. (Refer
to section 3 for food delivery service providers)
5 |O (HEFnEH) (Management of Equipment, etc.)
O EEEZHX, IXES. EARY I XFEYICEE L, BOLUSNDEIZ | ®  Delivery personnel appropriately manage order numbers and transport boxes, and do
B5 L%, not lend them to others.
6 |O (BRDOZEL) (Product Handover)
O - EmOFIMY L, EOONEZELEOTITL., TRHEICHERNANIIIIA | ®  Products are received at the designated handover counter, and unnecessary entry into
bIEWKSICTLTWS, the kitchen is avoided.
- EREOZRYFIZ, SRNILPBEODEEZEDERE. RIBMMEMEDES | @  Upon receiving products, any abnormalities in labels or packaging, as well as the
HERERL, BRIZELTL S, consistency of ordered products and quantities, are checked and recorded.
7 O (BLEHD*IEK) (Measures During Delivery)
[ cEERIC, FEELNERNICEEYVELZBERNEAT S EMNGLNKL S, | ®  During delivery, it is ensured that products are covered or sealed to prevent any third
BEERICHAN—DEHMNELNESNA TSI L ZHRL TS, party from intentionally contaminating the food with harmful substances.
8 O (BERRBZEORE) (Reporting Upon Discovery of Abnormalities, etc.)
[ EERICEHGOBEEVLERE - EREFHRA., T-IXEEELZZ(T1-15E8IX. | ® If damage, abnormalities, or unusual odors are discovered in products during
REONIFRREZTLEESEEOREAERETFOERBICHRELTYL delivery, or if complaints are received, I promptly report to the responsible party of
%, the contracted operating company or food business.
9 O (EZEEDIYMEHE) (Personal Belongings, etc. of Delivery Personnel)
O CEERIIAELAYISETET. £~ BBERAERMORAEWPEZER/N\YY | ®  During delivery, unnecessary personal belongings are not carried, and contact
AT, FAMERBRE (M) LDEMERITHERIZL TS, between personal belongings and food (products) is avoided in the cargo area of the
delivery vehicle or inside the delivery bag.
10 | O (BX=E - Eitw) (Parking and Bicycle Parking)
U - EEREMmIE. EESNTZIGATICEE - B L TULVS, BEE - BIHEFaIEE | @  Delivery vehicles are parked or parked in designated areas. If parking or bicycle

AREITSNTWDHRIE, BEYICERALTWS,

parking permits are issued, they are used appropriately.
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11 | O (ElZENLFEDOXR) (Measures When Leaving the Vehicle)
O - WEICHEENAEESEERAEM TOEEZTL., ETHOEZETHEHME %A | ® Deliveries are made using delivery vehicles with lockable cargo areas, and the locks
NAHRIZIE, FTEDREEZHERL TLS, are checked when leaving the vehicle during deliveries or while driving.
- BEREYO/NA U TERET S561F. BER/NY I ZEEREZFITEL-FE | ® When delivering by bicycle or motorcycle, the delivery bag is not left on the bicycle
2Ly, or motorcycle.
- BYETRET HB5EIE. EROEREHEEIZERT S, ®  When delivering by car, the vehicle is securely locked.
c FRADOFELER S IBEHFICHKA. FSA4ATLaO—4F—OGPS E%;EFH | ®  Inpreparation for unforeseen circumstances, devices such as dashcams and GPS are
LTWLa%, utilized.
12 | O (BBEFEHROER) (Customer Information Management)
O -BRERF. T3V b I+ —LEBEREXENRETHIEELERER (W5

X% - AT FOT -2 VATLIZIZE, FE -

LTW%,

[CT7OALGEWELSIC

®  Delivery Personnel make sure that there is no unauthorized access to important
customer information (such as business partners and clients) stored by platform

operator.
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EREMICBIHARGOFHMITHATHSIN., MERELEICRTIEEE (P RBSNCELZRABENENINTHY. EiFLINT
WEWEE) R RBLERICIIBERBEECEIGEEDENERBHORANOELIEBRBLAESE I LEHD,
KFEGARUMIFYFUA—DHEL. EFRATIEMPENICHEYEST TRBENAEL-HEENERTHER 28 FAREIC
RELTLM:, HIESASBENTIGAICEREBELTLV2O., BT HLSBELILIENH D,

BATOARUMNIBWT. HEBENDBEDEERICERERETSHL58EL:,

EREICRERLEEZUNOFLHLERZETELIGHELELS. BRDONMABEENHLIEE FERETDLIBMELLIENH
%o

BENER) ICHLIRGEDREISOVTHE

BERORESHLENDSE. BNEB WV TOENBNEIERTIFDNEEL-CLLHS,

BREEEITHL. BN BERRERBERETIHE L. EETHLSITHRELTND,

HREETCEAZHBADOHETLIBL ANZIHRICARAEELN HBIBE T, A FICWTEESNEOLSCREMFT-HA LU
ELSBIEELTVEYS,

ENDOABEZICERERELTVSES . BAFICOTOEINBNSISEETES S TRELLEALSRVED R MG R
MoDBEELIZCENHD,
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4 2, 3ITELT, MKERILBCENT 2R —2_X—URBEHIH Y £92

- BRI A AR — L—
https!//www.hokeniryol.metro.tokyo.lg.jp/shokuhin/bougyo.html

< HIGAM A AR — LR — CRHEITEIC R T 2 &Mtz BT 2D 7, )
https://www.city.yokohama.lg.jp/kenko-iryo-
fukushi/kenkoiryo/shoku/yokohamaWEB/gyomu/tetuduki/gyouji.html

CRMOKEEB N7 Ly b TRARESERES ARFEEOES T~ ROMREL LD
ARG

c ERHEEE DR — L=

5 2022~2024 £ 0 3 FEHE T, BERORBALC L ZBELEBGPER LB N5 BHEEH (B
EFEFEE) oW T BRLOEZELED) MELEIEB3H Y ETh,
»Y 24, DUFEEL,
(1) KEIEIZHBNT, BFHICEINEE Yy T ¥ —OKERALLZE ZA, FRAR (EL%) &
ﬁéﬁﬁﬁ%ﬂ%Okoﬁﬁﬁf7@ﬁ%uiw\%§#%@%Lk7wﬂ%Wﬁﬂ%H
v F X —IZANTW=Z ERbhoTz, JEITIE, WEEENEFROREWIZHNELS LI
L. RE2 X 5fFE L,

WoToml R PKT, R T —EATREL T D D TH Y . EHBLD LR
EDFRENFITEE LT,

(2) FEBRCEKZRBAN Do T2hE 9 DI TT A, RN TTIHRE)E TRMSHA 2
BERPITIBAIN TN DO TIERW, EOMEITH Y £7°, &mOfAERNREER D
WCDRYFEIERIISE B AV R ZHERT D22 &b d 0 £925, FHIBIIZEY O B
TRRANZONTIE, BREOFETHLEHHL THET,

W7zl EMETHNTEFTHLOEROEETHL FUT 525, MITHZK L
BRICOREFT I AR 2 DERICE ONTe & LT, RRPEERSG L7220,

6 2022~2024 £D 3 FR T, (LFEWEICXDFELEELPFERE B Z b, D OEBEAREAR
HiZ-TeRTEES (FEERET) 3V ELed, (5 THENWEEWEFZER)
Y 241, DUFHEE,
(1) ##E 7 77 CTRUET 2 ZRICERBIRA LT ERR S o 7203, IRARBENARHTH - 724
N 1S -7,

Ao 7o GREORILZ B < 23, JRIN 2 R E TE TR IERICET 28 I & B L,
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(2) stk CHRAE L DERRBEFANEAN (BEV) L72id ) UK ICX D FEERHIC
BT, BREEFT L 0 I IERESE L W L FRIta L En 1 kb o7,

Ko 7= a5

- AEAEAE R AL A EIE L TR Y | SIS EIR A 52T TN O EEL S, A RN LT
WieTle, MG CTHRAET 22 LN TERholel L

- MG EAEMEITCIE, MAETX2HBICRY BH Y | A\LFWEEZFFET D72 ORETF
BIFEZ TNz & (RASNTALTFWE % b D2 REHEE TERVREL T, #5#4
WRGEAT CRHG T2 Z E R TERWATREMER H D Z &)

8 RMPIEHRRICET 5 RMEEERBEORISICONT, B (BEEFBE UIRMWKESE) 12
HEZRHIITEBEZ IV,

CBEAF o TENMNICAINZTAICHT2RRBEEICOVT, TOFHIIEEESFICHVTEETFEEINILOTHY , REROTINITERREEHLE
25, BEMBEEREICIIARLBRL A, BRATHE TSI L IIREEEZ 5,

CBEENOSHERD DS BEIC. BRHENEINERNNTED L5, T2 7YA PEERL, #EREMP. U—7L v b, BEZRTOBHE, FzvysUR
FEARBNIE EHEEREWZ L,

C BRBEREICOVWT, AREETRICH T 2BEAEEEEICRLTARL L,

C2022FELAETIC, FEELVABEMCLVEREBYICTVEIONLEFAH L VS EFEBWAEI LN H D, ZOREFFERISSEZRBL UL &
HLTWEA, BRICKZFEBNRELBEREDEREDERS, v =27 LVEFOERP, EFE7A— FHERELHD & LU,

CERELBIR. BREHTHD, BRHEHRICOVTIEIIIWAEICOWTIHBIERETIT>TWL A, EXICREMOER L LTRONZDIEWAH LD
DHERS, BEE~DNY 7Ly MNEHRETHNIETREEER 5,

EEOEFED EICHISEHREERLTE LR LHYHZVTT,

BEREORETIEA, FEHICHTIREICL 2D, RBESERIRFEEEDO 7 —FTF( 72 Y RIIHTIEZNEBICZLLEREL TV, SEHLER
ICEAEEREICTERVWEHRB LR > TWA 7 — Fa— bMERICEVWT, 7—FTA4 7V ROBEAN OSBEFICROZXBELRELTCH, KBNS EL Y
W CHEERELCEL) , £, BAETHEEMCRECBMARBINTL S (EEREBICHGEINbDEEBbND) EFHHIB ARV, BRELEEE
BERATRICHTAHARENEICT24HE, RBESARERREEZFICHL, 7—FT4 7V A0OEH, BALER>TIELL,

HAMICEROFE L BHhDH, SBRERPBHENELZEE LTEBHICED S D THNIE, £TEFELBREICLE S 2T, BARET OIS % %ET
DREINHDEBDND, £1o. WRICLDICARRB/EFERERFONISICOVWTIE, BAEAEITORNETZ 2 7LERHNITEOIRERFICIIENTHE L BDH
N%.

BERISEASNIAIHEMA’ D 2 H5EEERERL AN S, BEBIEICATZRRORBICY 2> TIFERE OEENIRBEL RS20, BE LTEREDH
BEM->THHL b,
FEAQICTEMKERLVREEVWZZVWTERLTWVWS S 7Ly FORELPLENEEMKEAOHPICEBE S hTW A, BE, ¥ 7Ly e LTIEE
FTHZENTERLA>THEY, EBEMICEVWTRD /Y T Ly bABRLCBSBEICTEANTER L, EMKELICHVWAEDEZE ZABYRBENEES
Nz DZeThH?H, HBEL - BLEDLEEEZEED S XBEHPEHAHLT 2,

BRBIEEBEBELOTRERBEEREOREKEICHEVT [FE—HOMBEICLZERIL, LEEEOLDHICROONLLOLBRLTEALAL, | LBAZIATHL
31z, BEBHE (food defense) DEFED (BRI LOBEWEFICLZERZBLREHCI L] THIAEL, RUNICH4 BAKOBRELERE TIIERBHENT
HIINETEEZRA (RO TOHRTT, FYEFEAZEA)

7L, TNETORE CERRRKEADEYEA - HARER~NOEREORASH, FREEY Iy -ERFUYEY S %) 2EX5E. BRPHIEE
ThHHIEFBAERMLTHEY £, HEBFTOEBRPERTOBRICIE., BRELEDEZALELE TRRITIG L CERMHEICET 258 - FEoBEN%E
Lz iddhY £7,

HA RS A~ DFERK

TRELZHERGELLS L LT, BERBICEEVELEALRETIRFERFIOVT, BROFHREIGESHL LTEROWIG LB T LW B ELL
N, BEEBSNVERHENEE L o0V BRTE I ERVERE OBELZREICANEICL 2 ESRUOEREH OEFEEONRE LT,

AEICBETERISICO2NT, Hi—BRBRERLTW LT EH YNV TT,

FREICEVWTRBERANDH A TREEMENEEZDOH DD, ZTOMTERLET 2 ICIEREDIRRTH %, REICRELISBIIBNEBHE. GESOM
ERARILT 2 L BREN, ZOBAFERBHENRICOVWTERFLEERSL T CRNERE LD, BRFELLEENIND & 5 hEH%E FOBERN
=L,

BEICHST-BERNICERNBLREINLZEFACZORNGELRELNBNIEMY 20, 2, EIVoAr o BRINICERMBL I N L ¥ LZ0n A Y 72
o,

[BRELOFBRY HA P4 v] LK SBCGUCTERFELBDIRYBOREAEMEERL TV EE 20,
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BEAF BRI FEEEME (BRADOREMRHEENREFE)
(78 2 o FRGGEFERINEKE ORMEFEEOH -2 EEREBIZLRIS L
BRBEHOMED =D DOSE] THEHFEEHREE (5F1 7 F£E)
EIMZ BT 2 B LBEECE., REZE0BRFAE

MEREE AN 2 (AARFBEARBRIAERKRY ARBEEFHEE R

WREE

AL, MM T 58 5 P EECR 38 K OVE A IE (Food Fraud) xf 5K O A 2 HURE L |
BAEORMBHERIROIEBEE T 5285 HINEL CTEML Tz, KIE FDA Tid, AW
¥ —7—R® short-weighting (L) 2335 BN IZ LD AN IE (EMA) BLOE AR IEE L T
o, B ARG S O HHE B ORI G L7 > CND I LR LT, F2, AZRICBW TR A ED
ERFHEL T EMITONTNDIEZEEHLT-, FSMA O EXIIEA (IA) HHNZ DWW T
RERSIEIFRL, 2k CVD, CODEX/CCFICS Tl S ASEH AR T A D3 Step5
BEHDRFHEG H Th D, PASI6 SETIERT 7 MABBL O T —ar RER S
R BRI R AR ThoTo, LLEXD | R LR S A EICBE T 5 EERE A, 2
FENZF VN CIE ke £ 72 I TR BP0 | BiE O B L E R IR R i 3t R L T D
R HERR ST,

A. BB WCHEER L 72,

BT AR T 21T OR MBI EIE iz, #EE BSI 2HbE LTHED LN
RIZE D D EHEROMIELE T, T2 TV % PAS96 (5 5 hi) DOUBGETIEZEIZ D
ENCBIT27— T 4 7= AREROB TIE, B YF ~O R = B0 i % Fhe
ZIT-> TV 9 A TORBHER LT 2 L. ZOMHEBIRMZHFEBL L 7=,

LEEMET S, (i EL i~ D BLE)
ARFGENT TN T FEE OBFERT G238 13 R
B. WL T, fEERE~DBEUEII A ETH D,

K[E FDA (Food and Drug Administration)
AIHEAT - E LY % FSMA ik 2R3 2 T &
HOYH, FIZT7— T 4 72 AR LT
7—F7 70 RICEESTLHEICONT,

C. HFFsE R
1. FDA T L2 AWEY—7— KD EMA

ZORHOBAZ I LTz, T, a— (short-weighting) FHZE DA
7 v 7 AFEHZ (Codex Alimentarius Commis- FDA (T, EAGIHRT —7 — RIZHIT 2 1EK
sion) FAZ23 L OV CCFICS (& fb i tH AR 2 - HEOAERR, D short-weighting (45 5)
RRERIEEIS) ICBIF 57— R7 4 7= (BT B AARS R A 2025429 A 2 At TAR

ZZBT o mERE & . T OEBRILICS

I FDA, FSMA Rules,2024.2.5 die-tary-supplements/food-safety-modernization-act-fsma

https://www.fda.gov/food/guidance-regulation-food-and- AAHE H 2026 A4 3 H 22 A

8-1


https://www.fda.gov/food/guidance-regulation-food-and-die-tary-supplements/food-safety-modernization-act-fsma
https://www.fda.gov/food/guidance-regulation-food-and-die-tary-supplements/food-safety-modernization-act-fsma

L7z , FDA ® [Constituent Update] TiL, [Al
JTAY 4 DED BEA S T2/ N
=7 — NG 28 iR IEE L, B T L
FOEKRERRR~OBEAGEEZRE L2 &
ZOfER & LT 10 IR (36%) DERTH Y |
GO 23%00 5 9.9% Tho7zZ &, S
SICERRIRICER DT X TOEDITAKE~D
AZIES SN2 ERREH STV D,

[ A AT CAaE S FEM~— 2 Tld, Al
7% FDA D% HEIEIZ K 5 AR IE (Economically
Motivated Adulteration : EMA) (ZxL9~ 2 fik#e
AU —BR & LT, 2022 4E52 5 2024 H(TH>
FCEABRO AR LOMEFE R —7 — K
B ENE-RRLIZbOTHD Z LRI T
TW5%, F7-, short-weighting (JEE) &1, @
FICRRSNTZEREE LD DRV EOR N,
DRFEEINDHZETHY, TDO—KE LT, K
7 L= XA XNIOKDOFFR SN WEED ERE
BICHENTVD Z ERHHIINTND %

I BT, HEEAN—UTlE, KA (glaze) 1345
R —7 — N 2 I BRBET (freezer burn) 7>
SUR#ET D HI T RIICHNOND DD,
TOEBEEZEO CIEREELZBRRRTHZ
LIEFRBHOLEN TRV & KRNI D K D 7efT
2 XM AIE (Food Fraud) O—fTHY | 1H
BHE I L CHEHEICE S S ®AHEIZ DWW T
MR E 525D THDZ NI NTH
Do

FE G DOWNRIZHOWTIE, 28 MIKDHR

2 FDA: Sample Collection and Analysis of Imported Fro-
zen Seafood for Economically Motivated Adulteration:
Year 2022-24

URL:https://www.fda.gov/food/economically-motivated-

adulteration-food-fraud/sample-collection-and-analysis-im-

ported-frozen-seafood-economically-motivated-adultera-

tion-vear-2022 F#&BIE H 2026 4F4-3 A 22 H

INTE25, A2, TA4TET 1 THY, 4%
BN 4 DEO 12tk THoTZ &, &5
ICEBARIER S o N ORI Y
—7—F48 2=y FTHRKINTWVZZ &R
IRSNTND 3,

F 72, FDA @ [Constituent Update | & ONGEHH
N VT KK EED TR REZBRERT
DAT#AD, BiONE (AT E) IEEs
T 7o OICWE A2 5 EMA O—EHETH
HZENHIIRESNTNWD, BT, KKEE
EEOIIBRERIEMLAREDO L LTH
fEM TR TS, ZhiCkD,
weighting (&) [ IRT-AEAIZE EE 6T,
REOFREZBENETHARETAHLE LT,
EMA B X OB A IEOHHA THRDIL TV D
ZEBRINTND,

ITHUERE & o BIFR Tl K BT AER
(refused entry) DOXfGr L7225 Z L NREINT
B S DISERKITHHHEE (regulatory ac-
tions) DXFG L 72V | WEI 225G I R
(criminal investigations) DRFFRIGEE 72D Z
ENFRH SN TV D, £/, FDA [Tl ARG T
B9 5 EMA Z i LxHld 570, [FEERT
Y BREEEZ T TVWAZ EbREATY
Do

7235, Import Alert 99-47 (25U T, FDA B4
HAD A MW T, EMA ([ZBE 2 A
B & LRI o Tnd 4

PLEED ., 202549 H2 AlcARESNT-—

short-

3 FDA companion data table: Sample # Firm Country of
Frozen Product % Short Weight

URL: https://www.fda.gov/media/188499/download
ASREE A 2026 4E423 A 22 A

4 FDA Access Data search result for Import Alert 99-47
URL:


https://www.fda.gov/food/economically-motivated-adulteration-food-fraud/sample-collection-and-analysis-imported-frozen-seafood-economically-motivated-adulteration-year-2022
https://www.fda.gov/food/economically-motivated-adulteration-food-fraud/sample-collection-and-analysis-imported-frozen-seafood-economically-motivated-adulteration-year-2022
https://www.fda.gov/food/economically-motivated-adulteration-food-fraud/sample-collection-and-analysis-imported-frozen-seafood-economically-motivated-adulteration-year-2022
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D FDA fE#IZ, BAGE S —7 — F3EFIC
BT KA EZFIH L7z short-weighting (55 &)
7S EMA 3 JOVE LR IE & LU Clkfe A I R EE R
SHTEY, FDANZhEY 7Y 7,
AR, BRI E OX R & LTHEHREL TV D
ZLEETTHLOTHD,
2. CPGM 7303.842 (281} 2 &MARIE (Food
Fraud) *fin#an~DEmEL

FDA @ [Compliance Program Guidance Manual

(CPGM) 7303.842 : Seafood Processor, Products,
and Importer Inspection Program] %, 2025 4 9
H 30 Bff CARISN TN D, AXHEE, v —
7— FINL¥EE, W EOEAFT ST 58
B RETu T T LEMETDHLOTHD,

WRCEITIR, RGBS & 5 RIEXIT
BAnARIEIZB T 2 R5I$E7~ (Special Instructions
for Economically Motivated Adulteration or Food
Fraud) | LT 283K IT b THY | ALk
WZiF A RRER (BEE RO & Rk idin 7 ~L
ZIT 52 L, KOWEIDS U TRRFER

(misbranding) 2B % FH % FDA Form 483
IR T 2 Z RS NTND 5,

F7o, FSCEICIE, AREOBEHROBREIR &
ST RMAIED, MEF#EF  (marine toxins) |
7 LGy (allergens) . B A X I HIE

(scombrotoxin) DR GLLZ A FOfEEERN &
B LG5 Z LRI NLTWV D,

EHIT, HET 07T ATBNTE, AR

IEXONEMA 232 « GOk - 882 - fRi O 5

https://www.accessdata.fda.gov/cms_ia/impor-

talert_1178.html A AT H 2026 4FE4E 3 A 22 H

> FDA: Food Compliance Program Guidance Manual
7303.842: Seafood Processor, Products, and Importer In-
spection Program

URL: https:/www.fda.gov/media/71302/download
ASREE A 2026 4E423 A 22 A

ELTEMIT BN TE Y  AROHKITH W
TEREGOR MR ZH U TEEMIZERY
Wb Z LRI TND,

IHRHOWNEAIE, 202549 H 2 BIZAKS
A7 short-weighting FAAR R LTS L TH D,
FDA 78 —7— NHIZRT 2 R A ER D
EMA %, H&EDHRR LT, EROEL - i
DIEMPAEIZ BN TIRY P> TNDHZ L&
RLTWD,

3. FDA (2B} 5 &éhARIE (Food Fraud) DFE
REEL —7— FEHI L OBHR

2025 4= 8 A 28 H. FDA (% [Economically
Motivated Adulteration (Food Fraud) | (289 %
N=THARLTND 6,

WEEA— VT, EMA X, &P Offifio
b DR A BRI ERLS B RS | &
B9 5 TR &SI AT D 2D mE %
MMABITHE LTS TS, 72, FDA
[T Z OFED EMA Z & ih R IE (Food Fraud) &
FESZ & ZBIR L T 5,

[l — Tl BAAREE A7 EMA ©
—BRe L L CALENM T B TR Y 5T,
WZBR S 3B TR (animal food) <CALHE

(cosmetics) IZH K TMED Z LRSI NLTVND,
S BT, —E#8D EMA (FRA R E M (misbranding
violations) |ZF% YT 2 FREMEN B D Z & HELHEL
STV,

BARfIE LT, 1ix3BH4A> (Honey) . A—7
b m w7 (Maple Syrup) . & — 7 — R (Seafood)

¢ FDA: Economically Motivated Adulteration (Food
Fraud)

URL:https://www.fda.gov/food/compliance-enforcement-

food/economically-motivated-adulteration-food-fraud

T HEBE H 2026 4E4E 3 A 22 H
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NFETFLNTEY, »—7— KT, Affizefa
ORIl 72 fafi z e 3 D174, K
EMZCEEZHC L TCREATAN RSN
TW5, £/, B AREIRFANRMECE &
EOT, W B BRESNTEHEICE ST
I EE KRR =T D72 N D AIREME N D =
ENRTREINTED, HEEORERA

(adulterated spices) |Z L D hHE, 7 LS
Y ORNMNI L DREFREENFIRS N TWND,

PLEDORNE L | 2025 4 9 A @ short-weighting
A MY CPGM DIEMFER & b ot TR
% &, FDA IZBMAIEAX O EMA %, &%, &
B, FHE, BESEHOK L~V T—E L TH
D> TNDZ EAIRENTND,

4. FSMA (ZZE S5 < BEIAYEA (Intentional
Adulteration : TA) #FHAZEEI A&

2025 =[5 50D FDA OABEHICB W ORE
T2 IABEEOEZ2EHE LTHE, L
2 bk (FSMA) (23 KD A 7 L
AR 0D BT R O, i FH i PR NS B 2R
FAQ Dfkedi s 261 Hiv b 78,

RO A V7 VIEICB W TiE, TRERM
IRAD DB 2 RS 2 72 0 OFR ARG ) (2B
T L/ NS S (Very Small Business) O
FEMEREDY, 2011 D 1,000 J7 KL 5| 2022 4F
D35 2024 AEDTIEICEE S A 7 LR
D 13,318,941 FAZHEHF SN TV D,

F 7=, FDA ® FAQ IZB W\ T, 1A A
MR & LT, B RZEHR 132021 27 A 26

7 FDA: FSMA Inflation Adjusted Cut Offs

URL:https://www.fda.gov/food/food-safety-modernization-

act-fsma/fsma-inflation-adjusted-cut-offs
FeA&B% B 2026 4E4E 3 H 22 H

8 FDA: Frequently Asked Questions on FSMA

URL:https://www.fda.gov/food/food-safety-modernization-

act-fsma/frequently-asked-questions-fsma

8-4

H. INEBCHEEEF 132020457 A 27 A, 24
HOFEIEFIT2019F 7T H26 AL I TND,
S BT M BB (TR O R B B %
bPrEd—H ., YR LR b GEA IS
XTI YE T D 2 & T CEORETR B
FLINTND,

Al FAQ Tlid. & Gl i i M 95 1k 3F A
(vulnerability assessment) % & L, B T2
(actionable process steps) Z FEiE L | £& FIHERS

B, BIE, Btz Bt 7 — K7 4 7 = R
[#] (food defense plan) % {ERK « FEhad 5 MEEAH
LT EPRINTND,

X 51T, KEY (seafood) . Hit (juice) .
ERERPEM RS (LACF) | SREBMBI &M (dietary
supplements) (Z-DWTlE, o> FSMA HHIIC
BT HRBRAFET 2 b0D, 1A HHNZ
BOTEIN BT D LRy 2 5o R BLUE 23
FAELZZNWZ EAVRER TN D,

F7o. 1A BANTAEE e ARE AP E 2 BN
L7cAT 2 ~Oxtha B E L TR Y | REHIF
a2 HE)E T 5 EMA LIERBIEATND 9,
LB XD 2025 R RICI T D 1A BRI OB
13, & U CTHEEBURELUE D B8 K OBEAF i B
DOEMBET 2D TH Y | 1A HAIZED
b O O BRFIAZ B 2 87 72 72 OB 13 RR
LT,

5. Codex (CCFICS) IR} 2 RMBETA K
54 DB
Codex (Z351F 2 TR ALAZE DL, 1L K OV FRIZ

ASREE A 2026 4E423 A 22 A
® FDA: Draft Guidance for Industry: Mitigation Strategies
to Protect Food Against Intentional Adulteration

URL:https://www.fda.gov/regulatory-information/search-

fda-guidance-documents/draft-guidance-industry-mitiga-

tion-strategies-protect-food-against-intentional-adulteration
FeA&B% B 2026 4E4E 3 H 22 H
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B9 2551 N7 A (Guidelines on the preven-
tion and control of food fraud) | (Z-2V T, 2024
11 H ® Codex Alimentarius Commission 2 47

[l (CAC47) IZBW T, Steps & L THIR
SHTND 1,

2025 4 1 A LABED Codex ABREHR TIX, 4
A RTA T HEFEENS (EWG)
D3fkE L CHE S TR Y MEENE L TV
HIEDRSNTVD M, F7o, Yi%ZEWG O
SRS 2025 4F 1 A 15 HE ShTw
HZEDHERTE D,

— T, Codex DEH
1 A6 2026 4 3 HE TOHMIZENT,
CCFICS OARZ AR S T 12 F 7
FEHIFRIC BN T BARBET A R T A 2T
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[SEDEF : IA Cut Offs]

e 2025%E7H17H. FDAIZFSMA Intentional Adulteration (IA) FRENIZH[HBHFEZEZERXS (Very Small/Small/ Other) DEHEZREZ, A
VI LUIREIZKYEFH L=,

« SEINEHIFEERBEHEEOHATHY . IAMRBIDOBERBIECHITERICER LG,
S IACut Offs : IARBIICHITBREEERS (Very Small/Small/ Other) DFIFEIZFRAWNDEEELZED A > T L,

[(H4 452 REM])
o BEEHAYADEHFLHL
[Li#ﬁilﬂél

FSMAICBAH S EHBIEL LT, BHEDERITKT HEBMMA b L—HYEY T 1 BREGFICET IEZBANKRES Iz, CORKRAIE, 2023418208
IZ#3 L. 202651208 M SHEITSNDFE,

o 2022F3BICHEEHAH VX, TGuidance for Industry: Current Good Manufacturing Practice and Preventive Controls, Foreign Supplier Verification Programs,
Intentional Adulteration, and Produce Safety Regulations: Enforcement Policy Regarding Certain Provisions MARCH 2022 / (GR{TOBEFSLEELER VFHMEE, 4
E#GEERRATOI S L, ERWTMYEAN, RUREDREHAN, BEOXFEBEICET AMTH EERATAC4 4R 202438) | AakIhi=,

o BEREICKI O THEBMICHESA TV RAIOETAN, 202157826 AICREICE > TOWVESHEXOETFAZUZ -2 LICLY ., TRTORENSE
EFRNEFHAREL D,

s HLLERSINFHAA T U R(20225308) TIHETHEICET AN RSN,

* FDA (2025). FSMA 1A Rule — Inflation-Adjusted Cut Offs. https://www.fda.gov/food/food-safety-modernization-act-fsma/fsma-final-rule-preventing-intentional-adulteration

* FDA (2023). FSMA Section 204 Traceability Rule. https://www.fda.gov/food/food-safety-modernization-act-fsma/requirements-additional-traceability-records-certain-foods
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FDA [ 2025 % 7 B 17 B4+ T. FSMA (Food Safety
Modernization Act) [ZB§9 % T[inflation-Adjusted Cut Offs (A >

LU ZORELERE) | ZEH LI, ' FSMA Inflation-Adjusted Cut Offs (FDA, 2025) |

. Baseline Val A 3 Y
AR, FSMADERATERSNEERERS (Very ) for Cutoffe  Valuein  Valein  Vaein  Valuein  Valuein  Value for 2022-
Small /Small / Other) ZHIET B1=ODEM#5T EREDEE (2011) 2020 2024 2022 2023 2024 2024
. YmERIZEDERET SHED, 510,000.000 511519441 $12,047.638 $12,001.605 $13,385045 513,880,181 $13.318,941

Intentional Adulteration (IA : ERIFEARSLE) RAITIE, F
XEREICLYEREY - EHFUEENELSH. COE
EBOEHIL. ARAICEET HEARXS (Very Small
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*1: Food Engineering “The Bioterrorism Act: Essential Facts”, 2004.9.2 (https://www.foodengineeringmag.com/articles/82392-the-bioterrorism-act-essential-facts)
*2: Guidance for Industry: Food Producers, Processors, and Transporters: Food Security Preventive Measures Guidance, 2007.10 (https://www.fda.gov/regulatory-information/search-fda-
(https://www.fda.gov/regulatory-information/search-fda-guidance-documents/guidance-industry-food-security-preventive-measures-guidance-food-producers-processors-and)
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Proposed Rule on Focused Mitigation Strategies to ’é,@ D
Protect Food Against Intentional Adulteration

December 20, 2013 IS

General on Bioterrorism Act of 2002 Legislation and the Food

~| Small Entity Compliance Guides Related to FDA Actions
Safety Modernization Act of 2011

B8 Registration of Food Facilities Dear Colleague Letter: Public Health Security and
Bioterrorism Preparedness and Response Act of 2002
(PL107-188) July 17, 2002

Security Preventive Measures Guidance
(October 2007)

- a A Cosmetics Processors and Transporters: Cosmetics.
—| Administrative Detention _ P

Retail Food Stores and Food Service Establishments:
—| Food Security Preventive Measures Guidance

e ——— (October 2007) EDABD

ood and Cosmetic Securi

—I Preventive Measures Guidance |» ﬁl%%ﬁp
Importers and Filers: Food Security Preventive jj‘/f'&'%/ry

Measures Guidance (October 2007)
ALERT

2E(CUz
Food Producers, Processors, and Transporters: Food [ )
L Security Preventive Measures Guidance (October ﬁunlyiﬁﬂ

el HARSAY

+  XFDA Website#BmMZE (L& DURLAFEF & DESE

+  http://www.fda.gov/Food/GuidanceRegulation/GuidanceDocumentsRegulatorylnformation/FoodDefense/default.htm
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Part 1 - Standards and related texts submitted for adoption at Step 5
Standards and related texts Reference Job No.
REP24/FICS,
CODEX ALIMENTARIUS COMMISSION E @ prevention and m@ Peragraph 61, N0B-2021
Food and Agriculture $ World Health Appendix I
Qﬁ 32%1"4’:2‘.‘“2"‘1'"* Organization
Lot o, o1 e,y T +30)00 7051 st ot Qs o e s oy Part 2 - Proposals to undertake new work or revise a standard
Octoher282s! Text Reference and project document
JOINT FAO/WHO FOOD STANDARDS PROGRAMME
CODEX ALIMENTARIUS COMMISSION X o « REP24/FICS, Paragraph 86,
Fory v Seasiss New work on developing guidance on appeals mechanism in the Appendix |1l

context of rejection of imported food )
* Annex | of this document
WORK OF THE CODEX COMMITTEE ON FOOD IMPORT AND EXPORT INSPECTION AND

CERTIFICATION SYSTEMS (CCFICS) + REP24/FICS, Paragraph 91,

1. The Commission is invited to adopt the draft guidelines submitted for adoption at Step 5 as listed in Part New work on developing guidance on the standardization of the Appendix IV

1 of this document. If adopted, the draft guidelines will be advanced to Step 6 for further comments and representation of sanitary requirements

consideration by CCFICS28. » Annex |l of this document
2 The comments received regarding the text from CCFICS27 submitted for adoption are contained in

CXICAC 24/47/11 Add.1 New work on revision to the Principles and guidelines for the * REP24/FICS, Paragraph 100,
3. The Commission is furthermore invited to approve new work proposals from CCFICS27 as listed in of ii and tri Appendix V

Part 2 of this document and compiled in Annex |, Annex Il Annex Iil and Annex IV. The Commission is X

invited to consider these proposals in the light of its Codex Strategic Plan 2020-2025 and the Criteria to supporr the trade in food (CXG 89- 2016) «  Annex Il of this document

for the establishment of work priorities and Criteria for the establishment of subsidiary bodies of the

Codex Alimentarius Commission. « REP24/FICS, Paragraph 103,
4. The critical review of these texts will be conducted by the 87th Session of the Executive Committee of New work on the d ples for the 1of Appendix VI

the Codex Alimentarius Commission (CCEXEC87). National Food Control Systems (NFCSs)

* Annex IV of this document

https://www.fao.org/fao-who-codexalimentarius/sh-proxy/en/ ?Ink=18&url=https%253A%252F%252Fworkspace.fao.org%252Fsites%252Fcodex %25 2FMeetings%252F CX-701-47%252F Working%2BDocuments%252Fcacd7_11e.pdf
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BEDORLA. AL, RONRVERCEITIRANLGHIT L RERRT D,

HAZVZARERIIOFH. QB HEH, QEE. DRSZBENER. ORA. ©&FIL
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B105Ela—F v o 2EiEHES (2023F4H268. &K1 £0) (https://www.maff.go.jp/j/syouan/kijun/codex/attach/pdf/105-4.pdf )
@ © 2025 BSL. Al rights reserved

24

8-20




[(Z&] A FS54 VEDREKR RER)

CODEX ALIMENTARIUS COMMISSION T
HARSARDIEEK

Food and iculte 3
® s @)

nited Nations - Section 1: Preamble / Introduction
Agenda Item 6 CX/FICS 23/26/6

Section 2: Purpose / Scope
JOINT FAO/WHO FOOD STANDARDS PROGRAMME

CODEX COMMITTEE ON FOOD IMPORT AND EXPORT INSPECTION AND CERTIFICATION SYSTEMS Section 3: Definitions
[Twenty Sixth Session .
PROPOSED DRAFT GUIDELINES ON THE PREVENTION AND CONTROL OF FOOD FRAUD Section 4: Types of food fraud:
Re d he Ele Working Gr 3 il by the United St of Ami d co- . . .
e red by Ghins, European Union, siamic Repabic o ran. and Urited Kgdom) -~ Section 5: Principles
Step3
INTRODUCTION & BACKGROUND Section 6: Roles and Responsibilities
CXIFICS 292616 4 Section 7: Relevant Activities for Competent
APPENDIX| .
PROPOSED DRAFT GUIDELINES ON THE PREVENTION AND CONTROL OF FOOD FRAUD Authorities
(Step 3) - . f A
oction s o trodiacion Section 8: [Cooperation] [Collaboration] and
1. The increasing complexity of food systems and global trade in food makes food supply chains more exchange of information between

vulnerabe to food fraud. Protecting the global food supply from intentional actions that undermine protection
of public health and upholding fair practices in food trade are common goals for all stakeholders.

2

and other stakeholders, disruption in trade, reputational damage, and unfair economic advantages.

3

important to protect public health, to limit the opportunity for food fraud and to maintain consumer confidence
in the safety, authenticity. integrity, suitability?, and quality of food.

4

available to countries through their National Food Control Systems (NFCS) or by adepting new measures, if
necessary.

competent authorities

Food fraud incidents can present risk to public health and can result in economic loss for consumers

Government oversight and good manufacturing practices by food business operators (FBOs) are

Food fraud can be prevented or minimized using the existing controls and mitigation measures

https://www.fao.org/fao-who-codexalimentarius/sh-
proxy/en/?Ink=1&url=https%253A%252F%252Fworkspace.fao.org%252Fsites%252Fcodex%252FMeetings%252FCX-733-
26%252FWorking%2BDocuments%252Ffc26_06e.pdf

@ © 2025 BS. Al rights reserved.
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CCFICS New Work on the development of Guidance on
the prevention and control of food fraudlc DWW T DA DA AL AR I O S 1On
HFEE (RIFE) RREB LY TR SHEALY., BEDETSHY. o
e CODEX ALIMENTARIUS £E&%= %2500
® https://www.fao.org/fao-who-codexalimentarius/sh- mxﬁii‘{mm:"
proxy/jp/?Ilnk=1&url=https%253A%252F%252Fworksp e
ace.fao.org%252Fsites®%252Fcodex%252FMeetings%25 e
2FCX-733- T
25%252FFinal%252520Report%252FREP21 FICSe.pdf
e JOINT FAO/WHO FOOD STANDARDS PROGRAMME CODEX
ALIMENTARIUS COMMISSION
e Forty-fourth Session 8-13 November 2021 (CAC44)
¢ REPORT OF THE 25TH SESSION OF
¢ THE CODEX COMMITTEE ON FOOD IMPORT AND EXPORT
INSPECTION AND CERTIFICATION SYSTEMS (CCFICS25)
e Virtual, 31 May - 8 June 2021
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i SUMMARY AND STATUS OF WORK
H27E~12HZE(=B¥11E;*L\ %;_c%26@ ﬁﬂﬂ Party Purpose Text/Topic Code | Step | Para(s)
4N SR - SIS RIS ( ) Sge (-
BAERE - SREEHIEE CCFICS26)MIEXRICDL) Muabrs Proposed drat guidelines on
CCEXEC84 Adoption | f8Cognition and maintenance of N2s2017 | s | 44and
o equivalence of National Food Control App. Il
TOFREEBABRINT, o Spems 0G5
Members
Proposed  draft  principles  and
CODEX ALIMENTARIUS COMMISSION CCEXECS4 | Adoption | guidelines on the use of remote audit | N07-2022 | 58 | Jee 20
CAC46 and inspection in regulatory frameworks
(D) rooamngm:.xe
0) Organization of
9 O ( ) Orgamzatmn CACICCEXEC Write to the CAC Cnaupmon
" . ltaly - Tol_(+30) 06 57051 - E-mail codex@fao org - www codexa Chair Advice and | /ICCEXEC Chairperson to seek advi 7
guidance | on Geographical Indication (Gis) and
rerains ccrics the mandate of CCFICS
CCEXEC84 Project document for the on review and update of the 17 @
CACHS *Principles for Traceabilty/Product tracing as a tool
Approval |\ ithin a food inspection and certiication system (CXG | 2> a""lc"p
60-2006)"
Proposed  draft Codex Guidelines | 23 BBaM"{
related i i d4 v
EWGs Drating, | ™84 10 squbvalence ang App.
CCFICS27 and | Discussion. | proposed Draft guidance on the prevention and | 23 [ 93(b)
JOINT FAOWHO FOOD STANDARDS PROGRAMME Member (s) andlor | control of food fraud
CODEX ALRSENTARNSS CORMSSON | B _——= Review and updale of the “Princples for | 273
Forty i Session / Traceability/Product tracing as a tool within a food 17 (b)
» -
i B BRI ESE s
27 November 2 Docomber 2023 B0 E BRI —
ﬁa—% ﬁ,r F 5,{ y§¥ ”"'é’c‘;fc"é’;‘y“ Drafing Review and update, Appendix A - the list of emerging global 120
issues
- Di
DR 27972/3 —
india and Nigeria | Drafting | PTeParation of a discussion paper and project document on
Discussign | 9uidance on appeals mechanism in the context of rejection of [ 125
REPORT OF THE 26th SESSION OF conoazr imported food
“THE CODEX COMMITTEE ON FOOD IHW';Y';’ED.ESXPW' INSPECTION AND CERTIFICATION B:::: ;,;:::ﬂ Drafting Preparation of a discussion paper and project document on 128
Discussion | the standardization of sanitary requirements
Hobart Tasmania, Australia, 1 - § May 2023 Spain and USA

https://www.fao.org/fao-who-codexalimentarius/sh-
proxy/pt/?Ink=18&url=https%253A%252F%252Fworkspace.fao.org%252Fsites%252Fcodex%252FMeetings%252FCX-733-

26%252FFinal%252520Report%252FREP23 FICSe.pdf
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RE: PAS 96 - Brief update on progress

(A ATERE2)

<€)@E\;@§|9§ﬁ£||i

) Philippa Morrell ‘© ‘ O EE
5E% @ Kenichi Hojo  (dkig &)
CC @ Todd Redwood; O Titi Susanti; © Gary Wills; © Kosuke Kawai (3 Z77) ; @ Shigeto Iccho (—EEA) ;
Neil Coole; © Kevin Laverty; @ Yoshio Izumi (§ £F)

() Public¥Public - Unmarked
@ 750HELET:

2025/12/02 19:16 [LZ0yT—S{0ERLEUR.

TR RESNIALyFCEEN TV -5 T Y. BETSTATOE-SHRFELILD. TOTFF & - SERICE. SR ILTUEE.

5% wb-SEAFECERTE  ERICETIERE
Dear Hojo san

Thank you for your email.

2025/12/02 () 17:41

I am pleased to confirm that we are on track to start the public consultation for PAS 96 in mid-December before the festive break. It is currently undergoing some internal reviews,

before itis then sent to the spensor for their approval.
You will be advised once itis released.

Kind regards,
Philippa

Tel: +44 (0) 1442 276262

My working hours are 0800 - 1645

Please note that I work compressed hours, with a non-working day every other week. This month, my non-working Mondays are on the 10 and 24 November.
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(AT &R 3)

PAS 96 - Final reminder - Public consultation ends 1 February
‘ « 2ACE

Philippa Morrell e ‘ ‘7
7% 2026/01/29 (&) 18:56

O Restricted¥Restricted - Marked
D zmw-3ii 'SBE - &' TEEINIUE.

Restricted

Please be remindled that if you are planning to comment on the draft of PAS 96 the public consultation will close on 1 February.

If you have not already done so, to review and provide comments on the draft, please go to: https:. 1t.bsigroup.com/projects/2023-02427 New users will need to register (it is free to do so) and then
login.
If you are experiencing problems understanding how to leave feedback via the SDP, here is a help guide on how to submit ¢ htps: bsigroup.com/Home/Help

When making a comment please also provide a proposal for how your comment could be resolved.

Many thanks and kind regards,
Philippa

Philippa J.K. Morrell (she/her)
Editorial Project Manager

Tel: +44 (0) 1442 276262
philippa.morrell@bsigroup.com

My working hours are 0800 - 1645
Please note that I work hours, with a king day every other week. This month, my non-working day is 23 January.

BSI, The Acre, 80 Long Acre, London, WC2E 9RA
bsigroup.com | Linkedin

125

The British Standards Institution is a member of BSI Group and is incorporated in England under Royal Charter, Companies House number ZC000202. Its principal address is The Acre, 80 Long Acre, London, WC2E 9RA United
Kingdon

bsl\ summame
& @ &R
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GRMIER4)
PAS 96:2026, Protecting and defending food and drink from deliberate attack — Guide
Foreword Add,/View comments (0)

Publishing information

This PAS jointly sponsored by Depariment for Environment, Food & Rural Affairs (Defra) and the Food Standards
Agency (FSA). Its development was facilitated by BSI Standards Limited and it was published under licence from
The British Standards Instiution. It came into effect on 00 Month 202X .

Acknowledgement iz given to Leanne Singleton, FoodSure as the technical author, and the following organizations
that were involved in the development of this PAS as members of the Steering Grougp:

[SG member organization]
[SG member organization]
[SG member organization]

The British Standards Institution retains cwnership and copyright of this PAS. BSI Standards Limited, as the
pubfizher of the PAS, resserves the right to withdraw or amend this PAS on receipt of authoritative advice that itis
appropriate to do so0. This PAS will be reviewed at intervals not excesding two years.

This PAS is not to be regarded as 3 British Standard. It will be withdrawn in the event it is superseded by a British
Standard.

The PAS process enables 3 standard to be rapidly developed in order fo fulfi an immediate stakeholder need. APAS
can be considered for further development as a British Standard, or consfitute part of the UK input into the:
development of 3 European or intermational standard.

Supersession

This PAS supersedes PAS 98:2017, which is withdrawn

Information about this document

This is a full revision of the document, and introduces the following principal changes:
a) recognize current UK Government guidance on the increasing risk of cyberattack:

b

address the evolving threat landscape post Covid-19, which exposed global supply chain fragility and
wulnerabdities in intermational foed trade;

c} recognize the potential impact of cimate change on threats to food and supply chains due to disruptions in
primary production leading to ingredient scarcity; and

d) anticipate the effect of food sector developments driven by policies such as “go-green”, “carbon neutral’, “net-
zero” and food waste reduction.

Itis also an opportunity to align definitions and integrate the collective leamings from the global food commumity. Key
updates include:

a) recent food defence cases;
b} updated cybercrime threat information;

¢} alignment of the Threat Assessment Critical Control Points (TACCF) process diagram to the application
guidance;

d) an expansion of food protection arrangements; and
e} further information on other appreaches to food and drink protection.

The document format has been restructured with question prompts and checklists being relocated to Annex D to
provide 3 dedicated set of tools to guide the TACCF approach.

This publication can be withdrawn, revised, partially superseded or superseded. Information regarding the status of
this publication can be found in the Standards Catalogue on the B3| website at bsigroup.com/standards, or by
contacting the Customer Services team.

Where websites and webpages have been cited, they are provided for ease of reference and are correct at the time
of publication. The locafion of a webpage or website, or its contents, cannat be guaranteed.
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Presentational conventions

The provisions of this document are presented in roman {i.e. upright) type. Its requiremants are expressed in
sentences in which the principal awdliary verb is “shall™.

v ion and general i fve matenal iz p in emalier italic fype, and does not constitute
& nomative element

Where words have aftemnative spellings, the prefermed spelling of the Shorter Cidfiord Englizh Dictionary is used (2.9.
“organization” rather than “organisation”).

[ and legal

This publication has been prepared in good faith, however no representation, warranty, assurance or underiaking
{express or impled) is or will be made, and no responsiblity or liability is or will be accepted by BSl in relation to the
adequacy, 3coUra CEER LD of this publication. All and any such responsibility and lisbikty
is exprassly dizclaimed to the full exdent permitied by the 2w

This publication iz provided as is, and is to be used at the recipient's own risk.
The recipient iz advised to consider seeking professional guidance with respect to its use of this publication.
This publication is not intended to constitute & contract Users are responsible for its comect application.

Compliance with a PAS cannot confer immunity from legal obligations.




Introduction Add/View comments (0)
0. 1 Rationale Add/View comments [0)

PFAS 95 provides broad guidefnes to food business operators to help them assess and reduce the risk of threats to
their businesses and mitigate the impact of an attack.

This iz a guid: not 3 set of i as a key feature of this PAS is proportionalty. The risk is
different for different izati for different i and for different products. It is therefore implicit that
different threat assessments result in different controls, proportionate to a business context.

PAS 95 is not an external audit tool as it provides gui not requil to

0.2 Focus Add/View comments [0)

The focus of this PAS is on protecting the authenticity and safety of foed and drinks from makicious and ideclogical
motivated attacks leading to contamination, supply disruption or financial harm. There are numerous threats that
continue to evolve, making it impractical to identify all threats. However, by assessing risk and prioritizing the most
likely threats, the business can focus their attention and resources fo where they are most nesded.

This guide describes the Threat Assessment Critical Control Points (TACCF) approach, a risk managemant
methodology aligned with Codex Almentarius General Principles of Food Hygiene , Hazard Analysis Cnhcal Contral

Point, (HACCP) [1] but with a distinct fecus on food defence. It business have

preventative food safety systems (such as HACCF), supported by robust crisis and

procedures. It builds on existing food safety conirols to g food and defend food
and drink from attack, as many measures implemented for food safety also deter or detect defiberate acts of harm.
Information sharing and industry ion are critical to p i address ing and evolving threats.
Since the initial publication of PAS 25 in 2008, numerous food defence incidents have provided valuable insights into
threats and their impacts on food i This highli the i of ing past events to batter

predict and prevent similar incidents in the future [2].

Any intending attacker, whether internal to the food business or its supply chain, or external to both, is likely to
attempt o evade or bypass routine procedures that could lead to detection. A primary factor is the attacker's
motivation, which may be fo cause harm to human health or business reputation, or to seek financial gain. The
commaon factor behind these attacks is people who can be:

a) within a food business, (insiders);
b) employees of a supply chain partner or customer; and
c} let: i with no ion to the food

Key concepts include the distinction between a food defence risk, a threat and a vulnerability. For example; the rizh
of malicious contamination can arise from the threat of insider action or an external extremist, prompting monitoring
of i steps ina p ion process.

TACCP encourages business to think like to anticij their ivati ikties and
opportunity to carry out an attack, and to i P = «controls and p o Az threats
are continually evolving, food business operators should adopt 3 pi i to food i

1) Who might want to attack us?

2) How might they do it?

3)  Where are we vulnerable?

4)  How can we stop them?

Mo approach or process can guarantee that food and food supply remain free from criminal activity.

The use of FAS 98 can help businesses to manage risk by i i i reducing their
s targets and il ion of potential attacks.
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1 Scope Add/View comments (0)
This PAS provides guid; onp ing and mitigati i i i threats to food and drink and their
supply chains, using the Threat Assessment Critical Control Points (TACCP) risk management approach.

It applies to organizations of all sizes and at all point in the food and drink supply chain, from primary production
through manufacturing, distribution, retasiling and foodservice. The guldanl:e is particularly valuable for small and

medium sized enterprises (SMEs) who might not have access to i risk
The scope is limited to i i acts, (e.g. ion, extortion, i or carried out
for ideclogical, financial gain or icil . Uni i inci (=g i ination or

naturally ocecurring hazards) and routine food safety or quality issues fall outside the scope of this PAS and are
addressed by other standards such as HACCP-based food safety management systems.

2 Normative references Add/View comments [0)
There are no i in this

3 Terms and definitions Add/View comments [0)
For the punposes of this PAS, the following terms and definitions apply.

3 .1 adulteration Add/View comments [0)

reducing the quality of a food product through the inclusion of another substance, with the intention either to make
ion costs lower, or app quality higher

{SOURCE: Food Crime Strategic Assessment 2024 [3]}

3.2 attack Add/View comments [0)
intentional act aimed at causing harm, disruption, or loss to a food i i ing acts motivated by

gain, ideclogical causes, sabotage or termorism

3 . 3 authenticity Add/View comments [0)
quality of being authentic

[SOURCE: BS EN 17072:2024. 3.6 ]

NOTE i the context of food O=fence, authenticlly Means of genuine ongin and nof capied or faismed

3 .4 cyber security Add/View comments [0)
protection of devices, services and networks, and the information on them, from theft or damage

{ SOURCE: NCSC Advice and Guidance - Glossary [4]}

3 .5 food defence Add/View comments [0)
procedures adopied to assure the protection of food and drink and their supply chains from malicious and
ideclogically motivated attack leading to contamination or supply disruption

NOTE  Food security is cistinc! from food defence. Food S2culy /s when S0 peopie Rave physical SDCIS] and ScONDMIC 200255 10 SUMcient
safe, and nutrition's food that meets thelr cletary needs and food preferences 8. Excent in the dmited sense thal 3 sUccessiW aftack can affect
the avaliabiiTy of food, food SEcUTty IS Nt USSd and IS OUISIE the SCOPS Of this PAS.




3 .6 food fraud deliberate misrepresentation Add/View comments [0)
Zmisdescription * intentionally c2using or 2llowing 3 mismatch between food product claims and food product
characteristics

[SOURCE: BS EN 17972:2024,3.13 |

MOTE 1 Food fraud can happen either whan the IMpNGt ciakms that sre relsvant in the given context far the food produst in question are
Vinited, when the SXDNGT CEIMS Feisted 10 he fo0d ProgUC! Sre delbErataly cranged (fcord EEmpening), o WhER Ihe CRAMSCIENSIES of the
food are delberately changed (product tampering). Food faud In prachce OMan VGIVES 3 COmANaton of thess viokanons.

MOTE2 Fraud s & cover 5ot of ScUREraton for ecanamic gain. There are many kinds of food fraud:
3]  the sals of food which Js unfit snd potentialy hammili;

1) recycing ankmial by-procucts back into the food chain;

2] packing and saiing beef and SoUlry With &N URKNGWT arigin;

3 kmawngly 20 goods which Sre past their Use By date; and

4] kmauingly 2y foods that have been contaTinates,
5] the osilberate misreprasentatian of fod.

1)  procucts subsified with 2 cheaper allemative, for exampie, fammed SSIMON SOV0 35 wikd, and Basmall rice aculterated with cheaper
vanieties; and

2] making falss stalements SbOUT the SOUMCE Of INQrRCNCS, |8, thelr JEOGRENAI, DIant O SNMAT Orighy’ and

o Jawtiy . the siughier, | Of DrOCUIGES of M A DUTSICE OF the FeleVant FEgUISIOrY TEmEwDNK (3]
3.7 food protection Add/View comments [0)
procedures adopied to deter and detect fraudulent attacks on food

3.8 food supply Add/View comments [0)

elements of what is commanly called a food supply chain
NOTE AN exsmpie of 3 1o0d sUpply chai Is given in Annex A, 4.7
3.9 hazard Add/View comments [0)

something that can cause loss or harm which arises from a naturally occurring or accidental event or results from
|ack of necessary competence on the part of the people involved

3 .10 hazard analysis critical control point (HACCP) Add/View comments [0)

system which identifies, evaluates, and controls hazards which are significant for food safety

{ SOURCE: Codex Alimentarius, General Principles of Food Hygiene [1]}

3 .11 insider Add/View comments [0)

person who has, or previously had, ised access to or ofthe izati including

people, processes, information, technology and facilities.

{SOURCE: National Protective Security Autharity NPSA [5]}

3 .12 insider threat Add/View comments [0)

insider, or group of insiders, that either intends to or is likely to cause harm or loss to the organization

{SOURCE: National Protective Security Autharity NPSA [5]}

3 .12 personnel security Add/View comments [0)
i from the risks isted with the people it employs

{SOURCE: NCSC Advice and Guidance - Glossary [4]}

NOTE  Parsonnel sscunly principies ane Usad to assure the of o Insice an Bbur may e
SppWed 10 the eMpiyess and CONITECION of SUPMIERs WA OCESSES for VERODr SCCreciation. Mot 0 be confused with Spersons) SScuny”
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3 .14 product tampering Add/View comments [0)

=food fraud> type of food fraud which includes the delil ing of food istics so that they no longer
match the implcit or explcit claims associated with the product

[SOURCE: BS EM 17972:2024, 3.16]

NOTE 1 Proguct fmparing can hagpen aither By subjecting the fod Product 10 50 UNSHOOYEd oF UNdEciared Arocess, by fremoving 5
substance which ShoUKI ASVe DESn presant In the product (removal, or By S0aing of FEpIacing 3 SUBSISNCE (saulteraton).

NOTEZ Product famparing inclutes lmpernng with the food proguict packaging.

NOTES Maiclous 5Smpening is 2 e USed o fefer o the deNberate Iamparing of fo0d DrOGUCTS With the 1SNt of S360tage OF Extormion; this
s nat prmanly 3 foog fraud Issue.

3 .15 protective arrangements Add/View comments [0)
overall, integrated set of policies, proceduras and systems that form a business's food defence strategy

NOTE  Profective amSngements encompass 3 Arad FERJe of Pactces and Procedures, GIGINg proportonste coNtros.

3 .16 risk Add/View comments [0)

possible future outcomes that we can describe in terms of their chances of occurrence, and the impact they would
have if realised

{SOURCE: NCSC Advice and Guidance - Glossary [4]}

3 .17 seal numbers Add/View comments [0)
unigue alphanumeric identifier printed or embossed on tamper-evident security seals applied to containers, pallets,
packaging or vehicles in food supply chains

3 .18 threat Add/View comments [0)
something that can cause loss or harm which arises from the ill intent of 3 person or group of people

NOTE  Thweat Is not used in the sense of threalening behaviour or promiss of LNpIessant consaquence of 3 fakure 1o comply with 2
maiclous demand.

3 .19 threat assessment critical control paoint (TACCP) Add/View comments [0)
ic app to identify p ived threats, assess vulnerabiliies and mitigate risks from intentional acts

aimed at harming the organization, its operations, or products

3 . 20 vulnerability Add/View comments [0)

weakness, or flaw, in software, a system or process

NOTE An attacker expioits these o, for exampie gain unauthonised 00255 10 8 COMPUtEr Systam.

{SOURCE: NCSC Advice and Guidance — Glossary; revised the second sentence, changed fo a note [4]}

4 Types of threat Add/View comments [0)
4.1 General Add/View comments [0)
Deliberate acts targeting food and drink, and the supply chain can take various forms, from cybercrime to

i tivated ion (EMA) and ici ination. Threats are listed in order of likefihood,

with cybercrime being the most significant type of threat. Cases are included to provide a context to the nature of
different threats and their impact.




4.2 Cybercrime Add/View comments [0)

4.2 _1 Advancing technology Add/View comments [0)
Rapidly ing i ion and icati jes provide new and increasing opportunities for
malpractice that could target or v

NOTE i tofal in Engiand and Wales for the year [0 March 2022, the OMca for Nafional SISUstics o] reportad spproximalely 4.5 miion
frauds, of which 071% were cyber-reialed and 1.0 mMion cases of compuler misuse. The Scoftish Crime and Jusice Survey (SCJUS) 202324

rEport iNdicafes here were £56 500 fraug crimes and 88 of computer misuss [7].

The increasing use of artficial i I (A} in s i ies to enhance crop management
and productivity has led to alerts warning primary of their hei ity to 8.
A could ise an izt y data, such 3= financial or employees’

details, ial recipes, p i ies or supplier and customer details. In some cases, the
attacker might seek fo defraud both business and consumer. A fraudster might try fo exploit an individuals’ ignorance
of the technofogies involved. This type of fraud is cyber-enabled, where technology is used to enhance another
crime such a5 3 scam made easier by electronic communications.

Identity theft is mare iated with indivi but izati «can also have their identity stolen to
faciltate procurement fraud. Goods are ordered in the name of the customer but diverted to the fraudsters’ premizes,
leaving the duped supplier and supposed purchaser to carry the cost and litigation.

4.2 2 Cyber-enabled industrial espionage or hacking Add/View comments [0)
Another type of attack is cyber-enabled indusirial espionage or hacking, a form of cybercrime involving unauthorized
access to systems, ially with ici intent .

Example case: In 2024 2 former Disney employes hacked Disney World's servers falsifying allergen information fo
falsely mark certain items as peanut free , altering prices, adding profanity and redirecting QR codes to a boycott
website. The cyberattacks followed the ination for mi: Although Disney intercepted the
altered menus before distribution, preventing consumer harm, the attacks disrupted the menu system for up to two
wesks costing $150 000 USD [g]

4.2 3 Distributed Denial of Service (DDaoS) Add/View comments [0)

A business can be impacted by a Distributed Denial of Service (DDoS). which occurs when multiple sources
overload 3 website or network to degrade its per or render it i ible [10]. This can cause disruption
and financial loss, especially for businesses refiant on online platfiorms. The growing presence of the Infernet of
Things (loT) & dlity, 3= everyday d devices might be compromised and exploited by
attackers.

Example case: In 2020 the German food delivery senvice reported il had a

DDofS attack against its website, resulting in orders not being The payment through

cryptocumency to stop the attack [11].

4.2 _4 Ransomware attacks Add/View comments [0)
attacks use i software that prevents an individual or ization from ing their

computer or the data that is stored on it. These types of attack have become a favoured technigue of organized

criminals who operate globally, ing payment in cr and are often based in countries where

o tolerate their e on the proviso that they themsehves are not targeted [12].

Example case: In 2021, the world’s biggest meat processor, JBS paid a £7.8m ransom after a cyber-attack on its
system shut down operations, indluding abattoirs and feedlots in the US, Australia and Canada . Catfle slaughter
was halted at US facilities, causing disruption in a food supply chain already strained by Covid 18 impacts [13] .

4.2 _5 Misi and di Add/View comments [0)
The rise in misi ion and disi ion which has coincided with the growth of social media, has the potential
to ine public inthe icity. zafety and reliability of food. The rise in food-related fake news
and mi: ing i ion can signi i i and dour [14].

Example case: Despite no evidence of widespread plastic rice, social media rumours originating in China around
2010 claimed rice is made from plastic and mixed into real suppbes. Then again in 2016, Migerian customs ssized
2.5 tonnes of rice, initially calling it plastic; later retracted after tests found high bacteria but no plastic. Persistent
online myths confinue in Africa and beyond, fuelled by misinformation [15].
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4. 3E i i ion (EMA) Add/View comments (0)
4.3 .1 Motivation Add/View comments [0)
The motivation of EMA. is financial and can cause multiple impacts from serious public health risks through the

i of harmful financial losses to businesses through reputational damage and supply chain

and erosion of

A successful adulteration, from the attacker's perspective, is one which remains undetected. If involving an insider, it
could be revealed through audits or detected through routine product testing and process verification activities, for
example:

a) an audit of p and il i ials could reveal purchases which are unexplained by recipes, such
a5 Sudan dyes which have no place in spice manufacture; or

B} betwesn the ities sold and ities p , for example, the amount of beef sold
compared to beef purchased, with horse meat used to make up the difference.
4.3 .2 Substitution Add/View comments [0)

Substitution is a common form of EMA for example by either passing off a cheaper product as a more expensive one
(or ing or ing a high-valus ingradient with = loy £ al five.,
Example case: In 2017, [talian authorities disrupted an organized crime ring which was exporting fake ofive oil to the
United States. Similarly. Brazilian officials reported that a very high proportion of olive oils tested did not mest the
qualkty standards required by their labelling [15] .

4.3 3 Adulteration Add/View comments [0)
The common factor in many cases of EMA iz that the adulterant is neither a food safety hazard, nor readiky
identifiable as thiz would defeat the attack. Common adulterants can include water, sugar, starch and other
ingredients that would normally be declared on the |abed but are not disclosed or are added in different proportions to
the product or that stated on the |abel.

Example case: In 2024, Delni police in India seized 15 tonnes of fraudulent spices from two factories, arresting thres

involved inthe p ion and supply of d spices. The otz were found using banned
and dible items in the: ing process, ing public health and safety [17].
4.3 _4 Economic gain Add/View comments [0)

The avoidance of loss can also be an incentive for adulteration where limited supply of 3 key product can encourage
a producer fo improvise to meet an order rather than declare short delivery to the customer.

Example case: In 2018, the Kenyan Dairy Board claimed that hawkers were putting lives at risk by adding
preservatives (hydrogen peroxide) in an attempt to extend the shelf life of milk [18].

The intention of EMA is not generally to cause illness or death, although this could be an unintended cutcome, as
‘was the caze in 2008 when melamine was used as a nitrogen source to fraudulently increase the protein content of
milk, resulting in more than 50 000 infants hospitalized and 8 deaths after having consumed contaminated infant
formula [19].

4 .4 Counterfeiting Add/View comments [0)
4.4 _1 Motivation Add/View comments [0)
Counterfeiting is motivated by financial gain through fraudulently substituting inferior foeds, drinks or packaging for
reputable brands. While both petty criminals and organized crime groups engage in this activity, it is predominately

by ized crime groups BCTOSE i supply chains. Petty criminalzs may seek
opportunistic quick wins, whereas organised groups exploit scale and complexity.
4 .42 Counterfeit food and drink Add/View comments [0)
Ci it products, often produced in itary it can be i d or ise unsafe for
consumption.

Example case: Operation OPS0OM X [20] reported in 2021 the ssizure by its global network of enforcement bodies
of 1 813 tonnes of illicit alcohol, much of it violating intellectual property rights.




4 .43 Counterfeit packaging Add/View comments [0)
Sophisticated printing technologies can be used by ized crime groups to create fake product Iabels that are
indistinguishable from the genuine ones. Petty criminals might steal genuine packaging or even refill single use

containers for resale.

Example case: An investigation in 2018 uncovered a fraud in Italy involving the reuse of authentic primary (empty
wine bottles) and secondary (wooden boxes) packaging. Two individuals in the food industry collected empties from
restaurants, refilled them with cheap wines bought online or from discount stores, and sealed them with corks and
counterfeit capsules. Packaging films and fake seals the pering. C i

buyers via a major e-commerce platform, offering prices far below market rates. The fake wines were sold as
genuine in ltaly and abroad, creating a completely uncontrolied market with no fraceability [20].

4 .5 Malicious contamination Add/View comments [0)

The mativation for malicious contamination can be to cause localized or widespread iliness or death. In certain
scenanos, attackers may use contaminants that are not normally present or readily accessible.

Example case: In 2014, when a worker at Agifoods’ Qizumi facility in Japan was amested for contaminating frozen
foods with malathion (an organophosphate insecticide), causing over 2 800 illnesses. Maruha Michiro recalled 5.4
million packages and issued public apologies [21]. The worker, dissatisfied with pay and conditions, denied the
charges.

Example case: In 2018, an incident in Queensland Australia [22] led to extensive public concern and a dramatic drop
in retail sales when retail customers found sewing needles inserted into fresh strawberries.

In most instances, the materials that an attacker could uss to gain publicity or to extort maoney, are likely to be thoss
that are readily available, rather than those required fo cause widespread harm.

Example case: A factory worker in Worcestershire, UK in 2022 was jailed for three years after knowingly and
maliciously contaminating hummus and salad dressings destined for Mando's with plastic bags, rubber gloves and
metal ring pulls. The company detected the ination via metal post ion, ing that the
product ampering occurred in the storage area. An intemal i igation i i multiple tamp boxes, leading
to police involvement [23] . Mo contaminated products reached end customers.

4.5 Idk i i ici inati Add/View comments [0)

coa ination refers to deli acts to advance political, religious or exremist
agendas, often siming to cause public harm, disruption or influence events like elections. The mofivation can be to
disrupt the supply chain by undermining public confidence.

Example case: In 2017, an anarchist group called Green-Black Commando published onfne threats to contaminate
food products in Greece. They claimed fo have injected hydrochloric acid into soft drinks, milk, ssusages and sauces
from multinational companies. The group warned that poisoned items would soon appear on supermarket shelves.
Similar anarchist threats of food contamination targeting major corporations occurred in Greece in 2013 and 2018,
typically aimed at forcing product withdrawals and causing significant revenue loss, especially during peak seasons
[24]

Support for religious exdremism can also be a mofivation, with the harm intended to masximize publicity for the cause

Example case: In 2018, the Derby Plot led to the conviction of a UK couple for preparing a terrorist attack, which
could have targeted Derby or involved contaminating supermarket food with ricin (a toxin derived from castor beans)
[25].

4 .7 Extortion Add/View comments [0)
The motivation for extortion by an individual or group, is driven by financial motives, seeking to obtain money from
the targeted organization or individual. A small number of samples can be used to demonsirate an attacker’s intent,
their capabidity and opportunity, sufficient to cause public concern and draw media attention. Such actions appeal to
criminals whan the product is a sensitive food such as an infant food, or the target is perceived as wealthy.

Example case: In 2020, a farmer in the UK was jailed for 14 years after being found guilty of exdortion and
contaminating infant food with metal shards [26].
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The primary ivation of i is for i seeking izl advantage to access intellectual
property. Criminals or organized crime groups, often state sponsored and protected, may attempt to exdract
confidential ir ion fram ati and through il, exctortion {see 4.5 ) or threats. Tactics can
include obtaining i ion on employ in D ising situations to threaten exposure, infiliration using

inziders or by targeting [T systems remotely.

Example case: In January 2022, 3 Chinese national pleaded guilty to participating in 2 plot to steal a proprietary
algorithm from Monsanto. The software enabled farmers to increase agricultural productivity [27].

5 Understanding the attacke r Add/View comments [0)

5.1 General Add/View comments [0)

The success of an attack on food or food supply can depend on the following.

3) Does the attacker have the motivation and drive to overcome the barriers fo their actions? When barriers appear
robust and success seems unlikely, many would-be attackers seek easier targets.

b) Does the attacker have the capabifty to carry out the attack? A group is likely to have more resources available
to them and potentially have the required skills for an atiack

¢} Does the attacker have the opportunity to camy out the attack? A physical attack needs physical access to the
target, however a cyberattack might only need access to a computer.

d) Would the asttacker be deterred by the chance of detection or potential penalties?

Subclauses 5.2 to 5.8 describe the characteristics of diferant types of attackers. It is possible that indhiduals might

represant more than one type of attacker.

5.2 Cyber criminals and other malicious digital actors Add/View comments [0)

Cyber criminals aim fo subvert controls on computerized information and communication systems:

a) to stop them working effectively;

b} to steal or to cormupt data which they hold; andfor

¢} todisrupt internet business.

These malicious actors might also akgn with other type of attackers. Their approaches can be opportunistic rather

than targeted, finding value in broad scale phishing campaigns sent fo thousands, where even a single response can

yield rewards.

Their motivation can be criminal, political, financial or even mischievous to demonsirate their expertise and ability fo

outsmart a protective system devised to stop them. An fion of ime iz ity or izbdity where the

perpetrator can disguise their role and protest innocence, while proving guilt can be highly burdensome. Another

attraction is remote access where interconnectivity enables attacks from distant jurizdictions which can condone or

even encourage their actons.

This type of aggressor is known to have the expertiss to cause commercial harm, as wamed by the Mational Cyber
Security Centre (MCSC), “With attackers able to achieve many of their aims by using techniques that are not
particularly advanced, the distinction between nation states and cyber criminals has blurred, making atiribution all
the more difficult” [10].

The rapid increase in oy ime, in particular attacks, has made many businesses conclude that an
attack is inevitable and that they need to plan accordingly.
5.3 The opportunist Add/View comments [0)

The opportunist can hold an influential position within an operation and be able to evade internal controls. They
might have some technical expertise, but their primary advantage is access. They are likely to be discouraged by the
chance of detection. Their actions might be deterred by the knowledge that unannounced customer visits, audits or
ad hoc product sampling for analysis could occur at any time.

A supplier unable to risk non-delivery of a product might cccasionally adulterate products, hoping it goes undetected.
This opportunist could even tr that the: ion is legiti For example, chicken in a pork
sausage would still be considered meat.




5.4 The extremist Add/View comments [0)

E:xdremists ake their cause so senously that they distort its context and disregard broader implications. Their
dedication might have no Emits and their determination to advance the cause could be unlimited.

Ezxdremists might want to cause harm and are likely to enjoy publicity after the event. They might view personal harm
as irrelevant, or even beneficial to their cause. They have a higher level of motivation and while failure is a potential
deterrent, the risk of capture after the event is not. They are typically resourceful and innovative in devising ways to
attack.

A single-issue or ferrorist group might sim to disrupt business operations and reputation but avoid mass ham to
maintain support for their causs.

5.5 The irrational individual Add/View comments [0)
Some individuals have no rational motive for their actions but believe they are acting with purpose. Their distorted
priorities and preoccupations prevent them from maintaining a balanced view. They might have clinically diagnosed
mental health conditions.

These individuals can be deterred by making access to their fargets more difficult or by increasing the likelihood of
detecting contamination.
5.6 The disgruntled individual Add/View comments [0)

The disgruntied individuz! believes that an organization has been unfair to them and sesks revenge. They could be
an aggrieved employee, former employee or supply chain pariner. They could have expert knowledge of the
operation and access to it.

This type of aggressor is lkely to be an individual rather than part of 2 group. If an insider, they could poss a serous
threat but are more likelfy to aim for embarrassment and financial loss than harm to the public. An individual external
to the business is mare [&ely to falzaly claim an attack than to actually execute one or possess the capahbility to do
s0.

5.7 The professional criminal Add/View comments [0)
Organized crime groups might view food fraud as a low-risk, high-rewsard opportunity that is relatively easy to
execute, offering substantial profits with a minimal chance of detection and lenient penalties if convicted. The global
food trade, where materials move relatively freely across enforcement borders, appears fo encourage professional
criminals.

The anonymity of the internet and the opportunity for remote access info electronic systems makes cybercrime
increasingly stiractve to professional criminals.

Professional criminals can be deterred through close collaboration between food businessss, and national and
international law enforcement authorities.

5.8 The extortionist Add/View comments [0)
The extortionist seeks financial gain from an attsck and concentrates on avoiding detection. Their target is more
likely to be a high-profile business with much to lose from negative publicity. They can work alone and be
resourceful, secretive and salf-interested. Individuals might claim to be able to act against a business while lacking
the capability to actually carry out the threat. In these cases, the business might assess the claim as not credible but
should =fill report and respond serously to the threat.
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& .1 Broad themes Add/View comments [0)

TACCP should be used by food businesses as part of their broader risk management sirategy. It may be used as a
framework fo systematically assess the risk of an attack from specific threats.

TACCP aims to:

a) reduce the likelihood (chance) of a deliberate attack;

b} reduce the impact {consequences) of an attack;

c} protect organizational reputation;

d) provide reassurance to customers and the public that proportionate steps are in place to protect food from
malicious actions;

e) satisfy global food sector expectations and support the work of trading pariners; and

f) demonstrate that reasonable precautions are taken and due diligence is exercised in protecting food.

TACCP can achieve this by:

1)  identifying specific threats to an organization, operation and their products;

2)  identifying vulnerabilities that could allow for a specific threat to be carried out;

3) assessing the likelihood of an attack by evaluating the motivation and capability of the potential attacker in
contest of asseciated vulnerabilities;

4) projecting the potential impact by evaluating the consequences of 3 successful attack;

5) establishing priorities for evaluating threats by comparing their likelihood and impact;

8) deciding on proporfionate controls to deter the attacker and provide early detection of an attack; and

7}  mnaintaining information and intelligence systems to enable revision of priorities and controls when
circumstances change.

TACCP cannot stop individuals or groups from claiming to have contaminated food. However, it enables a business
to assess the plausibility of such claims and determine thedr likely vabdity. Any credible claim or actual incident
should be treated 2= 3 crisis (s=e Clause 3 ). The business should take measures to maintain operations and
communicate efectvely with al relevant parties.

6.2 TACCP process Add/View comments [0)
The flow chart of the TACCP process shown in Figure 1 incorporates all threats with a focus on deliberate
adulteration and contamination.

Figure 1 — Outline TACCP process Add/View [(U]
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6.3 TACCP team Add/View comments [0)
The TACCF team is intended to be 2 i ion across the i to P ively identify
potential threats, with a smaller team tasked with determining and inmplementing proportionate controls. For many
small businesses, the team approach is not feasible and it may be the job of one person.

Tha TACCF team should adapt the TACCP approach to best mest thair needs, addrassing the following four
gquestions.

a) Who might want to attack us? (see 6.4.2t06.4.7 )

b) How might they do it? (see 6.4.8 )

c)} WWhere are we vulnerable (see 6.4.9t0 6.4.13 )

d) How can we stop them? (see 6.4.14 )

The TACCP team could include individuals with the following expertise:
1) security;

2)  human resources;

3) food technology:

4)  food safety and guality:

§) process engineering:

8) production and operations;

7} purchasing and procurement; distribution and logistics;

8) information technology:

) legal:

10} communications;

11) commercialimariketing; and

12} senior leadership and management.

The team may also consult with a broader group of specialists including Environment, Health & Safety (EHS) and
the Business Continuity Team.

NOTE 1T The feam may include FEEVESSNSHVES of K2y SUDDNErS and CUSIDMErS.
NOTEZ Whik the HACCP tam Ve 55 3 SIErtng poinl, xpartise beyond food Safely IS Ofen nesded THE DUSINESS Contnuty 18sm

couid b & mere sultabie model The TACCR t23m is tyicaly n esE0NShed group, Sbie fo reguisry review cecisns, adust priorties and
revise Controis.

Az the TACCF process can cover sensitive material and could be of assistance to 3 prospective attacker, team

should be kr of actual p . trustworthy, discrest and have an awareness of the
imgplications of the TACCP process. This might include non-di: s where
& .4 Application of TACCP Add/View comments [0)
6.4 _1 General Add/View comments [0)
The TACCF process provides a ic 3pp for ing risk its. |t enables the TACCF team

to identify potential threats, and assess vulnerabilites associated with each one. The team then evaluates the
adequacy of existing controls and assigns a risk score to each threat. Where necessary, additional proportionate
controls are i Finally, the it is rew d regularly to address emerging threats.

5.4.2 Assess new information Add/View comments [0)

Azsess all new information related to food defence incidents, evalving risks, emerging threats, changes fo the supoly
chain and potential impacts which come to its attention.
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5.4.3 Identify and assess threats to an organization Add/View comments [0)
Identify and assass threats to the organization: individuals and/or groups which could be a threat to the organization
and its systems, especially electronic systems, and assess their metivation, capability and determination {see Annex
AL

5.4.4 |dentify and assess threats to an operation Add/View comments [0)
|dentify and assess threats to the operation: individuals andlor groups which could be a threat to the specific
operation, e.g. premizss, factory, sife (sse Annex A).

5.4.5 Decide on a product or system approach Add/View comments [0)
Decide if a product specific threat is needad to product threats from other threats.

a) I & product threat assessment is required, select a product which is representative of 3 particular process, such
a5 a vulnerable product from a particular production line (see Annesx A).

b) For non-product threats, confinue to 6.4.7 .

5.4.5 Identify and assess threats to product Add/View comments [0)

Identify and assess threats to product, individuals andior groups that might want to target the specific product.

a) Adufterants could include low-cost altemnatives to premium whereas, inants could include
toxic agents, industrial chemicals, readily avaiable nodous ials or the ir ion of

b)) Adufterants could be selected for their ability to withstand food processing processes. For example, cleaning
procedures might remove them, heat treatments could degrade them and interactions with other ingredients
could neutralize their effects.

5.4.7 Devise flow chart Add/View comments [0)

Draw a supply chain map fo provide a visual representation of each stage of the supgply chain from farm to fork (see

Annex A). Particular attention should be paid to less fransparent or controlled parts of the supply chain. Least visible

parts of a supply chain might include primary production inputs, bulk commedity handling and transport logistics.

5.4.8 |dentify vulnerabilities Add/View comments [0)

Identify key employees and vulnerable points in the supply chain; examine each stage of the supply chain to identify

the vulnerable points where an attacker might hope for success and the people who would have access to the

product.

The TACCF team might need to apply lateral thinking to ask, "If we were trying to undermine our business, what

would be the best way?" . This could include i on of the ilability and cost of their toxicity or
allergenicity and their physical form.
5.4.9 Consider impact Add/View comments [0)

Consider impact of threats identified relevant to the organization or operation across the supply chain, or to the
product at each step in the process flow diagram. Assess how the process can mitigate the impact of the threat.
6.4.10 Identify critical supply points Add/View comments [0)
Identify which supply chain points are most critical, where a threat would have the greatest impact and where it could
be detected.

6.4.11 Assess adequacy of controls Add/View comments (0)

Determine if existing product, process or system controls are capable of detecting the threat.

a) Product controls involve directly testing or inspection of food and drinks (raw, in-process or finished). This could
include mass balancefyield reconciliation, foreign object detection, sensory assessments, positive release via
micro testing. supplier COA and random veri ion testing of raw i For example, routine laboratory
analysis could detect added water or the presence of unexpected fats and oz,

b) Process controls involve monitoring equipment, process parameters and steps during a production process. This
could include cleaning verification programs, environmental monitoring, in process chemical tests (e.g. pH, Brix),
temperature monitoring and camera anomaly detections. For example, unexpected variances in inline chemical
tests could indicate changes fo process set points.

©)} System controls involve data, access and verfication systems that safeguards the system, prevents cover-ups
and enables traceback. For example, ight of p would unususal orders.




5.4.12 Conduct risk assessment Add/View comments [0)
Score the likelihood of the threat happening and the impact it would have to determine the threat priority (see 7.3 ).
Revize if the risk assessment score does not fit with the logic of the TACCP feam.

5.4.13 Identify potential attackers. Add/View comments [0)
Where the threat priority is scored as very high or high, identify who could carry it out. Consider who has
unsupervised access to the product or process, whether they are trustworthy and if that trust is justified.

5.4.14 Implement controls Add/View comments [0)
Decide and implement controls which are proportionate to the identified threats. Document the controls, maintaining
confidentiality where required, and implement in a timely manner. This could include a confidential reporting and
recording procedure that allows management action on decisions but does not expose weaknesses.

5.4.15 Review and revise Add/View comments [0)
Review and revise when there are changes to the threat environment, 2n increase or decrease in vulnerabilities or
following significant changes fo products, processes or their supply chains.

5.4.16 Monitor emerging risks Add/View comments [0)
Monitor horizon scans and emerging risks; maintain a routine watch of new information to provide an early waming
of changes that can become new threats or change the priosity of exdsting threats, including more local issues as
they develop.

NOTE See Annex E for an outine of some nformation and intsligence sysiems.

7 Assessment Add/View comments [0)
7 .1 Assessing threats Add/View comments [0)
The organization, operation and product can be the farget of an attack from a range of groups and individuals (see
Clause 5 ). Each element should be assessed separately. The TACCF team should assess and consider risks
factors such as suppliers under financial siress, al d and former i i temorist
organizations, organized crime groups and local activist groups.

A shorter supply chain with fewer participants and less fouchpoints might poss lower risks than a longer, more
complex one. Additionally, the level of visibility across the supply chain is a key factor in assessing opportunities for
threats.

For a list of question prompis that the TACCP team could consider to assess threats for the organization, the
operation and the product, see Annex B.

7 . 2 Assessing vulnerabilities Add/View comments [0)
7.2 .1 General Add/View comments [0)
Individual izati have different i neeads and operate in different contexts. The TACCP team can

aszess which vulnerability ssessments are the most relevant and proportionate to the threats they identify.

7.2 .2 Cyber vulnerabilities Add/View comments [0)

‘Wulnerabilities to cyberattack can arise from 3 range of systems and devices, these indude:

a) information technology systems for email, Enterprise Resource Planning (ERP), e-commerce and cloud
platfiorms;

b) operational systems for Supenvisory Control and Data isition ( SCADA), F Logic Controflers
(PLCs). sensors and cold chain temperature monitors; and

¢} Internet of Things (loT) devices including cameras and barcode scanners.

For a list of guestion prompis that the TACCP feam could consider to assess cyber vulnerabilities, see Annex C.
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7.2.3E i i ion (EMA) iliti Add/View comments (0)
A typical feature of EMA (see 4.3 ) is the substitution of a low-cost item in place of 3 relatively high-cost
componentingredient. The TACCF feam should be alert fo the availability of such afermnatives.

Products with provenance or identity preserved claims are known risks for EMA. These indude claims for organic,
non-GMO, locally grown, free range or with protected designations of origin. The attacker is likefy to have ready
access to lower value equivalents, which are almost indistinguishable from the ic product.

For a list of guestion prompis that the TACCP team could consider to assess vulnerabdities for EMA, see Annex C.
7.2 .4 Malici. inati iliti Add/View comments [0)

for icit ination may vary depending on the product type, the production process,
packaging and access fo the product post-production, prior to consumer use.

For a list of question prompis that the TACCP team could consider to assess vulnerabdities for malicious
contamination, see Annex C.

7.2 .5 Evolving food sector vulnerabilities Add/View comments [0)

Impacts from climate change are expected to increase the risks of both EMA and i» i cor 1
of food. CEmate change disrupts crop yields, exacerbates resource scarcity, drives price volatility and lengthening
supply chains for climate-sensitive commeodities (2.g. olive oil, honey, spices, coffee, cocoa and seafood). This
makes substitution, dilufion and counterfeiting more economically attractive for fraudulent acfivities. At the same
time, resource shortages can intensify social gri p ially fuelling ideclogical motives for deliberate
attacks. Extreme weather events disrupt infrastructure and security conirols, creating temporary windows of
wulnerability that malicious attackers might exploit.

Efforis to meet i Social {ESGs) i i through carbol itral and net-
zero claims can inadvertently create vulnerabilities for malicious tampering, misuse or diversion. Pressure to
substantiate ESG claims can require companies to source from new, alternative or distant suppliers, leading to
longer, more complex supply chains with reduced visibility and ight. i ing the risk of

ituti ion or cor ination. In exdreme cases, the p ption of g ing or uns
environmental claims might motivate ideologically driven insiders or external activists to deliberately contaminate or
sabotage products, aiming to expose perceived corporate hypocrisy and inflict reputational harm.

The donation of surplus edible food to food rescue organizations to reduce food waste introduces additional supgply
chain partners which could amplify risk. Potential vuinerabiliies arise from the refiance on volunteer personnel,
absance of secure food storage facilities and limited oversight. These factors might increase the risks of malicious
tampering, contamination or diversion of donated food into unauthorised channels or black markets, bypassing food
defence controls.

Thraat assessments should assess ilities arising from climate-change impacts, the ion of ESG claims
and the donation of surplus edible food to reduce food waste, a5 each can heighten the risk of food defence threats.
7.3 Assessment of risk Add/View comments [0)

Organizations should identify the full range of threats refevant to their operations, but focus attention and resources
on those that pose the greatest risk. For each identified threat. the TACCF team should assess its [%elihood and
potential impact, then combine the fwo scores to determine an overall risk rating. This priontized risk rating enables
the TACCP team fo identfy where controls are most needed, ses Table 1 and Figure 2.




Table 1- Risk assessment scoring Add/View (0]
Like Score Impact

Descriptor Human health / Public Business | Financial [

safety putational

ery high & Catastrophic Death Business | site closure

chancz

High chance 4 Major lliness or injury Brand damage
requiring medical
traatmant

Some chance 3 Significant ‘Generally mid Regulatory non -
‘symptems, may require  compliance or recall !
medical treatment withdrawal

Might happen 2 Some Mild symptoms lasting  Mepative medis repors
3 few days

Unlikely to 1 Minor Mild symptoms prompt Mo perceived impact

happen recoverny

NOTE 1 This s an exampie Sconng matrly; OFjanizatons May choose HEir own Fisk SSSESSmeNt Methodoogy.

NOTE 2 Impscis could be 355es5ed In human and Mnancial fems.

The likeli of a threat ing can be by
a) whether an attacker would achieve their aims if successful;

b)) whether an attacker could have access to the product or process;

¢} whether axisting controls would deter the attacker;

d) whether an attacker would prefer other targets, due to higher visibility, value or vulnerability; and
&) whether an attack would be detected causing impact

The likeli of a threat ing can be as point in time or over & defined period (e.g. 5 years).

The impact or pofential conseguences if a threat were successfully camed out, can be assessed by evaluated using
two assessment criteria.

1) Human health/public safety impact.
2) Business/financialreputational impact.

The TACCF team decides which impact assessment criteria is most applicable fo the specific threat scenario and
apples this to scoring descriptor.
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Figure 2 — Risk scoring matrix Add/View [(U]
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5 | Migh sk
3 o SR Mecerals | pighnsk | High sk
3 Negligitie: " Mocerate | Maderate
g Sxrilicant gk gk risk. Lo
= 2 Negligitie: tsh ow ris Maderate
Some sk risk High risk
1 Neglgitie — Negligible Moderate | Moderabs
Mnge sk sk risk risk
1 2 3 4 5
Ve 1® | oy Happen | ST | g Chance | Yert M
. Likelihood
NOTE  This IS 31 EXSmpie of 3 risk SEONG MMM, OFGaniZaNonS My CHOnSE CINEFENT Critera for e MEreNT sk CRIEgONES.

A business might decide to implement additional proporiionate controls or protective arrangements for threats
aszessad as high or very high risk.

7 .4 TACCP reporting Add/View comments [0)
A report documenting the application of the TACCP process within the business should be created to demonstrate
due diligence in the event of an attack. The principles of this PAS should be integrated into existing risk and crisis
managemsant procedures.

Four fictional case studies demonsirating the application of the TACCP process that can be adapted to suitan

pany’s i see Annex E.
& Controls Add/View comments [0)
8.1 General Add/View comments [0)
TACCP controls are measures intended o reduce vulnerabdity to deliberate threats against an organization.
operation or product. They can include access controls, tamper dy ion, and i risk
measures.
Controls need to be i to the risks i ified in the TACCP and be tested and validated to
confirm their effect . Periodi testing is to expoze any remaining weaknesses.
8. 2 Controlling access Add/View comments [0)
The objective is to minimize the ity for any attack by icting access to i indivi with

legitimate needs through physical conirols.

For a list of question prompts that the TACCP team could use to assess the adequacy of access controls, see Annex
D.

8.3 Tamper detection Add/View comments [0)
Raw material storage, distribution vehicles and many packaged foods can be made tamper evident. If an attacker
gains access, tamper evident measures provide an opportunity that the attack can be detected in time to avoid the
impact.

For a list of question prompis that the TACCP team could use to assess the adequacy or need for tamper detection
controls, see Annex D.




8.4 Assuring personnel security Add/View comments [0)

Personnel security measures can be used to mitigate the insider threat to the organization. These measures can be
used by food businesses to assess their confidence in the capabifties and integrity of supply chain pariners for
goods and services.

A food protection cubture ') supports robust protective security, mitigating insider risks and external threats such as
hostile reconnaissance. |t consists of shared organizational values that guide how everyone thinks about and
approachas security.

For a list of question prompts that the TACCP feam could use to assess the adequacy of personnel confrols, ses
Annex D.

9 Response to an incident Add/View comments [0)
9.1 Proportionate controls Add/View comments [0)

Implementation of proportionate controls can mitigate the risk of an attack, but they cannot eliminate it entirely.
Robust emergency responss and business continuity protocols are essential to manage any incident.

9.2 Planning for an emergency response Add/View comments [0)

An effective emergency response for a food defence attack should be integrated into a business' crisis management
system to:

a) minimize physical and financial harm to consumers, customers, employees and others;

b) with investigatory and 1t

c]

secure public support for the organization;
d) reduce financial, reputational and personal impacts of the incident;

&) prevent recurrence;

) identify ofenders; and
g) safeguard long-term consumer trust in food.

p are best ped before a food defence incident occurs. This can include practice for
different threat scenarios to test a business's p and resp ility, see G.1.
9.3 Management of a food defence incident Add/View comments [0)
Where ination is i iate quarantine, wi and recall of affected products might be

necessary. This requires clear and effective lines of communication to those with responsibility and authority B 1.

In cases of suspected criminal activity, ialist police or law er agencies should be engaged at the
earliest opportunity to preserve evidence, ses Annex F. The appropriate law enforcement agency depends on the
jurisdiction. Evidence such as photos, samples, CCTV and logs might need to be secured to allow for further
investigation.

Proactive communication with media and the public can prevent undue alarm and reputational damage.

9.4 Management of a cyber-attack Add/View comments [0)

Spesd of responsze can greatly reduce the damage caused by 3 cyber-attack and the time taken to recover . The
complexdty and varety of attacks can be vast, so ing 2 ialist cyber security in advance of any
incident, could benefit a business.

The UK's National Cyber Security Centre ™ ! provides a free Early Warning Service, which helps organizations
investigate cyber-attacks on their network by notifying them of malicious activity which has been detected in
international feeds.

Busineszes should increase cyber resilience by having an effective incident response plan, regularly exercising
cyber incidents across the business and have plans in place fo work with an assured cyber incident responss
senvice provider where required.
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9.5 Maintaini i inui ing an attack Add/View comments (0)
Business continuity managemeant principles provide effective resfience to react to and recover from an attack.

«could include ing p hon to & verified altemate supplier, activating backup sites or co-packers
and rerouting via secondary logistics.

10 Review of food protection arrangements Add/View comments (0]
Food p ion should be revi d when there are changes which could affect the suitability of the
exdsting controls, following 2 suspected or actual incident, or 2 breach of site security. A review could also be
prompted when the controls or food protection arrangements are found to be ineffective.

The TACCP team should regularly review food protection arrangements in line with other corporate policies. There
might also be ions from or external for an annual review.

Specific prompts for review can include:
a) new threat information or emerging insider or external threat profiles;

b)) new types of adulterants e.g. bi i chemical and

c]

an actual product tampering event or a near miss event
d) changes in suppliers or raw materials (ingredients or packaging);

g

changes to equipment. processes or layout relevant to controls;

) changes in key personnel, e.g. TACCF team members or loss of trusted employes working in sensitive areas;
g) facility expansions, renovations or new access points:

h) introduction of bulk liguid recefving, storage or other vulnerable process steps;

i} repeated deviations from food safety eritical limits or failures in monitoring;

j}  new regulatory or customer requirements relating to food defence; or

k) to address deficiencies found through a challenge test of controds, or through intemal and external audits.
The TACCF team should also be invohved and consulted as a part of izath change it
P d . whenaver a signi change in product, process, equipment or organization structure is initiated.

Robust, ongoing food defence training should be provided to all personnel across the food industry. Training
strengthens knowledge and expertize, enabling food businesses to consider “what i~ scenarios to proactively
develop the future controls needed to reduce the risk of an attack, safeguarding the integrity of the global food
supply against deliberate harm.

The TACCF team should monitor official or reputable websites for updates in national threat assessments and for
information on emerging risks, see Annex F.

A concize report of the review should have only limited circulation within the business.

The TACCF report and any review documents are commercially sensitive and confidential. Only trusted senior
managers with 3 “need to know” and enforcement officials should be allowed access.

NOTE A bushess may publish 8 genentc overisw for MIEmai Lse Sndior [ present o Sxismal SUaitons. Such &n ovenien Svolas ostal
WICH Could be Of VBIUS 10 3N aftscker, EXIEMEl SUAIONS S0 1D FESDECT e SENSIVE NalUne of the TACCF process

Successful TACCP i ion requires a p ive and dynamic as the threat landscape is constantly
shifting due to new vuinerabilities and the growing sophistication of malicious actors. Food businesses, in
collaboration with regulators, need fo continually strengthen their preventive confrols, detection systems and

hori iliti deter, detect and respond o emerging threats throughout the food supply

ning to
chain.




Annex A (informative)

The food supply chain Add/View comments [0)
The food supply chain is global, interconnected and fime-sensitive. A single ingredient can travel through dozens of
organizations and countries before reaching the consumer, which is why protecting every link in the chain is
essential to food defence.

The food supply chain is central to food defence for the following reasons:

a) There are multiple vulnerable points as the modem food supply chain is long. complex and global from primary
production (farms, ies), ingredient i man . logistics (storage, transport and distribution),
through to retail and food service. Each step in the chain can provide potential access points for 3 motivated
attacker.

=

Supply chains have an amplification effect where deli ination that is i early in the chain
(e.g. at 3 raw matenial or ingredient stage) can impact thousands or millions of consumers, creating widespraad
illness, death or economic disruption.

¢} Foodis a critical i secior. A attack can simull ly threaten public health, consumer
confidence, brand reputation, national economies and in extreme cases, social stability.

d) Potential attackers include disgruntled employees, criminals seeking extortion payments, compsetitors, termorists,
or state-sponsored actors. Each may target different parts of the supply chain to maximise harm or leverage.

Figure A.1-An example of food supply chain Add/View [(U]
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Annex B (informative)

Assessing threats Add/View comments [0)
E . 1 Mitigating risk Add/View comments [0)
The first step in mitigating risk is recognizing factors that could increase the likelihood of threats to the organization,
the ion, itive products, or a ination of these. Review of responses to these questions can give an
understanding of the factors that can contribute to a threat risk. The TACCP team could ask the following questions
to identify potential threats.

B . 2 Factors that could increase the likelihood of a threat to an organization Add/View comments [0)
Questions that the TACCP team can ask fo assess the likefihood of a threat to their organization.

a) Are we operating under foreign ownership by nations involved in international conflict?

b) Do we have a celebrity, or high-profile senior executive or prominent owner?

o) Dowshave s ion for i to customers, iers in ith unstable regions?

d) Are any of our brands considered as controversial by certain groups?

&) Do we, or our customers, supply high-profile individual, organizations or events?

f) Does social media activity indicate potential targeting for cyber intrusion?

E . 3 Factors that could increase the likelihood of a threat to an operation Add/View comments [0)
Questions that the TACCF team can ask fo assess the likefihood of a threat to an operation (premizes).

3) Arethe premizes located in 2 poltically or socially sensitive area?

b) Do the premises share access or key services with controversial neighbouring entities?

o)} Does the D |ack robust ing for new recruits. Especially agency and casual employses?

d) Are senices fo the p i unp
&) Are utifties to the premises too easily accessible?

f)  Are hazardous materials, which could be valuable to hostile groups, stored on site?
g) Do large numbers of people, including the general public, use the location?

h) Do any employees have reason to feel disgruntled or show signs of dissatisfaction?

i} Do we |lack an effective confidential reporting procedures for concerns about disgruntled employees or insider
threats?

i} Are internal audit arrangements truly independent, with auditors having no operational respensibility for the area,
process or site being audited?

k) Have key roles been occupied by the same employee for many years with little supervision?

Iy Are gur Supervisory Control and Data Acquisition (SCADA) and other control systems, used for real-ime
maonitoring and management of manufacturing, infrastructure, or facility-based processes shared with
organizations that could be prime targets?

E . 4 Factors that could increase the likelihood of a threat to a product Add/View comments [0)
Questions that the TACCF team can ask to assess the likefihood of a threat to specific product or process.

3) Have there been significant cost increases affecting this product?

b) Dees the product hold specific religious, cultural, ethical or moral significance for certain consumer groups?

c} Could this product be used as an ingredient in a wide range of popular foods?

d) Does the product contain ingredients or other material sourced from other countries?

&) s the product considered economically high value?

f)  Is the product or its brand well known and/or highly recognisable?

NOTE  Thiz Is nod exhausive of sl qUEsHions Mat might be asked 10 555255 3 threal.




Annex C (informative)
Assessing vulnerabilities Add/View comments [0)
C . 1 ldentifying vulnerabilities Add/View comments [0)

The next step in mitigating risk is identifying vulnerabilities that could enable 3 threat to succeed. Review of
responses to these guestions can give an understanding of the faciors that can contribute to 3 threat fsk. The
TACCP team could ask the following questions to assess potential vulnerabilities.

C .2 Cyberattack Add/View comments [0)

Questions that the TACCP team can ask to aszess both the likelihood and potential impact of cyberattack.

3) Have senior leaders implemented a cyber strategy that clearly defines accountability and responsibility for
cybersecurity?

b) Does the organization have an effective approach to managing cyber risks?

o) Are employees likely to recognize and report suspicious electronic communications (e.g. emails, SME)7

d) Are employees trained on common cyberattack technigues (2.g9. phishing, ranscrmware) and equipped to
respond effectively?

) Is all data appropriately protected in transit, at rest, and at end of life, commensurate with the assessed risks? 4/

) Are passwords or other authentication methods used?

g) Do policies for employes onboarding, intemal transfers or leaving address all accounts, devices and access
privileges?

h) Are local Wi-Fi connections encrypted and inaccessible to extarnal users?

i} Does operational technology follow secure design principles?

j}  Areintermet-enabled processes secure (2.9, 0an process parameters be changed without proper suthorization,
or cloud-based records comupted)?

k) Are data backup data and storage processes effective in protecting business critical information?

I} Are operators promptly notified of changes to ion or i ygurations {e.g. product
formulations)?

m) Is externally sourced data (from email, internet or removable media) examined for malware before being
imported?

n

Dioes remote access to company systems require multi-factor authentication and the extent of access limited?

o) Are critical computerized systems tested and have offine backups?

p) Are business continuity and disaster recovery plans for IT and production systems in place, routinely tested and

deemed effective?

q) Arethe identities of suppliers and customers verified before conducting onfine fransactions?
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C.3 ilities that could i the risk of EMA Add/View comments [0)
Questions that the TACCF team can ask to identify vulnerabilities for the risk of EMA.

a) Do we have sufficient frust in our suppliers, and their supgliers (e.g. through ver ion and audits, or i
such as food safety incidents, recalls, regulatory non-compliances or do esdernal audit results suggest potential
integrity issues)?

b) Do key suppliers implement robust personne! security practices?

c} Do suppliers think we monitor their operation and routinely test their products?

d) Which suppliers are not routinely audited?

&) Are materials supplied through remote, obscure, or indirect channels such as brokers or intermediates?

) How do our suppliers dispose of excessive waste materials?

g) Arewe aware of process shortcuts that could impact our operations or products?

h) Are gur employees and those of our supphers, encouraged to report concems (e.g. confidential reporting or
whistleblowing)?

iy Are i of i ion or ditation and i «of analysis issued by independent parties?
j}  Are low-cost substifute matenials available?

k} Have there been significant increases in material costs?

I} Has pressure on suppliers’ rading margins increased?

m) Are major materials becoming less available (2.g. due to repeated crop failures) or alternatives plentful (e.g. due
to overproduction)?

n) Have there been ur d increases or d in demand?
o) Are product samples retsined, especially for items with short shelf He?
c.4 ilities that could i the risk of malici inati Add/View comments (0)

Questions that the TACCP team can ask to evaluate the ility to intentional ination in its own
operations and throughout its supply chain.

a) Could 3 contaminant be brought into the facility?

b) Could 3 contaminant be added to the water source (e.g. ground water, rainwater, desalinated water, recycled
water) provided by the local or municipal supply?

¢} Do storage ] and ion units have tamps ident seals?

d) Does the production process involve Bquid receiving, storage, handling and loading steps where large volumes
make contaminants hard to detect and liquid transfer enables rapid distribution? [23]

&) Arethere open and exposed production steps, such as mixing and blending, that allow insider access, where
contaminants could blend into the product and be difficult to detect? [28]

f) Iz there secondary ingredient preparation involving small volumes but potentially high potency (e.g. allergens or
toxins)? [28]

g) Are there fast moving, unattended, high-volume production lines that are difficult to monitor continuously? [28]
h) Would routine quality or food safety monitoring detect a contamination or adutteration in the product?

i} Are personnel security procedures in place and enforced?

j} s employee boredom, low morale, discipline or recruitment a problem?

k) Do any employees hold a grudge against the organization™

() under i igation for p ily suspended or reassigned from roles involving
direct handling, oversight or access to food production areas?

m) Is there opporiunity for access by sympathizers of single-issue groups™

n) Have business competitors been accused of espionage or sabotage?




NOTE  This Is nod exhaustive of sl QUESHons that might b2 S3Ked D 355853 3 VUINSEDATY.

Annex D (informative)
Controls Add/View comments [0)

D. 1 Approaches to control access to an operation Add,/View comments [0)
Arccess controls are oritical preventive measures for food defence because almost every serous intentional
contamination or sabotage incident requires the attacker to get close enough to the product, ingredients or key
processes. TACCP teams are encouraged to consider the relevance and proportionality of their curment to determine
if new controds or improvements to cument controls are required .
3) Access to premizes (operation).

1) Are premises zoned to restrict access to authorized personnel only?

with a legiti i need?

2) |z scoess icted to indi
3} Iz vehicle parking located outside the perimeter?

4} |= there visible and comprehensive perimeter fancing?
5) Iz there 3 perimeter alarm system in place?

§) Iz there controlled access to utility services?

7) Is there CCTV manitoring and ing of

b) Access to product or process equipment.
1} Is there ease of access to open or exposed ingredients, work in process (WIP) or finished products?
2} Isthere ease of access to process equipment, ingredient addition points or food safety devices?

c]

Access fo food transport vehicles.
1) Are access poinis monitored?
2) Are approach roads equipped with traffic-calming devices to slow transit of vehicles?
3) Are all deliveries scheduled?
4) Are there documentation checked before admittance™
5) Are missed deliveries investigated?
d) Access to people.
1} Are there electronic chip & PIN acoess controts? P!
2) Are changing facilities provided to separate personal clothing and belongings from work wear?
3) Iz visitor access by appointment only?
4} |Is visitor proof of identity required?
5) Are visitors accompanied throughout the premises?
§) |= there positive identification of all employess and visitors?
T} Iz there CCTW monitoring and recording of sensitive areas storage and processing aress?
&) Access to electronic systems.
1} = there routine monitoring and implementation of best practice cybersecurity measures?
2) Iz there challenge testing by edernal personne! fo access premises, products and process equipment?

3} Is there routine cyber awareness fraining for employees?
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) Other considerations.
1} s there secure handling of mai and of posted fems, ( samples, ingredients or customer returns)?
2) Are there resiricions on poriable elecironic and camera equipment in sensitive areas?
3} Are cyber security management systems complaint to industry standards?
D . 2 Tamper detection controls Add/View comments [0)

Tamper detection is an important and cost-effectve food defence measure for the TACCF team to consider because
it can deter many Id-b Evenifp tion fails, visible or recorded evidence of tampering allows the
business to stop contaminated product from reaching consumers and to trigger an immediate incident response.

TACCP teams are encouraged to consider the relevance and proportionality of their controls to prevent product
tampering.

3) Arethere numbered seals on bulk storage silos, (where applicable)?

b)) Are there numbered seals on stores of Iabels and |abelled packs?

o) Are effective tamper evident seals applied to retsil packs?

d) Are there numbered seals on hazardous materials?

&) Iz there close stock control of key materials™

f1 |z there recording of seal numbers on delivery vehicles?

g) Are seal numbers confirmed as issued by the supplier on arrival of delivery vehicles?

h) = there use of continuous seal logs?

i} Are there investigation p for seal discrepancies?

D . 3 Assuring personnel security Add/View comments [0)

TACCP teams are encouraged o consider the relevance and proportionality of their controls for personnel security .
a) Pre-employment checks.
1} |Is proof of identity required and verified prior to employment?®
2) Is there proof and verification of qualifications?
3} Is there verification of femporary employees and contractors?
4) |z there screening of new employees, with more rigorous checks for those in sensitive roles?
b} On-going personnel security.
1} Are employess in sensitive roles motivated and monitored?
2) Are confidential reporting arrangements in place?
3) Are temporary employess and contract workers supervised?
4} Are individuals able o work alone?
§) Isthere a proactive food protection culture?
c} End of contract arangements.
1} = notification of contract termination sent to relevant personnel for awareness?
2) Are sccess cards, |0 cards and keys recoversd post termination™
3) Are computer sccounts closed or suspended, and hardware (2.9, laptop, mobile phones, etc.) recovered?
4} |= there reporting of unauthorized access by cyber systems?
5) Iz it standard procedure to have a termination interview o assesses security implicatons?
§) Are all branded uniforms retumed when personnel leave the business?
NOTE These prompts sre N0t iNfenosd fo be ExRSUSHVE of i CORYDIS WAICH Mgt DS FEEVEN or Dropartianate 10 fegucs 8 Sk




Annex E (informative)
TACCP case studies

E . 1 Introduction

Add/View comments [0)

Add/View comments [0)

The case studies provided in this annex are entirely fictitious and any resemblance to real organizations is

coincidental.

In all caze study examples, the TACCF process is applied in varied ways, using different formats from that described

in Clause § fo encourage users of this PAS to adopt a flesdble and open-minded approach.

Four case studies are documented to provide examples of how the TACCP threat assessment processes may be

adapted and reported by different food businesses.

a) Case study 1. Burgers4Me is a national Quick Service Restaurant (QSR) fast-food chain;

b) Case study 2. Bridgeshire Cheese Company is a small family enterprise that manufactures a range of organic
cheeses.

c)} Case study 3, FryByMite is 3 food inffiative by an estabfshed internet bazed, non-food operator. The focus of this
case study is on cyber threats.

d) Case study 4. F. Ammer & Daughters Ltd is an agricultural business that provides a range of fresh produce that is
aiming to explore new digital opportunities.

E .2 Case study 1 Add/View comments [0)

Cass study 1 presents an example report following the investigative work of the TACCP team at Burgers4he, a

national @SR chain. The burger range includes standard, jumbo, veggie, cheese and chilli options.

The TACCF team includes Operations Director (Team Leader), Human Resources Manager, Procurement Manager,

Technical Manager and the Internal Auditor. The TACCP team also receives contributions from other managers on

specialist topics.

a) The Operations Director of Burg,
Committee.

leads the company's Emergency Planning and Business Continuity

b} The internal auditor has delegated responsibility for security and fraud prevention and is also the company's
regulatory compliance officer.
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Table E.1 - BurgersdMe threat information Ad
Mo. Threats to company and information  Possible method of operation Comments
systems from:
A Animal rights activists ‘Vandalism or sabotage Little evidence of cum{
B Hacktivists 1 Distributed denial of service (DDoS) atack on website Developing company
c Hacktivisss 2 Ransomware attack Experienced in 2020;
o] Company buyers Fraud; collusion with suppliers Established team wor|
E Criminals Counterfeiting; misappropriation of packaging Increasing risk as braf
Mo.  Threats to locations from: Possible methed of operation Comments
F Supporters of local businesses Adverse publicity; "Guilty by association” with fast food Some locations repor]
interest
G Cwerworked company employees, Petty contamination; possible sesious makicious Some employee shar]
disenchantment; aliance with contamination owvertime;
extramists (2.0, activists or temorists)
H Single issue groups Deliberate infiltration of premises Some recent precede|
| Front line employees Theft; collusion with customers. Rigorous audit in pla
trustwarthy (personng
Mo.  Threats to product from: Possible methed of operation Comments
J Supplers of meat EMA — non-animal protein, or non-beef meats, replacing  Beef iz specified and
meat diaimed in publicity
K Front line employees Deliberate undercooking of patty ariable rosters minin|
collusion
L Front line employees Seliing burger too long after wrapping
M Ideclogically motivated group Malicious contamination of component Official threat level un|

MNOTE  Press raports of concems about food authenticlly are partinent.




able E.Z - BurgersdWe threat identification Add/
Figure E_1 - Burgersd4Me product process threat 0] Adutarant \mpmst of . —
ocontamination  procecs
I -
Ik st J oA Comunl Contracts
! emplayees requ
- 3B Surm parsanned
! sl ! sty
blotcd 25 Do 1ty 27 At
071 St by pickie 1 gamish Fuegeesdll soean
018 Collusion Buyers 2
04 Soume four + 19 Selact.
mince Ingrocbanis "I ot pant | | 11 Sourte meet
26 Debvwr i -3 Mains Soluble: 1
L | ot 0 ik ey | tomins
02 M wrar | —f |-—| 12 Buketiry
15 Wekth 32 W o 3 Propars aich ’
14 Chl wlorage '—-i H 0 Baich 1
| Seamonings ok Michen il 1 storage control of Can
1 temperature resenois wooess contribute
1o poar
- 24 Rincatsa arder ticen
158 Frweze puttyr. A7 Supghy ceder = 38 R cash
L 31 Cokd vormgs
' 0 Source f
0T Prbotize '—-Iwmm | 2 Pubeirs. I——'mmwm W ap— 04 Source fiour
. .—1—\\
| f- ot —-|zzmm|—~|am¢m—- e | [ e
h, S -3 Balch mixing Powdered 1
operation i
06
o7 Palletize
06
]
108 Collusion Buyers 3
boning plant
108 Delivery from  Megigtle  Random 2
drivers: r e
=3 [ n
yees  recs

8-44



Source meat

Butchery

Defivery Io

Chilled
siorage

sersanings

Wisigh meat
for mince:

Mince patty
btches

Farm patiies

Freeze
patlies

Pack i

Palletize
Cald starage

Source
packaging

Fraudulent
substitution

Fraudulent
substitution

Diversion of
cansignment

Malicious
cantamination

Malicious
cantamination

Malicious
cantamination

Malicious
cantamination

Miszppropriatian
Caunterfeifing

Unautharised
ingredient
substitulion

Pacr
segregation
of species

Pacr
segregation
of species

Supper
resporshiity

Manusl
operatian

Manusl
operatian

Manusl
operatian

Manusl
operatian

Supplier

managers
and
employees

Process
managers

employees

Process
managers
d

employees
Process
managers
d
employees
Process
managers
d
employees
Process
managers
d

employees

Agency
delivery
drivers

Check it
meets
specification
for species

(2.9, beef)

Rigorous
hygiene
standards

Rigorous
hygiene
standards

Rigorous
hygiene
standards

Rigorous
hygiene
standards

Littler

Established
brands;
rediable
coniracts

Mesat from

cheapar
sources

Meat frem
cheapar
sources

Powdered
{oxins

Powdered
{oxins

Powdered
{oxins

Powdered
{oxins

Negiigibl:

Negiigibl:

Negiigibl:

Negiigibl:

Negiigibl:

Negiigibl:

Random
lests can
detect
unless
collusion

Random
lests can
detect
unless
collusion

8-45

2 Ambient
delivery to

H Ambient
siorage

% Derliver 1o
restaurant

. Pick orders

0 Derliver 1o
restaurant

M Cokdstarage

2 Maveto
Kitchen

3 Prepare
burger

34 Wiap burger

® Hat hold
®E Receive
order

7 Supply arder

8 Receive
cash

3 Dispose of
‘wasle

Malicious
substitution

Defiberate
undercoaking /
malicious

cantaminatian

Defiberate
breach of faod
safiety — Sade of
burgers past
holding period

Theft

Miszppropriatian

Out of hawrs:
unsupervised

Lane worker

Ortine
ordering

Restaurant
manager
under
wastage
pressure

Restaurant

emplayees

Unlocked
external bins

Might
share-
employes

Restaurant
employees

Hacktivists

Counter
employees

Public

Tamper
eidern

Rigorous
faod safety
protocals

NCSC
cybersecuity
profocals

Persannel
security

procedures

“Spiked" Litle
patties.

NOTE The symbol “—* indicales "not appicatie” or ot significant”.




8-46

TACCF outcomes for Case study 1: Table E3-— Cheese threat report Add/View 0)
a) The TACCP process identified 20 threats, of which 13 have safisfactory controls in place, with none requiring Threat  Threat! Consequence  From / Impact Likelihood Score  Protective measures
No. Vulnerability Perpetrator
urgent remedial action.
b) With the growth of online busi via web-based agents, a attack was identified as the primary 1 Monorganic Lst:sv:l:f organic  Supghers 2 2 0 ’:‘Iclq.lrrac:dn;ra\;snna;rﬁﬁed
threat to Burgers4he. Tenders are invited from cybersecurity consultants to evaluate existing protective supply from auppliers. . o
- . - - uire certificate
measures and to support incident response and recovery aciivities. top-up” mik conformancs for 1
¢} Fraud in the selection of abatteir or boning plants remains an ongoing risk, potentially resulting in significant :Er'x:sn;"_(
financial penalfies and reputational damage. Closely related threats include species substitution and the use of
non-meat prmeir!s. The 'I'.ed'|nic‘.al Manager is ible for ing p controds through a micx of 2 Widespread Loss of herd, Fa from 3 2 & Biosecuriy aligned
remaote and on-site suppler audits. Fvestock Loss of neighburing with best practice.
d) Asthe brand is recognised for its quality and integrity, the risk of counterfeit packaging has increased. A new sgsﬁa:fe‘f::‘o insurance cover  PrOperies
supplier of branded ing has been sufficient controds; however ongoing through farm
manitoring is required.
&) Although the Burgers4hie website is not 3 primary sales platform, it serves a vital marketing role. IT and intemal 3 Malicious Unsafe product Operators 5 1 5 ;;.II Wﬂé.lus_ metal
audit activities have been to mitigate threats, particularly DDoS attacks. Szg‘fo'“"at"’" r:r:;:_ Priar to
i Producti
f)  The Technical Manager manitors official and industry sources for intelligence on emerging risks, and in unsay p:'vlsed m:jniLéﬂbT%aCT\I
consultation with the TACCP Team Leader, decides whether to reconvene the team ahead of its scheduled six- e daily. )
hly meeti operations Perzonal hygiens
monthly mesting. pmwur‘s.;eamm )
73 it
E.3Case study 2 Add/View comments (0) :?:duc(oi:n a_ra:;\s "
Cass study 2 presents an example threat assessment report for the Bridgeshire Cheess Company (BCC), a family mmﬁ;:éfg 3Z5EES
farm owned and operated organic cheese producer selling to speciality retaders and food service businesses. The persgnal hygiene
company makes cheese from their own farm produced milk, supplemented with extemally sourced milk when protacols twice per
r.
needed. };.Ielae_'npbyees are
Figure E.2 illustrates a vulnerability assessment flowchart. {:nmgl-'%lel:‘ne\r:'ub::dor
partners.
5 = = Sensory assessment
Figure E2— Cheese Add/View (0) of ol batahas
completed prior to
release.

4 Trialks of GM Loss of organic Farmers from & 2 10 Regular communication
crops on Status neighbouring with adjacant farmers.
perimater land propenies regarding activities that

may compromise organic
status.

5 Theft of product  Value ofgoods;  Opporunist 2 3 -] Use of approved
during transport criminals W"C!GC@SVE"‘SF""

Loss of %rmm:lers.

reputation for PS tracking of

reliability vehicles.
Security seal applied
to trailer at dispatch.
Records of
traceshbiliy
maintzined.

] Remots Tampering with Cyber 5 1 & Mair';lta_in mheuoc
cyberatiackon  food safety criminals analysts i
cloud controlled  controls in "OfF Faliow NCdS_C cyber
production the peg™ SCADA s=ourity advice.
process system to reduce Software supplier has

pastewisation proven firewalls and
tmaftempersture malhwsre protction.




7 Dilution of milk - Product dilution Farmer Use of approved
addition of water supglementary milk
supgliers.
Routine testing to
detect added water.
Product traceability
maintzined.

w
e

8 Deliberate Unauthorised Operators Automated coding
mislabelling extended shelf and |abelling systams.
it path i oeiing
fracesty acivitis.
Independent
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completed for each
production run.

w
e

El Deliberate use  Consumerharm  Sales and Traceability

w
e

of out-of-date engineering maintzined.
product

Regular stock checks.
Waste management
protocols.

en

Under Operators 5 1 Roufine product testing
pazsing of food  pasteunsed for pasteurisation of each
safety product batch.

pasteurisation

TACCF gutcomes for Case study 2.

Six threats to BOC operations were identified.

b} All were assessed to be under proportionate control.

c} Acyberattack on the SCADA monitoring and control system could have a significant impact, however BCC is an
unlikely target and protective messures are up to date.

d) Loss of organic status would ham the business, but reasonable precautions are in place.

E .4 Case study 3 Add/View comments [0)

FryByMite (FbM) is a new venture lsunched by a major internet-based general trading company, offering a hot food

delivery service. The company i= 3 world leader in its software and logistics managemeant but i new to food

business operations. It recognizes its weakness in food operations and has engaged a consultant food safety

specialist for the duration of the launch and consolidation phases of FryByMite.

FryByNite aims to deliver freshly cooked, hot food to customers’ doorsteps within 30 minutes of receiving 3 web or
telephone order. The standard offering iz fish and chips, with each defivery vehicle carrying programmable fryers.

Raw product iz ordered over the internet from a network of contracted fast-food outlets. These outlets pre-prepare
the food and load it into the frying baskets used by the delivery vehicle.

A global positioning system (GPS) estimates the time to customers” premises and initiates the frying process on
route. When ready, the frying baskets withdraw automatically, the food is packaged and kept hot, o that customers.
receive hot, freshly cooked food as if they had visited the outlet in person.

The TACCF team includes:

a) Director of Human Resources (Team Leader);
b} Director of Information Systems;

¢} Food safety consultant; and

d) Faciity and security manager.
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Figure E.3 - FryByNite workflow Add/View [(U]
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Table E.5 - FryByNite threat assessment Addj] 4
Figure E.4 - Fi Nite Threat Prioritization Add/View comments (0
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Table E.& - FryByNite threat register Add/View [(0]
Rating
Threat (Likelihood - Description Further defensive action Respensibility Comment
Impact)
o Dwity review through roll-out and
Corruption T .
F1 (3.5) process contrgl  conselidation phases. Director of InfoTech I:E_a EZ[.B} wihin
system for fryers  Build contact with software year
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Track social media chatter. unlikely to change.
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H2 2.5) employes Evaluate use of body cameras Director of InfoTech Human Resources
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c3 3.2} roduct i . o Target (1,2}
132} gubs:imior sampling technologist arget (1.2)
A2 (2.4} Inter-Bank funds o inue current protocols Director of InfoTech  SUrnee cousr
L transfer failure . . adequate.
- . Malicicus product  Introduce on-going personnel Director of Human
G2 24 ‘contamination S2CUrity routines. Rezources Target (1.4)
Under
H1 i3.1) Delzys on route Continue current protocols. proportionate
control.
Inappropriste . " P - i - 1 i
i RED disposal of waste ;:y:;g‘an. promate ‘new fios ggz:ﬁ‘r}oﬁfHJmﬁ I:E;Fa‘rl } within
il - .
Under
H3 12) Damage to Continue current protogols. proportionats
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. Include handling of non-foed S— Risk asseszment
c2 1.4} Ma"; cgs_?_mduct chemicals in supplier f:on:ulltﬂ_. foo: score unlikely o
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2 1.4 Uss ofwirang o Build technology inte induction Director of Hurnan Ecso'::jﬁh:?eon
(1.4} e X
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; ; Fraudulent ~ ) ; )
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ci 1.1 Supplier not Review training of database Director of Hurnan
Y available adrmin. Resources
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o1 (1.1} GFS failure Mo further action required. proportionate
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Under
G1 (1.1} Undercaoked Mo further action required. proportionate
praduct control.

TACCP gutcomes for Case study 3 .
a) The TACCP Team plans to meet monthly to review developments unfil the new processes are embedded.

b} The TACCP Team has identified 15 threats, of which 8 require the implementation of substantive protective
measures.

c} Remote control of the frying operation creates the risk for new threats (F1) which have been prioritized and
addressed at the senior management level.

d) Precautions, i.e. appropriate training, from the launch of the initiative have kept the likelihood of assault on
employee low, but it is recognised that further work is needed.

L,

The parent company’s senior management maintains a low-profile public image reducing the Fkelinood of FbN
being targeted.
E .5 Case study 4 Add/View comments [0)
Cass study 4 is based on an established agricultural company, F. Armer & Daughters Lid. This business has evolved
from & family-owned, miced farming operation. supplying seasonal produce to local markets to a dynamic operation
offering a wide range of fresh vegetables under its “Fresh a= Can Be” propasition to retail cutlets. Additionally, it
cultivates select fruits and specialty cereals fo complement its vegetable rotation and iz exploring opporiunities to
expand its produce range for the food service sector.

The business is managed on a day-to-day basiz by the descendants of the farm’s founder. It employs 2 small team
to run the highly mechanized ceaning and packing facikty but has a heavy reliance on agricultural confractors for
farming work, using femporary employees during peak periods. It is committed to external verification of its
processes and rizk-based procedures and receives exemplary reports from certification bodies and multiple
customers alike.

The company has recently undertaken an extensive upgrade in sutomation and remote control of both farming and
pack-house operations. It is committed to the use of unmannad seral vehicles (UAVE) for crop surveillance fo better
manage imigation, application of pesticides, ferfifzers, other treatments and time of harvesting. It intends to fully
integrate chilling, cleaning, timming and packing processes, to significantly reduce the time from field to dispatch.
Az part of this initiative and as it rolls out, the Directors have contracted & consulting information security specialist to
conduct 8 TACCP exercise related specifically fo the new precision agriculture technologies. Risk management of
the conventional business is well estabfshed. The intention is to implement proportionate controls.

Table E.7-F. Armer & Daughters Ltd possible sources of malicious activity — Add/View (1]
Greatest threat from: Moderate threat from: Lowest threat from:
Hacktivists Alienated former employees zesking Competitors

vengeance

Sabotage of IT support infrastructure Activists zesking publicity Environmental campaigners
Extortionists Coniractors

Criminals stealing innovative [P




Table E.8-F. Armer & Daughters Ltd risk assessment Add/View (L]
Ths Figure E.5 — F.Armer & D s Ltd Risk Prioritizati Add,/View comments (0
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Annex F (informative)

Sources of information and intelligence — UK and EU Add/View comments [0)
F. 1 General Add/View comments (0)
From a global perspective, thers are saveral izati that il i ion for horizon ing. The
WHO, (World Heaith Organization), through INFOSAN ional Food Safety Authoriti ). and the FAD,
(Food and Agri Crganization) through EMPRE: System) and GIEWS (Global

Information and Early Waming System) of the United Mations coordinate global efforts to identify new risks and
enact control measures to minimize their impact.

This information is then disseminated to national food organizations ke the FSA, (Food Standards Agency]. in the
United Kingdom. Mational food izatis cascade this i ion to food il typically through frade
associations.

The FSA provides information about emerging risks to food supply and horizon scanning. For further information
ses

a) FSAEmerging Challenges and opportunities, https:/iwww. food . gow. I e
opportunities
b) FSA & Evid Piatform, food.gov.uk

c} FSAFood Alerts, hitps:iiwaww food gov.ukisearch?
filter type%5BFood%20alert¥%50=Focd¥%20alertafiter typelSBAllergy%2talert%50=~Allergy320alert
NOTE  Pait SubSCrption SSRWCes Which provice pRipful Nfarmation inclds:

HOrZanSEan, WNCH MOnKors giohal fod integrly issues ™
Food Fraud Database ™ and
US-CERT Unkted States Computer Readiness Team ™/

F. 2 Information and intelligence levels Add/View comments [0)

Figure F.1 i the global di ination and ofi ion and i i ashout ing risks to
food which may be usad to update TACCP aszessments. Five levels, ranging from 1 (lowest) to § (highest), may be
uszed to describe different levels of information sharing:

a) Level 1 - Food organization;
b) Level 2 - Local;

¢} Level 3 - Mational;

d) Level 4 — European; and

&) Level 5 - International.
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Figure F.1-Di ination of i ion and i i about jing risks to food
Add/View (0]

EMPRES: Emergency Preventsan System
far Food Safety (Food & Agricutture Grganisation)

INFOSAM: internaticnal Food Safety

& Ag
Warld Health Organiation)

& Early
EURDPEAN
RASFF: Rapid Alert System for Food & Feed
(Eurcpean Commission
EFSA: Europesn Food Safety Authority

F.3 International organizations Add/View comments [0)
In addition to the isati ible for the i o i ination of i ion and intelli on
emearging risks, the following entifies provide varying levels of support in the area of food defence. Further details
can be found on their respective websites.

a) European Food Safety Authority (EFSA) provides scienfific support.
b) Europol provides law enforcement.
c)} Rapid Alert Systemn for Food and Feed (RASFF) provide EU alerts.




F.4 European organizations Add/View comments [0)
European Government and Food Indusiry Associations may provide additional sector specific food defence
guidance, best practice recommendations, training and confidential indusiry alert systems. Further details can be
found on their respectve websites.

a) AIPCEE CEP (Fish Processors & Traders).
b) CEEREAL P Cereal iation).
c} CLITRAVI (The Lisison Cenire for the Meat Processing Industry in the European Union).

d) COPA & COGECA (European Farmers).

g

Eucolait (European Dairy Trading).

fi  European Dairy Association (Eurcpean Milk Processing).
g) European Chilled Food Federation (ECFF).

h} Eurcpean Smoked Salmon Association (ESSA).

i} European Sprouted Seeds Association.

j} FEFAC (European Feed Manufacturers Federation).

k} Food Drink Europe.

I} Fresh Fel (Fresh Produce).

m) Profel (European iafion of Fruit & Veg Pre =0rs)
n) UECBV {European Livestock & Meat Trades Union).
F.5 National UK organizations Add/View comments [0)

UK, Government and Food Industry Associations may provide additional sector specific food defence guidance, best
practice recommendations, training and confidential industry alert systems. Further details can be found on their
respective websites.

a) Animal and Plant Health Agency (APHA).

b

Agricultural Industries Confederation.
c)} Association of Independent Meat Supoliers.
d) British Frozen Food Federation.

e) British Meat Processors Association.

fi  British Poultry Council.

g) British Veterinary Association.

h} Chilled Food Association.

Cold Chain Federation.

j}  Council for Responsible Mutrition Uk
k} Dairy UkC

I} Food and Drink Federation.

} Fresh Produce Consortium.

n) Foodchain and Biomass Renewables Association.

Health Food Manufacturers Association.

L

nternational Meat Trade Association.

=

q) Mational Farmers Union of England and Wales.
r}  Mut and Dried Fruit Trade Association.

5} Packaging Federation.

t)  Proprietary Association of Great Britain.
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u) Provision Trade Federation.

v} Rice Azsociation.

'} Road Haulage Association.

®)} Science and Advice for Scottish Agriculture (SASA)

¥} Scottish Salmon.

z)} Specislist Chessemakers Association.

aa) The Association of Port Health Authorities.

bb) The Shellfish Association of Great Britain.

cc) UK Flour Milers.

dd} UK Pet Food.

F.& Reporting food defence incidents and concerns Add/View comments [0)
Reporting an actual food defence incident helps autherities understand the nature and extent of food defence threats
and can prevent wider harm.

The appropriate agency depends on the location of the food business, the fype of food product and the nature of the
incident. Incidents and concems of criminal activity can be provided to the following organizations:

a) Food Agency https:iwww food gov.ukiac i i Fety nireport-a-food-crime ;
and

b) Scottish Food Crime Hotline 0800 028 7826 hitps:/waww foc o seobi; port-3-
food-problem .

Annex G (informative)
Complementary approaches to food and drink protection Add/View comments [0)

G. 1 FDA Food Defence Mitigation Strategies Database (USA) Add/View comments [0)
The Food Defence Mitigation Strategies Database is an FDA-developed online too! that serves as a reference library
of practical mitigation sirategies o help food faciities reduce vulnerabilifies due to intentional adulteration. It can
aszsist food businesses in identifying and selecting mitigation measures for actionable process steps (high-risk points
identified in vulnerability assessments).

This database includes a list of mitigation strategies tied fo common high-risk activities, e.g. bulk liquid handling,
ingredient staging. and provides examples covering physical, operational and personnel-based confrols.

For further information see https:iiwww. fda_ govifoodfood-defen: itigatii 3

Fres basic food defence awareness training available. Further information can be found on their websita:
hitps:-liweww.fda gowfood/food-defense-fraining: ion/focd-defense-101-front-line loyee .

The FDA also provides scenarios based on intentional and unintentional food contamination events to test
emergency response plans, protocols and procedures. Further information can be found on their website:
hitps:liweww.fda gowfoodfood-defense-tools/food-related. ise-bundle-free-b .

5.2 Food Crime Risk Profiling Tool, Scottish Food Crime and Investigations Unit, [ SFCIU)

Add/View ts (0
The SFCIU has developed 3 Food Crime Risk Profiing Tool to assist Food Business View comments (0)
Operators in assessing their vuinerability fo food crime and identifying measures to mitigate these risks. Further

information can be found on their website: hitps:/iwaww. gov. i sidance/running-a-food-
i d-crime-and-ya isk-profiling-tocd .




G.2 UK Food Crime Strategic Assessment Add/View comments [0)

The UK Food Crime Strategic Assessment (FCSA) is 3 joint assessment produced by the Food Standards Agency's
Mational Food Crime Unit (MFCLU) and Food Standards Scotland's Scottish Food Crime and Incidents Unit (SFCIU).
This guide uses a rizk-based framework to evaluate threats, covering 7 types of food crime:

a) document Fraud — e.g. fake certificates of conformity;
b) theft —e.g. hijacked shipments:

©)} waste diversion — e.g. flegal reuse of expired goods;
d) unlawful processing — e.g. unlicensed slaughter;

&) substtution — e.g. cheaper meats sold as premium;
)  misrepresentation — e.g. false origin labelling; and

g) adufteration — e.g. adding undeclared substances.

This tool can b2 downloaded from their website: hitos:fwww food.gow. i files/media/document/FSA-
Food%20Crime%20Strateqy%202024. pdf .

G.4 Food Standards Agency (UK) Add/View comments [0)
The Food Standards Agency's National Food Crime Unit (MFCU) has developad a Food Fraud il Self-
Azsessment Tool to provide support, guidance, and advice to food businesses on food fraud. Further information can
be found on their website: httos:/fwww.food govukfood-fraud-resilence-self tool .

G.5 SSAFE Add/View comments [0)
SEAFE offers a free Food Fraud Vulnerability Tool to help food businesses identify vulnerabifties to fraudulent
activity. develop mitigation plans, and assess risk at the ingredient, product, or P ide level. Further
information can be found on their website: hitps:\'waw ssafe-food.orgitoolsfood-fraud. ili inal .
G.6 UK Food and Drink Federation Add/View comments [0)

The UK. Foed and Drink Federation's (FOF) Guide | Food suthenticity: Five steps to help protect your business from
food frawd [28] follows on from FOF's guide, Riske under the radar - Anficipsting supply chain risks for the UK food
&nd drink sector [30] and provides information on:

3) mapping 2 business supply chain;
b) identifying impacts, risks and opportunities;
©) =assessing and prioritizing the findings;

d) creating a plan of action; and

&) i ing. tracking, reviewing and

Further information can be found on their website: hitps:/fwaww fdf org, i icati i d-
authenticity/

G.7USDA Add/View comments [0)

The USDA provides a Food Defence Surveillance Findings Checklist that can be used by businesses to asssss
threats to a business. This form can be downloaded from their website:
hitps:/iwww fsis.usda_ govisites/ IFSIS-Form/5420-3.pf.

NOTE  Carver + Shook was referenced 11 previous PAS edifions. | has been removed o this Saifion 25 SThougn I 6N S8 be Lssd, 1 15 na
fanger the primary FDA-recammendsd matadoiagy for FSMA Intentional Adulleration (1A) Rule campliznce (21 CFR 121 ) (311
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Bibliography Add/View comments (0)
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