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An Investigation Report of Citizen's Attitudes toward the Handling of Electronic Medi-
cal and Medicine Information: Yoshida M*', Tanaka K*?, Shinoda H*®, Yamamoto R*'

[Introduction] The progress of PHR services is expected to contribute to the management of
lifetime records of patient’s health and medical information and to contribute for future medical
treatments. In terms of privacy of patients, it is important for the adequate progress of PHR
services that patients can select the ways of their own clinical information by themselves, and
investigations of the citizen's requests and needs toward the handling of clinical information.

[(Methods] In this study, we conducted web questionnaire survey, twice, concerning about
the handling of clinical information and analyzed the results by cross tabulation.

[Results] 80% of questionee answered that PHR services are necessary. It was revealed by

cross tabulation analysis that citizens who feel insecure about the information security think
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these sensitive services to be operated by public agencies. Also it was revealed that people with

some diseases place more importance of PHR services than people without diseases. About the

handling of maternal handbook, it was revealed that citizens prefer the use for future medical

treatments of their children and themselves than the use for medical researches and develop-

ments of drugs.

[Conclusion] Based on the citizen's attitudes of this study, PHR services should be operated

by public agencies in the point of financial costs and information security. Moreover, the ser-

vices should be promoted with the establishment of ID infrastructure in the medical fields.

Key words: PHR, Privacy, Web questionnaire survey, Use of electronic clinical information,

Electronic prescription record
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An Investigation Report of Citizen's attitudes toward the handling
ofElectronic Medical and Medicine Information associated with

Electronic Prescription.
Mayumi Yoshida™ Katsuya Tanaka” Ryuichi Yamamoto™
“"Medical Information System Development Center “The University of Tokyo Hospital

[Introduction] Based on the adoption of electronic prescription in Apr. 2016, it is supposed that preparations for electronic
prescription notebook and PHR (Personal Health Record) will be facilitated also with identification infrastructure dedicated
to clinical use. For the growth of these electronic services, the agreements of citizens as patients are vital and so these
services must have benefits for practical use and contribute to a sense of ease.

[Method] We conducted an online survey to 2060 citizens in Mar. 2016, 15 questions including such as electronic
prescription and pharmacist system.

[Results] Utilization of medication notebook was 5%. 30% of questionee have family pharmacy. Concerning electronic
medicine notebook, 35% answered pharmacists should view under the consent. And about over-the-counter drugs, 70%
answered, the first drug class must be stated to the notebook.

[Conclusion] In this paper, we conducted a survey research focusing on privacy protection, use of electronic medical
information and electronic prescription and studied about proper use of electronic clinical information. The result shows that
citizens have a tendency to stick to consents, have interests in the use of their information, and have advanced understanding
on privacy. The revision of the Personal Information Protection Acts for protecting data will be effective in most issues, but
may be insufficient for entire peace of mind of citizens to deal their health information. Authors suggest that it is necessary
to enlighten the citizens to recognize proper manner of consents to utilize their health information.

Keywords: Electronic Prescription, Personal Health Record, Privacy, Web Questionnaire Survey, Secondary

use
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An Investigation Report of Citizen's attitudes toward the handling of Electronical

Medical and Medicine Information.

Mayumi YOSHIDA", Katsuya TANAKA?, Ryuichi YAMAMOTO"

1) Medical Information System Development Center 2)The University of Tokyo Hospital

Introduction

Situation:

- Revision of Privacy Protection Acts in Japan

- E-Prescription is adopted in Apr. 2016

- Several applications of electronic madication notebook are available on
smartphones

- Personal Health Record services have not been in operation widely yet

- Personal number card have been distributed since the of Jan. 2016

- Universal ldentification number for the medical field is now under consideration

- Privacy protection on utilizing health records and benefit for the citizens are major

Issues for the promotion of electronic handling of health information

Fig.2 . Method of receiving electronic dispensing information

Objective:

- To Investigate citizen’s attitudes toward the handling of electronical medical
Information and Personal Health Record (PHR) services

- To investigate the present status of electronic handling of medical records by the
citizens

- Results of this study would be useful for the promotion of adequate PHRs, which
can be accepted by the citizens and can enable to establish a lifelong management
of health care information and secondary use for public health

- Discuss about the key factors about the PHRs which can be adopted by citizens

Methods:

* Web guestionnaire, 4 times total

Questions:

* The basic information such as their living environment, age, health condition and
family structure.(for every survey)

» Date and number of respondents and topics on each survey are as follows,

« 1st survey, July, 2012, 3090 respondents

Aged 20 and above in Japan, 5 prefectures (Tokyo,Miyagi,Wakayama,Aichi,Fukuo
ka), 35 questions including experience of on-line shopping, credit card for payments,
medication notebooks, medical test results, secondary use about their medical
iInformation, and opinions about PHRs.

* 2nd survey, March 2014, 2266 respondents

Aged 20 and above in Japan, 45 questions including experience with electronic
clinical and pharmacy information, their requests for future PHRs, usage of
medication notebooks, electronic medication notebooks and maternal child health
handbooks, and opinions about a dedicated medical ID system.

« 3rd survey, Sep 2015, 3090 respondents

Aged 20 and above in Japan, 23 questions including secondhand use of electrical
medication history, electronic medication notebooks and maternal child health
handbooks

* 4th survey, March 2016, 2060 respondents

Aged 20 and above in Japan, 15 guestions including electronic prescription and

pharmacist system

Results

Respondents' profile <the second survey>

- male/female ratio was 46:54

- Age distribution : 20~29 :14.9%, 30~39 :26.6%, 40~49:27.6%, 50~59:18.8%,
60 and more :12.1%.

- The respondents of each surveys showed roughly the same male/female ratio

and age composition.

Figl. The necessity of PHRSs.

The necessity for PHRs (N= 2266)

No,l don’t need
PHRs.
17.6%

such as medical institutions,

health centers 18.7%

Prefer to receive by e—mails

27.8%

Prefer to use on kiosk terminals, at

pharmacies, government offices and

Prefer to receive by smartphones, tablets,
or cell phones and store in these mobile

devices
13.0%

Prefer to receive by CD—-ROMs
or USBs to use on computers
24.5%

Prefer to receive by cloud services for using
on smartphones, than to store information in

Tab.2 Necessity for clinical Information by warry about online
shopping(N=3090)

x square value=19.64872912 P=0.05

mobile devices 16.0%

Q. Which is preferable in receiving your electronic
dispensing information? (n=2266)

To does not get lost 7.9%

Easy to handle the information

17.7%

To share my dispensing
information to others by
copying it when needed 0.8%

To prevent others to access
my dispensing information
4.4%

Q. What is the reason of selecting the method of receiving electronic

No need to manage the storage
itself13.6%

To enable urgent access to my dispensing information
when needed 37.9%

dispensing information?(n=2266)

To store and
manage my
dispensing

information by

myself 17.7%

dispensing information

Fig.3 . The reasons for method of receiving electronic

pharmacists
26.5%

time I permit the access,

Pharmacists are allowed to
access my medical records each

because I prefer not to access
my medical records by any

Pharmacists are allowed to
access any part of my medical
records when needed, but all the
access should be logged for
audit by patients 32.9%

Q. Which is preferable if your pharmacist will access your
medical records at pharmacies? (N=2266)

Pharmacists are allowed to
access necessary part of

my medical records in my
sight 17.3%

Pharmacists are

allowed to access

any part of my
medical records
only for my
treatment when
needed

23.3%

Fig.4 Your pharmacist access your medical records

at pharmacies.

The necessity for Electronic Medicine Notebook?

(n=2266)

Yes, if it is free.

Yes, even if | have to pay for it.

4.7%

87.0%

“It's being used at present”. 1.9%

medication notebooks (N=2266)

Fig.5 The necessity of Medication Notobooks.

Q. The Usage of smartphone application digitalized

“It was used in the past”: 2.5%.

Tab.1 Necessity for PHRs by warry about online
shoppina(N=3090)

X square value=6.762965692 P=0.05

Yes,] need PHRs.
82.4%

Q. The reason that not necessity for PHRS (N=399)

"I think we do not need anything more than the current system that
maternal child health handbook and medication notebooks on paper" is
66.9%

"l am afraid about the high cost" is 65.4%

No need for Need for PHR Total

PHR system |system ot
Warry about s (584) 2638 (94.2%) 2801
online shopping
No warry aboutl,g (g g4 261 (90.3%) 289
online shopping
Total 191 2899 3090

"l am afraid about the security issues such as information leaks" is 59.9%

No need to Need to
receive clinical receive clinical Total

iInformation iInformation
Warry about 406 (3.8%) 2695 (96.2%) 2801
online shopping
No warry about 5 g gy 262 (90.7%) 289
Inline shopping
Total 133 2957 3090

Tab.3 Necessity for PHRs by health condition(N=2266)
X square T1=10.65

Need for No need for Total
PHR PHR
With some
health 1402 268 (16.0%) 1670
(84.0%)
problems
Without any 465
health 131 (22.0%) 596
(78.0%)
problems
Total 1867 399 2266

Discussion and Conclution

- |t became clear that many citizens with a certain level of IT literacy want PHRs and
that people with health problems tend to have a stronger wish for PHRSs.

- Over 90 percent of the respondents answered that they would like to also use
electronic medication notebooks, but It wasn't widely used at present.

- Over 80 percent of the respondents who have medication notebooks replied that
they are using them, and less than 20 percent stated that if medication information
IS digitalized, they will only access them on specialized terminals installed in
administrative organs, while 80 percent answered they will use them by themselves,
and thus most of the citizens have a positive attitude willing to use their information
by themselves.

- Many of Japan's citizens with a certain level of IT literacy are very interested In
medical care and health information, and that almost all of them want PHRs.

- It is interesting that this tendency is the most prominent among people who actively
use on-line shopping and other network applications.

- People who feel apprehensive towards the Internet also tend to want their clinical
Information and want PHRSs.

- As Japan has recently made a revision of the Act for Protection of Personal Data
held by Administrative Organs and citizens were given personal number cards,
citizens are increasingly becoming interested in personal medical and health
iInformation, and as the federal government of the U.S. has already launched a PHR
service named Blue Button and the number of its users is rapidly increasing, the
demand for PHRs operated by the state may well increase in Japan also.

- To create PHRs and electronic medication notebooks systems in adequate way,
there Is a need to furnish the system in a way that would lead to understanding of
and foster sense of security among the citizens - also regarding secondary use of

anonymized information.
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@ Keynote Address @ Current Situation regarding Health Database Utilization and Related Legislative Systems in Japan

sible to identify a person using the normal data, for
both the insurance claim data and the specific
health check-up data. However, the ID numbers of
the healthcare institutions that submitted insur-
ance claims or health check-up data remain. In
that sense, it is technically possible to perform an
analysis on a particular clinic, for example a clinic
run by a private practitioner, without compromis-
ing patient privacy. The possibility of identifying
exact individuals is thus still not zero when the
care provided was extremely rare or when ex-
tremely rare drugs were used, even without their
names or dates of birth.

It is also possible to link data that belong to the
same person because the hashed value will be the
same. Thus, it is technically possible for someone
familiar with a certain patient to identify the source
of the information from medical history or health
check-up record data over a very extensive period.
For this reason, the NDB data are regarded as nor-
mally un-identifiable, but not fully anonymized.

As for the volume of data accumulated, there

are approximately 12 billion pieces of insurance
claim data and 200 million pieces of health check-
up data. All of them exist as individual data, and
there are also sample datasets available besides
these individual data. A sample dataset can be cre-
ated by sampling the 1% of outpatient data and
10% of inpatient data of a given month, and re-
placing unique data such as that for very rare dis-
onses; medical procedlircs, and drugs with dummy
data, -
- ‘The other type of sample datasets is called a ba-
slo-dataset. This dataset also contains 5% of the
data-of a given month, and is available such that
tho-data from the same patients can be linked to-
gether. It has been debated recently that this data-
set might be more useful with some additional in-
formation, such as the zip codes to indicate the
areas of residences.

So far, about 140 research projects have re-
ceived sets of Individual data, sample datasets,
and basic datasets. From these projects, over 100
peer-reviewed scientific articles have been pub-
lished already—all from the NDB database.

(Slide 7)

Usage of NDB

Usage under “Elderly Person’s Usage for other purposes
Health Care Act” without any legislation support
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As for the procedure regarding data delivery,
this database was created according to a law, as I
mentioned earlier. Therefore, the pieces of data
that are regulated under the law must follow the
provisions of the law. However, other pieces of
data not stipulated in the law are available for
study because this database is intended to strongly
serve the public interest. Various researchers and
organizations affiliated with municipal govern-
ments and the national government are currently
making use of the NDB in the interests of public
good and safety (Slide 7).

The availability of data for such use is not stip-
ulated in the law, so guidelines had to be devel-
oped first. Applications for use of these data are
accepted if they meet the bare minimum prerequi-
sites of securing the public benefit and ensuring
non-disruption of the patients as well as the health-
care institutions, checkup facilities and insurers
that submitted insurance claims for medical fees
and specific health check-ups and guidance.

The Board of Experts, which consists of experts
and representatives from the JMA, the Japan Den-
tal Association, and the Japan Pharmaceutical As-
sociation, in which I serve as a chairperson, exam-
ines each application submitted, ensures that “this
project will contribute to society” and that “it will
not cause trouble for the patients and healthcare
institutions.” We then advise the Minister of
Health, Labour and Welfare to provide the re-
quested data. Upon receiving our advice, the Min-
ister of Health, Labour and Welfare then provides
the dataset. This system of data delivery has been
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The revision of the PIPA has been in progress
for 3 to 4 years now. First, the Act of 2005 pro-
vides rules, but they are very reserved and ex-
tremely loose when it comes to penalty. The unit
of enforcement was an organization, and the rules
were insufficient to control and deter those who
have truly ill intentions.

Another issue was the usefulness of the Act.
Personal information can help develop society as a
whole through its positive use. The Act was estab-
lished to set rules for not causing any inconve-
nience to individuals and to avoid violation of
their rights; however, as the name of the law im-
plies, the operation of the law tended to focus too
much on “protection.”

Additionally, the Act did not define what consti-
tuted personal information—namely, it did not
clearly lay down the standards as to how far iden-
tifiability had to be reduced for personal informa-
tion to no longer be considered personal. There-
fore, one person might think that erasing names
and dates of birth from personal information is
enough to use the information freely without con-
sent on the one hand, while on the other hand,
someone else might think that erasing names and
dates of birth is not enough because the source can
still be identifiable through street addresses or
shopping history. Such extremes in opinions fed
people’s anxiety.

Understandably, this anxiety made both the user
side and the source side feel unsure. So, the law
was revised to ensure how “this sort of informa-
tion can be used” and “we will never inconve-
nience you because we have de-identified your
information this much.”

I will now list some characteristics of the re-
vised Act, which came into effect on May 30th.
One that is relevant to both health databases and
biobanks is the creation of Identifying Codes (i.e.,
personal identification codes). This is information
that alone allows us to identify the exact individu-
al. For example, a passport number is unique, so a
passport number alone can allow one to identify
the exact individual.

A genome sequence is also considered a type of
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Identifying Code. A whole genome is naturally an
identifiable code; however, it is yet not defined in
detail as to how small the genome information
should be to be no longer considered personal in-
formation. The Personal Information Protection
Committee has issued a set of standards for the
time being, but more deliberation is believed to be
necessary.

Another thing to consider is the “weight” or
sensitivity of the personal information—some in-
formation is heavy or highly confidential, whereas
some is light or not so sensitive. For example, a
point card is used when shopping at a grocery
store. It creates data on who bought what at how
much at a store, and this is considered personal
information—the same applies to a medical record
at a hospital. Prior to the revision of the Act, both
shopping history data and medical record data
were equally considered personal information.

In the revised Act that has adopted the concept
of sensitive data, however, shopping data and
medical record data are treated differently. Almost
all health data are designated as sensitive data.
Once classified as sensitive data—technically
called “personal information with due consider-
ation” in Japan—the data cannot be obtained with-
out the consent of the source individuals. Sensitive
data cannot be offered to a third parity without
consent, and the purposes of use cannot be
changed. For other types of data, there is an option
of “opting out”—that is, the intent to offer data to
a third party is made widely known to the public,
and the data can be made available upon notifying
the Personal Information Protection Committee if
rejection is not received from the individuals.
However, this “opt out” is not allowed for sensi-
tive data under the law.

With this revision, healthcare institutions in
general such as hospitals, clinics, long-term care
facilities, or health check-up centers cannot offer
patient data to anyone without first obtaining the
individual patient’s consent. In this sense, a genet-
ic analysis for a commercial purpose might be per-
formed with his/her consent, but the risk of his/her
materials being used for other intentions has been
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Study on how to obtain patient consent in regional medical cooperation
network based on consciousness survey for doctors and utilization of
information
Mayumi Yoshida™ , Katsuya Tanaka*?, Ryuichi Yamamoto™
*1 Medical Information System Development Center. *2 The University of University of Tokyo Hospital

Regional medical cooperation networks exist over 200, although there are differences in scale. It is on an increasing
trend, and expansion and interconnection are also increasing. Until now, we have been collaborating for the purpose
of shared use between facilities, but due to the implementation of the revised Personal Information Protection Act
in May this year, it is clear that in order to provide a third party of medical history which is necessity care personal
information, In order to operate the regional medical cooperation network, in principle, the patient's opt-in consent
is required. In order to grasp the current situation of patient consent in the regional medical cooperation network,
after conducting interview survey to the administrator, we conduct a Web questionnaire survey to doctors and
analyzed the results. We examined how to acquire consent in future regional cooperation net.

Keywords: Patient consent, Privacy, Consciousness Survey, Regional Medical Collaboration Network,
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Survey report on doctor’s consciousness
toward the acquisition of patient's consents
cooperative care.

Mayumi YOSHIDA®!, Katsuya TANAKAZP, Ryuichi YAMAMOTO?
@Medical Information System Development Center, Tokyo, Japan
®The University of Tokyo Hospital, Tokyo, Japan

Abstract. In Japan, over 200 regional medical cooperation networks exist, although
there are differences in their operations. These networks are increasing and have
been interconnected with each other. Japanese Personal Information Protection Act
has been revised in May 2017, and the medical information is designated to require
opt-in consent from patients for the provision to third parties. In principle, the Act
needs us to acquire patient’s consent for the use in the regional medical cooperation
network among medical institutions. In order to recognize the actual situation of
operation about patient’s consent, we conducted an interview survey to the
administrator and Web questionnaire survey to doctors. The results of the survey
suggest the conflicts between the Act and real situation. We should discuss desirable
operation for the acquisition of patient’s consent among regional cooperation
networks.

Keywords. Patient consent, Privacy, Cooperation Medical, Regional Medical
Collaboration Network, Utilization

1. Introduction

In Japan, various regional medical collaboration networks have been developed for
the purpose of carrying out information cooperation with neighboring medical
institutions and cooperating agencies in order to facilitate patient care and treatment.
According to the Personal Information Protection Act revised in May 2017, in order to
implement a regional medical cooperation network, it is necessary for us to obtain
explicit consent from patients. Medical institutions in our country seem to be unfamiliar
to desirable ways of acquiring consent from patients, so we carried out a survey of current
situation of operation and investigated to discuss the appropriate method.

2. Method

In order to recognize the current situation of operation about patient consent in the
regional medical cooperation network, we conducted a web questionnaire survey to 440
doctors in Japan about the contexts of the respondents, current operation details of
patient’s consents. According to the results, we investigated how we should operate
patient’s consent among future regional cooperation networks in our country.

! Corresponding Author, Medical Information System Development Center, 1-1
Kagurazaka, Shinjuku, Tokyo, Japan; E-mail: myoshida@medis.or.jp.



3. Result

The main questionnaire results are listed below.

1) The status of computerization in the clinic: 59.5% answered "I used the terminal
for medical service (EHR etc.) and the terminal that can connect to the Internet
separately and used it for each purpose".

2) The method of cooperation with neighbor hospitals and clinics: 83.0% answered
"cooperation by telephone / FAX", and 11.8% answered "exchange of electronic
information using the Internet”.

3) Participation of regional medical cooperation network: 31.6% answered
"participating".

4) The status of acquisition of consent from patients in the regional medical
cooperation network: 32.4% answered "Not agreeable, because it is notified by HP,
etc. (Implied Consent)™" and 30.9% answered “Acquired Expressed Consent at the
time of first visit”.

5)  There are almost no withdrawals of consent from patients.

6) Target medical records to be shared among regional medical cooperation network:
36.8% answered “The whole medical records” and 22.5% answered “Only the most
recent records”.

4. Discussion

Most institutions have introduced EHR systems but many institutions separate the
Internet from the EHR system, and exchange information among regional medical
institutions off-line. In the developing situation of on-line medical record sharing in our
country, the survey results show the gap between the Act and the real situation yet.
Electronical sharing of medical records has the risk of accidental leaks, explicit consent
from patients are crucial for the operation of regional medical cooperation despite of the
ratio of withdrawals. We should enlighten the requirements by the Act and promote the
desirable ways of patient’s consent acquisition for the on-line sharing.

5. Conclusion

Although electronical operation in medical institutions is progressing, exchange of
information with other agencies is mostly achieved by telephone and fax. However, the
regional medical cooperation network has also increased rapidly in recent years, and
from now on it is thought that the exchange of electronic data online also increases. In
addition, because Health big data is expected to be utilized for epidemiological research
and drug discovery purposes, so it is important to acquire explicit consent while giving
a feeling of security to patients based on the Act.

References
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Situation:

* |n Japan, patients can select medical institution freely, regional
medical cooperation networks (hereinafter, RMCNSs) have been
developed for the purpose of carrying out information
cooperation with neighboring medical institutions and
cooperating agencies aiming continuous care and treatment.

« 200 RMCNs exist, whose operations differ from each other.

Introduction

Objective:

* According to the Personal Information Protection Act revised In
May 2017, it is necessary for us to obtain explicit consent from
patients to share the patient information in a RMCN.

* Medical institutions in our country seem to be unfamiliar to
desirable ways of acquiring consent from patients

* A survey of current situation of operation is necessary to

kinvestigate and discuss the appropriate method for our country.

/
/ Methods

* Web questionnaire, in March 2017 \

* Respondent: 440 domestic doctors.

* Questions: 20 items, including respondent’s profile (clinical
history, department, scale of institution, number of beds), the
Internet environment of belonging facility, the type of IT
equipment, management method of medical information to be
handled, cognition of revised personal information protection

Results

law, acquisition status of my number card, and necessity of
Respondent’s profile: N=440 \

Qedicated ID in medical field.

« 36% had been in practice for 20 to 30 years(largest), and 28%
between 10 and 20 years

« 23% practiced general internal medicine and 43% worked for
a general hospital

« 27% of facilities had over 500 hospital beds (largest)

* 10% of facilities were located in Tokyo and 10% were located
In Osaka. Kanto was the most represented region, at 29%,
followed by the Kansail and Chuetsu regions.

» This profile was representative of doctors in Japan in terms of
geographic area, practice area, age, and other factors, no
major bias was observed.

Followings are the major results: N=440

1. The status of computerization in the clinic: 59.5% answered
"l used the terminal for medical service (EHR etc.) and the
terminal that can connect to the Internet separately and used
it for each purpose”. and 20.0% answered “exam room
computers do not connect to the internet and/or everything is
recorded on paper or film without using computers” .

2. The method of cooperation with neighbor hospitals and
clinics: 83.0% answered "cooperation by telephone / FAX",
51.4% answered “paper such as regional medical
collaboration critical path”, 43.9% answered “electronic
media such as CD-ROMs and USB memory sticks” and
11.8% answered "exchange of electronic information using
the Internet".

-

4. The acquisition of consent from patients in RMCNs (N=139) :
32.4% answered "Not agreeable, because it is notified by HP,
etc. (Implied Consent)”, 30.9% answered “Acquired Expressed
Consent at the first visit’, 25.2% answered “Consent are
unnecessary, if sharing information with the network Is just a part
of treatment”

5. There are almost no withdrawals of consent from patients.

6. Target medical records to be shared among RMCNs: 36.8%
answered “The whole medical records” and 22.5% answered
“Only the most recent records”.

The methods of collaboration with regional hospitals The current internet environment in the exam room

and clinics (Multiple Answer) n=440 during outpatient care (n=440) Single Answer

‘no outpatient care “clinical computers handling

“other”
1.1%

provided”
3.6%

“telephone and fax” patient information such as

“baper, such as regional medical electronic patient records and

. o ” other computers are connected to
collaboration critical path “exam room computers do

« . . the internet and can communicate
electronic media such as CD—ROMs not connect to the internet

externally”
15.7%

and USB memory sticks and/or everything is

“reports and summaries containing recorded on paper or film

image data without using computers”

“text data such as prescription 20.0%

. : ” “clinical computers handling patient
information and screening results

information such as electronic

“other” |- patient records are not connected
to the internet, other computers are
“no collaboration” | - connected to the internet.

59.6%

Q Participation of RMCNs: 31.6% answered "participating". /

Figure 1. Facility Network Environment

Tablel. Clinical Collaboration Methods

~

4 Discussion and Conclusion

* Most institutions have introduced EHR systems but many
Institutions separate the Internet from the EHR system, and
exchange information among regional medical institutions
off-line.

 |n the developing situation of on-line medical record sharing
In our country, the survey results show the gap between the
Act and the real situation yet.

» Electronical sharing of medical records has the risk of
accidental leaks, explicit consent from patients are crucial for
the operation of regional medical cooperation despite of the
guite low ratio of withdrawals.

* We should enlighten the requirements by the Act and
promote the desirable ways of patient’s consent acquisition
for the on-line sharing.

» Although electronical operation in medical institutions is
progressing, exchange of information with other agencies is
mostly achieved by telephone and fax.

 However, RMCNs have also increased rapidly in recent
years, and from now on it is thought that the exchange of
electronic data online also increases.

* |n addition, because Health big data is expected to be
utilized for epidemiological research and drug discovery
purposes, so It is important to acquire explicit consent while

\giving a feeling of security to patients based on the Act.

/
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