1D



PHR

19

24

30

35



H8 022)

WEB
ISO TS17975

ID

PHR
WEB

PHR



1D

C-1 ID

1990
2007

2016 1

2014
2016

Master Patient Index MPI



ID

C-2 ICT

ICT

1%

2000

ICT
ICT

ICT

ICT

ICT

270

ICT



SNS
2010 2011

WEB

2000



2017 5

ICT



ICT



2020

ID

l) , "
, vol. 60,
No. 9, pp. 619-628, 2017
2) , n
, vol. 18,

No.3 pp. 150-156, 2018

3 Mayumi Yoshida, Katsuya Tanaka,
Ryuichi Yamamoto. “ Survey report on
doctor's consciousness toward the
acquisition of patient’'s consents in
cooperative care” Medical Infomatics
Europa2018 (MIE2018), Poster
Presentation, Gothenburg, April 24-26,
2018

4

37
( 18
) ,P507-511 , 2017
11
5) Ryuichi Yamamoto, “[Keynote Address]
Current Situation regarding Health”,
International Conference on Current
Situation and Challenges of Health,
Database in Each Country Database

Utilization and Relatied Legislative



Systems in Japan, Japan Medical
Association Auditorium, Tokyo, 2017/5/13



ID

ID

data subjects

H28-

(Vioxx)

-022



1 (Vioxx)

1999

80
8000 2003
25

2004

data subjects



1990

Americans with Disabilities Act,

ADA

ADA

program

ADA

2500

1990

wellness

(A)

200

Fitbit

89

(B)

(2016

(©)

83

HIPAA



(L)
(M)
(F)E

(0)

addresses (H)

Q)
(R)
(K)

2014

2014

2014

(D)
(E)

(N)
(URLs) (G)

(P)

U]
()

7000

IBM

2016 UCLA

1990

Americans with Disabilities

Act ADA,

Civil Rights Act(1964

Information
GINA)

)

2008
(Genetic

Nondiscrimination  Act;



A

(®

©

and minor

1

substantially,

transitory



the Law of Employment Discrimination,
99 lowa Law Review 571, 577-579 (2014).

Sharona Hoffman, Big Data and the
Americans with Disabilities Act, 68 2.
Hastings Law Journal 777 (2017).

2007 3.
Rodney Jones v. Gulf Coast Health
Care of Delaware, LLC ,(11th Cir.Ct. of
Appeal, No. 16-11142,Decided: April 19,
2017).
1991

1991
ADA, 42 U.S.C.§ 12102 (3)(A)-(B).

Equal Pay Act

Jessica L. Roberts , Healthism and






D
2)
3)

4)
5)
6)
7)
8)
9

ID

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
28 1

ID

ID

ID

H28-

-022

ICT



ID

29

ID

ID

ID

D

ID

1D



DB




5)

6)

)

8)

1D

DB

ID

ID

1D

DB

9) ID
ID

8)

10)
1) 9

ID

28

10 8

1D

15

ID
ID
3,000 7/
8 15
100
1,000



ID

9

9

D

1D
29

E-2)

o
o o

o

o

= a A o

o
~
—
: I ~ ~ ~ ~ ~ ~ ~ ~
w w — QN ™ < Lo © ™~ ©

ID






out

1D

23

Opt-out

2

1D

PHR

Opt-

HL7 CDA

Opt-out

pt-out

EHR PHR

HL7 CDAR R2 Implement
ation Guide: Privacy Consent Directive
S, Release 1

B.
HL7 CDAR R2 Implementation Guide:
Privacy Consent Directives, Release 1



1.2

section

1.2.1. Privacy Consent Details Section

C.
1. Privacy Consent Directives, Release Consent Directive Entry
1 entry
Privacy Consent Directives, Rele
ase 1 1.2.1.1. Consent Directive Entry
H Consent Directive Entry
L7 CDA R2
Privacy Consent Directiv
es - Consent Directive Structured Defin
HL7 CDA R2 ition act
1.1.

1.1.1. authenticator, author,

legalAuthenticator

1.1.2. informationRecipient - Computable Policy Consent observ
ation
ODRL, XrML, XACML

1.1.3. custodian

Scanned Privacy Consent observat

1.1.4. relatedDocument ionMedia

PDF Base64



1.2.1.2. Consent Directive Structured
Definition 3

Consent Directive Structured Definition

A) Criterium Information Definiti
on

code code/effectiveTime/id

purpose of use code
HL7 PurposeOfUse
B) Criterium Related Protected Pr

oblem
informant
custodian
C) Confidentiality Security Observ
I1HI Receiving Provider ation
participant code
IRCP Information Recipient - Security Label

security obligations/refrains

Consent Action
1.2.1.3. Scanned Privacy Consent
ActCons
entType 2.16.840.1.113883.1.11.198
97

1.2.2. Signatures Section

Information Criteria References Or XML

ganizer



Privacy Consent Directives, ICOL INFA RESEARCH

Release 1

IDSCL

informationRecipient/ IIHI Receiving 2 ActConsentType

Provider Code Display

PurposeOfUse ICOL information collection

ActConsentType IDSCL information disclosure
INFA information access

informationRecipient IRDSCL information redisclosure

RESEARCH research information access

3.
PurposeOfUse
HL7 1
PHR
TREAT 3.1
HRESCH TREAT
Disclose
1 PurposeOfUse
HMARKT  healthcare marketing
HOPERAT healthcare operations . author:
HPAYMT healthcare payment - custodian
HRESCH  healthcare research - informationRecipient
PATRQT patient requested
PUBHLTH public health
TREAT treatment
ActConsentType 3.2.

HL7 2



Privacy Consent Directives, Release 1

3.2.1.
HL7
CDA XML
3.2.2.
Action observation/
negationind  true CDA
3.2.3.
PurposeOfUse 1
HL7.org ActConsentType
3 Confidentiality
[2.16.840.1.113883.5.25]
Code Print Name
ETH substance abuse related
HIV HIV related
PSY psychiatry relate
SDV  sexual and domestic violence uUs
related Confidentiality
3.2.4.
RGRP
ORG
RGRP code E.
ORG HL7 CD
id A Privacy Consent Directives, Release
1
D.



HL7 CDA



<?xml version="1.0" encoding="UTF-8"?>
<l-- Granural Consent for 42CFR Part 2 -->
<?2xml -stylesheet type="text/xsl" href="..¥cda r2_normativewebedition2010¥infrastructure
¥cda¥CDA_xsl"?>
<ClinicalDocument xmIns="urn:hl7 -org:v3" xmIns:xsi="http://www._.w3.0rg/2001/XMLSchema-ins
tance " classCode ="DOCCLIN" moodCode ="EVN" xsi:schemalLocation="urn:hl7-org:v3 ../cda_r2_no
rmativewebedition2010/infrastructure/cda/CDA._xsd">

<l-- Consent Directive Header-->

<realmCode code="JP"/>

<typeld root="2.16.840.1.113883.1.3" extension="09230"/>

<l-- General Header Constraints -->

<templateld root="2.16.840.1.113883.10.20.3"/>

<l-- Consent Directive Header Constraints -->

<templateld root="2.16.840.1.113883.3.445.1"/>

<l-- Document instance id-->

<id root="1.3.6.4.1.4.1.2835.888888" extension="221"/>

<code code="57016-8" codeSystem ="2.16.840.1.113883.6.1" codeSystemName="LOINC" displayN
ame =" />

<title representation="TXT" mediaType ="text/plain”>Consent Authorization</title>

<effectiveTime value ="201801231234 />

<confidentialityCode code="N"/>

<l-- Client/Record Target Reference-->

<recordTarget >

<patientRole >

<Il-- -—>
<id extension ="0123456789" root="1.2.392.200250.3.3.1"/>
<addr >
<streetAddressLine> 1-16-21</streetAddressLine>
<city> </city>

<state > </state >
<postalCode >112-8555</postalCode >
<country >JP</country >
</addr >
<telecom use="H" value="tel:03 -1234-5678"/>
<patient >
<pame use="IDE">
<given> </given >
<family > </family >

</name >
<name use="SYL">
<given > </given >
<family > </family >
</name >

<administrativeGenderCode code="F" codeSystem="2.16.840.1.113883.5.1"/>
<birthTime value="19600127"/>
</patient >
</patientRole >
</recordTarget>
<l-- Person and/or organization issuing the consent directive form-->
<author >
<templateld root="2.16.840.1.113883.3.445.2"/>
<functionCode code="POACON" displayName="healthcare power of attorney consent author"
codeSystem ="2.16.840.1.113883.1.11.19930" codeSystemName ="ConsenterParticipationFunctio
n Decision Maker"/>
<time value="201801231234"/>
<assignedAuthor>




<id extension ="0123456789" root="1.2.392.200250.3.3.1"/>
<assignedPerson classCode="PSN">
<pame use="IDE">
<given> </given>
<family > </family >
</name >
<name use="SYL">
<given> </given >
<family > </family >
</name >
</assignedPerson>
</assignedAuthor>
</author >
<l-- Information Custodian -->
<custodian >
<assignedCustodian>
<representedCustodianOrganization>
<id root="1.2.392.200250.2.2.1" extension="1318814790 "/>

<pame > </name >

<telecom value="tel:03-3815-5411"/>

<addr >
<streetAddressLine> 7-3-1</streetAddressLine>
<city> </city>
<state > </state >

<postalCode >113-8655</postalCode >
<country >JP</country >

</addr >
</representedCustodianOrganization>
</assignedCustodian>
</custodian >
<I-- Information Recipient - Consent Directive receiver -->

<informationRecipient typeCode ="PRCP ">
<intendedRecipient classCode="ASSIGNED">
<receivedOrganization classCode ="ORG" determinerCode="INSTANCE">
<id root="1.2.392.200250.2.2.1" extension="1318814790 "/>

<pame > </name >

<telecom value="tel:03-3815-5411"/>

<addr >
<streetAddressLine> 7-3-1</streetAddressLine>
<city> </city>
<state > </state >

<postalCode >113-8655</postalCode >
<country >JP</country >
</addr >
</receivedOrganization>
</intendedRecipient>
</informationRecipient>
<l-- Effective time for the Consent Directive -->
<documentationOf typeCode="DOC">
<serviceEvent moodCode="EVN">
<templateld root="2.16.840.1.113883.3.445.3"/>
<id root="2.16.840.1.113883.3.445.3"/>
<code code="57016-8" codeSystem =""2.16.840.1.113883.6.1" codeSystemName="LOINC" disp

layName =" />
<effectiveTime>
<low value="20180123"/>
</effectiveTime>




</serviceEvent>
</documentationOf>
<component typeCode="COMP" contextConductionlnd="true">
<structuredBody>
<component typeCode="COMP"™ contextConductionlnd="true">
<section classCode="DOCSECT" moodCode ="EVN">
<l-- Consent Directive Details section -->
<templateld root="2.16.840.1.113883.3.445.17"/>
<title>Consent Directive Details </title>

<I-- Narrative consent directive-->
<text mediaType ="text/x-hl7-text+xml">
<list>

<caption > </caption >
<item> <content ID="PatientName"> </content >
<content ID="CustodianOrganization'> </content >
<content ID="purpose'> </content >
<content ID="ReceiverProvider"> </content >

<content ID="Operation'> </content >
<content ID="permit"> </content >
</item>
</list>
</text>
<l-- Consent Directive Entry -->
<entry typeCode ="COMP ">
<templateld root="2.16.840.1.113883.3.445_.4"/>
<act classCode ="ACT" moodCode ='"DEF">
<templateld root="2.16.840.1.113883.3.445.5"/>
<!-- Purpose of use -->
<code code="TREAT" codeSystem="2.16.840.1.113883.1.11.20448" codeSystemName=
"Purpose of Use" displayName="Treatment"/>
<statusCode code="active"/>
<!-- Custodian organization -->
<informant typeCode="INF" contextControlCode="0P">
<templateld root="2.16.840.1.113883.3.445.6"/>
<assignedEntity>
<id nullFlavor ="NI"/>
<representedOrganization>
<id root="1.2.392.200250.2.2.1" extension="1318814790 "/>

<name > </name >

<telecom value="tel:03-3815-5411"/>

<addr >
<streetAddressLine> 7-3-1</streetAddressLine>
<city> </city>
<state > </state >

<postalCode >113-8655</postalCode >
<country >JP</country >

</addr >
</representedOrganization>
</assignedEntity>
</informant >
<!-- Receiving provider -->

<participant typeCode="IRCP" contextControlCode="0P">
<templateld root="2.16.840.1.113883.3.445.7"/>
<participantRole classCode="ASSIGNED">
<id root="1.2.392.200250.2.2.1" extension="1319999999 "/>
<addr >
<streetAddressLine> 2-8-1</streetAddressLine>




<city> </city>
<state > </state >
<postalCode >163-8001</postalCode >
<country >JP</country >
</addr >
<telecom value="tel:03-5321-1111"/>
<playingEntity classCode="0RG" determinerCode="INSTANCE ">
<name > </name >
</playingEntity>
</participantRole>
</participant >
<l-- Action -->
<entryRelationship typeCode="COMP" contextConductionlnd="true">
<templateld root="2.16.840.1.113883.3.445.8"/>
<l-- negationind="false” specifies that the action is authorized-->
<observation classCode="0BS"™ moodCode ="DEF" negationind ="false">
<I-- Action/Operation -->
<code code="IDSCL" codeSystem="2.16.840.1.113883.5.4" displayName="Discl
ose" codeSystemName="ActConsentType"/>
</observation >
</entryRelationship>
<l-- Other representations: Scanned document and policy language -->
<entryRelationship typeCode="COMP ">
<templateld root="2.16.840.1.113883.3.445.15"/>
<observationMedia classCode="0BS" moodCode="EVN">
<value mediaType ="application/pdf" representation="B64">
JVBERIOXL JMKJICcFsj61KNSAwIG9iago8PCOMZWSndGggNiAwlFIvRmls
dGVyIC9GhGF 0
ZURIY29kZT4+CnNOcmVhbQp4nGWPMWsDMQyFd/8Kj fIwgmVbkr0GQqgFb
g7TtQoSRNWuhB
Q/4/1L67TEEYme+9J1s3CMQQRM39NLUXg8H17gK89nN1IN8eLAbZ2mmHX
ugl2QDVUhnzZx
</value >
</observationMedia>
</entryRelationship>
</act>
</entry >
</section >
</component >
</structuredBody>
</component >
</ClinicalDocument>

<legalAuthenticator>
<time>20180123</time >
<signatureCode code="S"/>
<assignedEntity>
<id nullFlavor="NI1"/>
<addr >
<streetAddressLine> 1-16-21</streetAddressLine>
<city> </city>
<state > </state >
<postalCode >112-8555</postalCode >
<country >JP</country >

10




</addr >
<telecom use="H" value="tel:03 -1234-5678"/>
<assignedPerson>
<name >
<family > </family >
<given> </given>
</name >
</assignedPerson>
</assignedEntity>
</legalAuthenticator>

<l-- Action -->
<entryRelationship typeCode="COMP" contextConductionlnd="true">
<templateld root="2.16.840.1.113883.3.445.8"/>
<l-- negationind="false® specifies that the action is authorized-->
<observation classCode="0BS" moodCode="DEF" negationind ="true">
<l-- Action/Operation -->
<code code="IDSCL" codeSystem="2.16.840.1.113883.5.4" displayName="Disclose "
codeSystemName="ActConsentType"/>
</observation >
</entryRelationship>

<I-- Information references: category, object id, sensitivity, related problem -->
<entryRelationship typeCode="COMP" contextConductionlnd="true">
<organizer classCode="CLUSTER " moodCode="DEF">
<templateld root="2.16.840.1.113883.3.445.9"/>
<statusCode code="active"/>
<component typeCode=""COMP ">
<!-- Reference to protected information by "Category" -->
<observation classCode="0BS" moodCode="DEF">
<templateld root="2.16.840.1.113883.3.445.10"/>
<code code="ETH" codeSystem="2.16.840.1.113883.5.25" codeSystemName="Protected
Information Category"™ displayName ="Substance Abuse Related Data'"/>
</observation >
</component >
</organizer >
</entryRelationship>

<participant typeCode="IRCP" contextControlCode="0P">
<templateld root="2.16.840.1.113883.3.445.7"/>
<participantRole classCode="ASSIGNED">
<id root="1.2.392.200250.2.2.1" extension="1310123456 "/>

<addr >
<streetAddressLine> 2-8-1</streetAddressLine>
<city> </city>
<state > </state >

<postalCode >163-8001</postalCode >
<country >JP</country >
</addr >
<telecom value="tel:03-5321-1111"/>
<playingEntity classCode="RGRP" determinerCode="INSTANCE">
<code code="XYZ" codeSystem="1.2.392.200250.2.2.1.1310123456" displayName="XYZ

11




ll/>

<name >XYZ </name>
</playingEntity>
<playingEntity classCode="0RG" determinerCode="INSTANCE ">
<name > </name >
</playingEntity>
</participantRole>

</participant >

12
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