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Table 1. Potential Public Health Impact '

| Description Score |
[Potential public health impact over 10,000 (acute illnesses, deaths, or |10
proth). or over 10,000 servings at risk

[Potential public health impact between 1,001 — 10,000 (acute illnesses, |8
teaths, or both), or 1,001 — 10,000 servings at risk

[Potential public health impact between 100 and 1,000 (acute illnesses, |5
Keaths, or both), or 100 — 1,000 servings at nsk

[Potential public health impact between 1 - 99 (acute illnesses, deaths, or | 3
froth), or between | — 99 servings at risk

No potential public health impact (i.c., no illnesses or deaths) or no ]
fservings at risk

! The range between scores of § and 8 is larger than the ranges b\m cen ulh S s ]
facilitate the separation between points, steps, or | that are signi
compared to those that are not. This scoring scheme also is used in Table 2 and I'Jblc i

(HHFT) U.S. Department of Health and Human
Services Food and Drug Administration Center for
Food Safety and Applied Nutrition, “Mitigation
Strategies to Protect Food Against Intentional
Adulteration: Guidance for Industry  Revised
Draft Guidance” , pp.41, March 2019.
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escription’ Score

[Easily Accessible .

N imal physical space
o food) but may require opening equipment,
dent packs

;;;;;

' Deseriy Be present af a process step
that can =d not be present to warrant
the corresponding

(tHF7) U.S. Department of Health and Human
Services Food and Drug Administration Center for
Food Safety and Applied Nutrition, “Mitigation
Strategies to Protect Food Against Intentional

Adulteration: Guidance for Industry  Revised
Draft Guidance” , pp.52-53, March 2019.
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Diagram 2a-1. Identifying Significant Vulnerabilities & Actionable Process

Steps Using the Three Fundamental Elements

Evaluating Three Fundamental Elements for Each Point,
Step, or Procedure
@ = Identifying Significant Vulnerabilities
2371k & Actionable Process Steps
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BENAREENDRE) i

ZATHEEEE | e s

st

R EIHER TIZEASE
EUT,
M ERPIHER TIZOFF MR35 BA

[BF2
ﬂl%f\wmiiﬁ ?otzm l/ﬂj LJ Degres »"‘:‘E\-_.J\I .:\“1! L] *  Cvabuste Dlement 2° | ‘.. Score Dlemert T B

[T 3 REENRROBERE
RRLIEIFBEED (A |

PR scompementy |

{EIERRHA9>AP37 DE

(&#h U.S.Department of Health and Human Services Food and Drug Administration Center for
Food Safety and Applied Nutrition, “Mitigation Strategies to Protect Food Against Intentional
Adulteration: Guidance for Industry Revised Draft Guidance” , pp.37, March 2019.
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Table 3. The Ability of an_Attack to S ras Fully € i the Product
Description’ Score
Highest Ease of S ful . i Tiorn 10

- The proccess step is in an isolated area, or obscured from view. enabling an
inside attacker to work unobserved with little or no time limitations.

= It is casy to successfully add sufficient 1 of i to the food.

= Inherent characteristics of the point, step. or procedure (e.g.. uniform
-nixing) would evenly distribute the contaminant into the food.

= It is highly unlikely the inside + Id be d 1 addi
contaminant to the food: an attacker would nc_-c_d to act with little to no
stealth to introduce the contaminant.

= There are no, or few, workers in the area, and it is l-ugh!y unlxlu_-ly that they

would notice n contamination s by an i

= There is a low likelihood of the I:n_‘jng 1 (... by
washing. screening. vibration). diluted. orlneutralized at this or later points,
sSteps. or pr L= the

Moderately High Eazse of S ful C. i Ton. B

= The process step is seldom uhsr.-rvwd enabling an inside attacker to work
unobserved with i time limi o

= It would be relatively casy for an insid, * o fully add a
contaminant in sufficient volume.

= It is unlikely the inside attacker would be o 1 adding a i to

mal stealth to

the food: an inside attacker would need to act with mi
introduce the contaminant.

- There are few workers in the arca. and it is unlikely that they would notice o
contamination attempt by an inside attacker.

- Mixing. or agitation, is present but the contaminant may not be evenly
distributed throughout the food becnuse of inherent charncteristics of the
point. step. or procedure.

- There is o moderntely low likelih d of the i being remowved
(e.2.. by washing. screening. vibration). diluted, or neutralized at thiz or

late &ant-“ sleps, or DMLdUl‘L"‘t in the proc.

Moderate Ease of S ful s
- The process slcp is ob-u rved nboul half of the time, or semi-obscured from
wview: an i 1 be under time limitations.
- It would be somewhat difficult for an inzside nltackcr o suuucssl’ully add a
contaminant in sufficient volume with bei
- An in < attacker only would be able to add n 1 5% :unnll 1 of
contaminant (e.g.. what can be carried in a§ ket) with o -

- It i= moderately likely the inside anacker would be detected ndd|nb o
contaminant to the food: an inside attacker would need to act with some
degree of stealth, irregular, or suspicious activity to introduce the
contaminant.

- There is no intended mixing or agitation of the - but pr
conditions may distribute the contaminant into the surrounding l"uud
because of inherent charmcteristies of the pc nt, step, or procedure.

= Thereisa lerate likelil 1 of the being 1 (e, by
washing. screening. vibration). diluted, or neutralized at this or later points
in the process.

Moderately Low Easc of S5 ful . ination. 3
= The process step is observed more than half of the time: an inside attacker
would be under relatively atrlcl lun-s. limitations.
= It would be difficult for an macker to fully add a contaminant
in sufficient volumc wuhout b\.lng d;.lu..(..lcd
e It ix highly likely the insi 1 be o 1 adding

side attacker would have lo conduct
oy the pr
= h:ghly Ilkcly that

contaminant to the food: an
suspicious or irregular acti
- There are some, OF Many. workcrs in the arca, and

they would notice n cor by an i 1
- B> g or ugunnun i= not present, and the contaminant would not be
effectively distrib d into surr i food becnuse of inherent

charncteristics of the point, step. or procedure.

- There is a high chance that the contaminant would be removed (e.g.. by
washing. screening. vibration). diluted. or neutralized at this or later points
in the process.

Lowest Ease of Su ful i g 1
= The pr slep is 1 = tant observation, or the view of the step is
unobscured. preventing an inside attacker from adding n contaminant
without being detected.

- It is extremely likely the inside attacker would be detected adding a
contaminant to the food duc to the need to conduct highly irregular or
suspicious activities (o contaminate the food: successful introduction of a

nant at the point, step. or procedure is extremely difficult or

- There are numerous workers in the immediate area that would notice a
contamination attempt by an inside anacker.
- An i il ker 1d need 1o add a large volume of contaminant without
being detected.
- The contaminant likely would be removed (e.g.. by washing. screening.,
vibration). diluted, or neutralized at this or later points in the process.
- Other inherent characteristics of the point. step. or procedure (c .. L
workers are n'.'quln.d o I'M. present for the step to function: po}- ve nirflow
would prevent of n inant: prod is moving at a high
rate of speed: introduction of a contaminant would result in human injury
=uch as burns, cuts, or ]ﬂuLﬂlthﬂ!‘) significantly reduce the ability of an
inside attacker to o the product.
Descriptions are meant to be illustrative of the conditions that may be present at a process step
that can indicate the nature of the vulnerab; v. Ewvery condition need not be present to warrant
the corresponding score.

(&#h U.S. Department of Health and Human Services Food and Drug Administration Center for
Food Safety and Applied Nutrition, “Mitigation Strategies to Protect Food Against Intentional
Adulteration: Guidance for Industry Revised Draft Guidance” , pp.54, March 2019.
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Worksheet 1-F: Identifying Actionable Process Steps Using the Three Fundamental Elements

PRODUCT(S):
FACILITY NAME:
ADDRESS:
DATE SIGNED:

HS WIE2FvT TIEZAFvYT B3 1 ~ 3 ORI PLEDHRIBLRHL =1 SEATOIER ATy TEHIRAL - R

(1) (2) 3) “) (5) (6) (7 (8) &)
# Process Process Step | Element 1: Element 2: Element 3: Sum Explanation Actionable
Step Description Score and Score and Score and Process Step
Rati | Rati | Rati |

(HiFT) U.S. Department of Health and Human Services Food and Drug Administration Center for
Food Safety and Applied Nutrition, “Mitigation Strategies to Protect Food Against Intentional
Adulteration: Guidance for Industry Revised Draft Guidance” , pp.63, March 2019.
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