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平成28年度 SEERの実態詳細確認点
仕組み検討班
 「がん診療情報」の収集の仕組みの提案に関し、SEERのために収集されたデータを第

三者の研究者に提供可能な理由。特に病院等での情報取得時の本⼈通知及び本
⼈同意の有無。

（主担当：⻄野、松⽥）
 「がん診療情報」の収集の仕組みの提案に関し、 SEER特別項⽬を州がん登録及び

各州の病院から届出協⼒してもらう仕組み。必要経費や教育⽀援の有無と内容。
（主担当：⼤⽊、⾦村、伊藤）

 「特定匿名化情報」の提供に関し、希少がん等の個⼈識別可能性のあるデータの匿
名化処理の有無。匿名化処理を⾏っている場合はその⼿法。

（主担当：東、柴⽥）
記述疫学研究班（担当：伊藤、井上、林、堀、⽚野⽥）
 利⽤⼿続きの実際。
 通常の利⽤申請⼿続きで利⽤可能なデータの内容や粒度。
 通常の利⽤申請⼿続きで利⽤可能なデータを⽤いて、どの程度の粒度の記述疫学

研究が可能か。

3

スケジュール

4

仕組み検討班
 班会議（6/27）まで

 担当分野に関して不明点、疑問につい
て、⽇本語⼜は英語の課題リストを作
成する。

 7⽉末まで
 担当分野に関して不明点、疑問につい

て、英語の課題リスト作成の継続
 不明点、疑問について、サイト情報等か

ら答えを得られることは解決する。
 8⽉20⽇頃まで

 柴⽥：課題リストレイアウトをそろえる。
 8⽉28⽇〜9⽉1⽇ 現地訪問（伊藤、⼤

⽊、⾦村、東）
 9⽉末頃まで

 現地訪問で理解、解決したことを課題リ
ストにまとめる。

 10⽉〜11⽉ 第2回班会議

記述疫学研究班
 班会議（6/27）

 SEER site：Accessing the 1973-
2014 SEER Dataの説明（堀）

 解析内容の案提⽰（伊藤、井上、林、
堀、⽚野⽥）

 8⽉20⽇頃まで
 研究計画案の完成、班員共有
 各種利⽤申請⼿続き（必要に応じて、

MCIJ利⽤申請、研究倫理審査）
 利⽤できる情報による研究計画の修正

 8⽉28⽇〜9⽉1⽇ 現地訪問（井上、林、
堀）

 10⽉〜
 解析、暫定結果報告

 10⽉〜11⽉ 第2回班会議
 進捗報告
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ユタ州がん登録訪問 2017年8⽉29⽇
伊藤、⼤⽊、⾦村、井上、柴⽥

研究計画上の確認事項
 SEER特別項⽬を州がん登録及び各州の病院から出して

もらう仕組み
 必要経費や教育⽀援の有無と内容

事前質問
 Topics: Data collection; additional data items 

for clinical researches, basis laws (acts, 
regulations), public awareness for personal 
information protection, incentives for data 
providers 

5

1966年開始、SEER9州の⼀つ
2013年 ⼈⼝290万⼈、がん罹患数 約9,500

事前質問 続き
 We are interested in NPCR-AERRO Project and 

Comparative Effectiveness Research Data 
Collection Enhancement Project in relation to 
collecting additional data items for clinical research.
I suppose that your registry has not participated 
in these projects. If you don't mind me asking, I 
would like to know whether there are any reasons 
not be able to join in those projects or not. 

 In addition, I know that the Utah cancer registry is 
to achieve a high quality of data, not only NPCR 
data but also SEER data. It would be very helpful if 
we can learn how to collect data from hospitals in 
your registry. 

6
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SEER訪問 2017年8⽉31⽇
堀、林、東、井上、柴⽥
 研究計画上の確認事項

 SEERの制度や組織の仕組みの理解
 事前質問

 Topics 
Public use data; SEER*Stat Databases, anonymous 
data, de-identified data, basis Laws (Acts, Regulations), 
public awareness for personal information protection

 1. How the SEER solve the privacy issues in 
providing the de-identified dataset to researchers. 
More specifically, 
- What criteria of anonymity do you apply, and 
how do you test the dataset satisfy the criteria? 7

事前質問 続き
- Who decides the criteria of anonymity on what processes? 

- Why the level of security protocol much stricter when 
dealing with the SEER-Medicare data? I understand that the 
level of identifiability is much higher than standalone SEER 
data, but is there any other rules or factors that contribute 
to the restriction, such as the different laws that apply? 
- How does SEER ensure that the researchers implement the 
security protocol properly? 
- Was there any incidence that the security protocols or 
other rues for data usage were violated? 

-
2. When the new idea of data linkage, such as linkage with 
CAHPS or MHOS, who decides the rules? 
3. How do you incorporate e-path systems into the SEER 
systems. 8
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(https://cancercontrol.cancer.gov)

DCCPS Organization and Leadership

 CONNECT WITH US (https://twitter.com/NCICancerCtrl)
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Surveillance Research Program Staff

SRP Main Numbers
Phone: 240-276-6740 / Fax: 240-276-7908

Office of the Associate Director (OAD)

Photos Name Areas of Expertise Contact Info

(/about/bios/penberthyl.html)

Penberthy, Lynne - MD,
MPH
(/about/bios/penberthyl.html) 
Associate Director

Medical Informatics 
Clinical Trials and
Informatics 
Cancer Surveillance
Automation 
Secondary Data
(claims, electronic
medical records)

schumacherpenlt@mail.nih.gov
(mailto:schumacherpenlt@mail.nih.gov) 

Phone: 240-276-6864

(/about/bios/cronink.html)

Cronin, Kathy - PhD
(/about/bios/cronink.html) 
Deputy Associate Director

Developing
Population Survival
Measures 
Modeling the Impact
of Risk Factors,
Screening &
Treatment on Breast
Cancer Incidence &
Mortality

cronink@mail.nih.gov
(mailto:cronink@mail.nih.gov) 

Phone: 240-276-6836

(https://cancercontrol.cancer.gov)

Surveillance Research Program (/)

 Menu  Search

 Section Navigation
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(/about/bios/friedmans.html)

Friedman, Steve - MHSA
(/about/bios/friedmans.html) 
Senior Advisor for
Operations

Program Operations 
Clinical Trials and
Informatics 
Data Quality

friedmast@mail.nih.gov
(mailto:friedmast@mail.nih.gov) 

Phone: 240-276-6138

(/about/bios/garsona.html)

Garson, Amy - BS
(/about/bios/garsona.html) 
Program Analyst

In-House &
Extramural Budget
Administration 
SEER Program
Budget
Administration 
Meeting Support
Contract
Management

garsona@mail.nih.gov
(mailto:garsona@mail.nih.gov) 

Phone: 240-276-6694

(/about/bios/husseys.html)

Hussey Sarah - BA
(/about/bios/husseys.html) 
Fellow

Communications 
Social Media

Sarah.hussey@nih.gov
(mailto:Sarah.hussey@nih.gov) 

Phone: 240-276-6926

(/about/bios/kosaryc.html)

Kosary, Carol - DMgt
(/about/bios/kosaryc.html) 
Program Manager, SEER

SEER Program
Management 
SEER Data
Management
System 
Cancer Rates &
Trends 
Electronic Data
Capture

kosaryc@mail.nih.gov
(mailto:kosaryc@mail.nih.gov) 

Phone: 240-276-6732

(/about/bios/mebane.html)

Mebane, Ana – MA
(/about/bios/mebane.html) 
Fellow

Health
Communications 
Health Writing 
Social Media

ana.mebane@nih.gov
(mailto:ana.mebane@nih.gov) 

Phone: 240-276-6590

(/about/bios/mintzr.html)

Mintz, Rebecca Ilene – MPH
(/about/bios/mintzr.html) 
Fellow

Health Education 
Community
Outreach 
Communications

rebeccailene.mintz@nih.gov
(mailto:rebeccailene.mintz@nih.gov) 

Phone: 240-276-6740

(/about/bios/mossj.html)

Moss, Jennifer - PhD,
MSPH
(/about/bios/mossj.html) 
Cancer Prevention Fellow

Adolescent Vaccines 
Prevention of
Reproductive/Genital
Cancers 
Geographic
Disparities in Cancer
Prevention
Behaviors

jennifer.moss@nih.gov
(mailto:jennifer.moss@nih.gov) 

Phone: 240-276-5048

(/about/bios/murphyt.html)

Murphy, Trish - MS
(/about/bios/murphyt.html) 
Program Analyst

Communications 
Program Support 
Program Operations 
Personnel

patricia.murphy@nih.gov
(mailto:patricia.murphy@nih.gov) 

Phone: 240-276-6903

(/about/bios/scotts.html)

Scott, Susan - MPH
(/about/bios/scotts.html) 
Public Health Advisor

Scientific Editing 
Communication
Planning 
Grants Management

scotts2@mail.nih.gov
(mailto:scotts2@mail.nih.gov) 

Phone: 240-276-6951

★
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Data Analytics Branch (DAB)

Photos Name Areas of Expertise Contact Info

(/about/bios/mariottoa.html)

Mariotto, Angela - PhD
(/about/bios/mariottoa.html) 
Chief, DAB

Development,
Evaluation &
Dissemination of
Cancer Progress
Measures 
Development and
Application of Models
to Predict Cancer
Incidence and
Prevalence 
Models for Survival
Projections

mariotta@mail.nih.gov
(mailto:mariotta@mail.nih.gov) 

Phone: 240-276-6698

(/about/bios/coughland.html)

Coughlan, Diarmuid - PhD,
MPharm, MSc
(/about/bios/coughland.html) 
Cancer Prevention Fellow

Cost of Cancer Care 
Pharmacy

diarmuid.coughlan@nih.gov
(mailto:diarmuid.coughlan@nih.gov) 

Phone: 240-276-7647

(/about/bios/forjaz.html)

Forjaz de Lacerda, Gonçalo
(/about/bios/forjaz.html) 
Guest Researcher

Cancer Registration 
CanReg-5 
Descriptive
Epidemiology

goncalo.forjaz@nih.gov
(mailto:goncalo.forjaz@nih.gov) 

Phone: 240-276-7149

(/about/bios/freduar.html)

Fredua, Rose - BS
(/about/bios/freduar.html) 
Program Analyst

Grants Policy &
Management 
Program Evaluation 
Contracts & Budget
Management 
Interagency
Agreements

freduar@mail.nih.gov
(mailto:freduar@mail.nih.gov) 

Phone: 240-276-6923

(/about/bios/howladern.html)

Howlader, Nadia - PhD, MS
(/about/bios/howladern.html) 
Mathematical Statistician

Statistical Methods for
the Estimation of
Population-Based
Cancer Statistics 
Survival Analysis 
Missing Data

howladern@mail.nih.gov
(mailto:howladern@mail.nih.gov) 

Phone: 240-276-6891

(/about/bios/lamc.html)

Lam, Clara - PhD
(/about/bios/lamc.html) 
Mathematical Statistician

Development and
Improvement of
Linkage Claims
Treatment Data 
Population-based
Cancer Statistics 
Cancer Trends

kimcj2@mail.nih.gov
(mailto:kimcj2@mail.nih.gov) 

Phone: 240-276-7388

(/about/bios/lewisd.html)

Lewis, Denise - PhD, MPH
(/about/bios/lewisd.html) 
Epidemiologist

Cancer Rates and
Trends 
Adolescent and Young
Adult (AYA) Cancers 
Geospatial Analysis 
Determinants of Health
Disparities

lewisde@mail.nih.gov
(mailto:lewisde@mail.nih.gov) 

Phone: 240-276-6757

(/about/bios/noonea.html)

Noone, Anne-Michelle - MS
(/about/bios/noonea.html) 
Mathematical Statistician

Longitudinal Data
Analysis 
Population-Based
Cancer Statistics 
Cancer Trends

noonea@mail.nih.gov
(mailto:noonea@mail.nih.gov) 

Phone: 240-276-6705

[Return to top]

★
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Data Quality , Analysis, and Interpretation Branch (DQAIB)

Photos Name Areas of
Expertise E-mail

(/about/bios/negoita.html)

Negoita, Serban – MD,
DrPH
(/about/bios/negoita.html) 
Chief, DQAIB

Cancer registry
operations 
Cancer data
quality
assessments 
Racial/ethnic
disparities in
cancer treatment

serban.negoita@nih.gov
(mailto:serban.negoita@nih.gov) 

Phone: 240-276-5409

(/about/bios/adamop.html)

Adamo, Peggy - BS, RHIT,
CTR
(/about/bios/adamop.html) 
Team Lead, Quality
Improvement Team

Cancer Data
Collection,
Classification,
Quality,
Completeness,
Timeliness 
Cancer Registrar
Training

adamom@mail.nih.gov
(mailto:adamom@mail.nih.gov) 

Phone: 240-276-6867

(/about/bios/croppm.html)

Cropp-Puckett, Monique
(/about/bios/croppm.html) 
Program Analyst

Budget
Administration 
Acquisition
Support 
Program Support

croppma@od.nih.gov
(mailto:croppma@od.nih.gov) 
240-276-6109

(/about/bios/dickiel.html)

Dickie, Lois - CTR
(/about/bios/dickiel.html) 
Public Health Analyst

Cancer Registry
Operations 
QC/QI 
American
Indian/Alaskan
Native Data
Collection

dickielo@mail.nih.gov
(mailto:dickielo@mail.nih.gov) 

Phone: 240-276-6862

(/about/bios/ehrenkranzr.html)

Ehrenkranz, Rebecca - MPH
(/about/bios/ehrenkranzr.html) 
Fellow

Clinical Trials 
Surveillance 
Data Quality

rebecca.ehrenkranz@nih.gov
(mailto:rebecca.ehrenkranz@nih.gov) 

Phone: 240-276-7810

(/about/bios/petkovv.html)

Petkov, Valentina - MD, MPH
(/about/bios/petkovv.html) 
Health Sciences
Administrator/Program Officer

Data Assessment
(Scientific and
clinical relevance;
data quality) 
Automation of data
collection (Data
linkages, Natural
Language
Processing) 
Population-based
cancer statistics 
Precision Medicine 
Clinical Trials

Valentina.petkov@nih.gov
(mailto:Valentina.petkov@nih.gov) 

Phone: 240-276-5387

(/about/bios/riesl.html)

Ries, Lynn - MS
(/about/bios/riesl.html) 
Health Statistician

Childhood,
Adolescent, &
Young Adult
Cancers 
Cancer Survival
Analyses 
Cancer Incidence
Trends by Stage
and Cancer Type 
Cancer Survival
for Older Aged
Americans

rieslynn@mail.nih.gov
(mailto:rieslynn@mail.nih.gov) 

Phone: 240-276-6863
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https://surveillance.cancer.gov/about/bios/petkovv.html
https://surveillance.cancer.gov/about/bios/petkovv.html
mailto:Valentina.petkov@nih.gov
https://surveillance.cancer.gov/about/bios/riesl.html
https://surveillance.cancer.gov/about/bios/riesl.html
mailto:rieslynn@mail.nih.gov
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Statistical Research & Applications Branch (SRAB)

Photos Name Areas of Expertise E-mail

(/about/bios/feuerr.html)

Feuer, Rocky - PhD
(/about/bios/feuerr .html)  
Chief, SRAB

Cancer Control
Modeling 
Statistical Methods for
the Analysis,
Interpretation, and
Presentation of
Population-based
Cancer Statistics 
Development of New
Cancer Progress
Measures 
Survival Analysis

feuerr@mail.nih.gov
(mailto:feuerr@mail.nih.gov) 

Phone: 240-276-6772

(/about/bios/chenh.html)

Chen, Huann-Sheng - PhD
(/about/bios/chenh.html) 
Mathematical Statistician

Statistical Genetics 
Genetic Epidemiology 
Biostatistics

chenh6@mail.nih.gov
(mailto:chenh6@mail.nih.gov) 

Phone: 240-276-6797

(/about/bios/liub.html)

Liu, Benmei - PhD
(/about/bios/liub.html) 
Mathematical Statistician

Sample Survey Design
& Analysis 
Small Area Estimation 
Imputation for Missing
Data

liub2@mail.nih.gov
(mailto:liub2@mail.nih.gov) 

Phone: 240-276-6718

(/about/bios/tatalovichz.html)

Tatalovich, Zaria - PhD
(/about/bios/tatalovichz.html) 
Geospatial Scientist

Geographic Information
Systems, Science, and
Technology 
Geospatial analysis,
modeling, and
visualization of
population-based cancer
data

tatalovichzp@mail.nih.gov
(mailto:tatalovichzp@mail.nih.gov) 

Phone: 240-276-6976

(/about/bios/yum.html)

Yu, Mandi- PhD
(/about/bios/yum.html) 
Team Lead, Population and
Mortality Data

Statistical Disclosure
Limitation 
Methods for Missing
Data 
Statistical Estimation of
Health Disparities 
Statistical Matching and
Record Linkage
Methods

yum3@mail.nih.gov
(mailto:yum3@mail.nih.gov) 

Phone: 240-276-6866

(/about/bios/zhul.html)

Zhu, Li - PhD
(/about/bios/zhul.html) 
Mathematical Statistician

Spatial Statistics,
Bayesian Statistics,
Hierarchical Modeling 
Geographic Information
Systems 
Disease Mapping

li.zhu@nih.gov
(mailto:li.zhu@nih.gov) 

Phone: 240-276-6851
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Anonymous data; de-identified data
Valentina Petkov, MD, MPH

NCI Surveillance Research Program

October 16, 2017
www.cancer.gov www.cancer.gov/espanol

3

General points
Some terminology

De-identified data - personal identifiers are removed but can be linked 
back to original data

Anonymous data – de-identified data that cannot be linked back to the 
original data

Protected Health Information (PHI): patient’s health records that can be 
linked to that patient

De-identification depends on data source
Discrete data

Text data

Images

Genomic data

4

–

–

Protected Health Information (PHI): 

5

De-identification in the context of laws and regulations

Protected Health Information – HIPAA law (Health Insurance Portability and 
Accountability Act)

Cancer surveillance is exempt along with other public health related 
reporting activities

SEER registries and other cancer registries (central/state registries and 
hospital registries) collect and maintain personal identifiers

Identifiers needed for long-term follow-up of cancer patients and for 
data linkages

HIPAA specifies 2 methods of de-identification

Statistical certification of de-identification

Safe Harbor rule 

Summary of the law at US HHS

https://www.hhs.gov/hipaa/for-professionals/privacy/laws-
regulations/index.html

6

Protected Health Information – HIPAA law (Health Insurance Portability and 
Accountability Act)

SEER ( / and )

HIPAA 2

Statistical certification of de-identification

HIPAA
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-
regulations/index.html

SEER
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Data handling at NCI/SEER

SEER registries submit de-identified data to NCI/SEER program 
twice/year

Data are submitted to the  Information Management Systems, Inc, a 
contractor of NCI that manages NCI/SEER data

Data are submitted with registry ID number, which is unique in 
combination with registry but does not have any meaning outside the 
registry

This number is never released to the research community

Each year a random generated number is assigned to each subject 
listed in the submitted data

The de-identified data contain partial dates (month and year of 
diagnosis and first course of treatment) and county of residence at the 
time of diagnosis

14

NCI/SEER

SEER 1-2 NCI/SEER

NCI / SEER NCI IMS

ID

15

Release of SEER data

Researchers submit a request for access to the data and SEER*Stat 
software.

A signed SEER Research Data Agreement is required 
New Research Data Agreement is required with each data release

Each member of the research team needs to sign the agreement

Main stipulations of the agreement

Use only for research

No linking

No publication of individual data or small group stats

No attempts to re-identify the data

If identity discovered: no use of it, no disclosure, notify SEER

No re-release of data

16

SEER data

SEER * Stat

SEER

SEER

17

Data release: additional safegards

County of residence and Census Tract Socioeconomic Indecies are 
not release in the same data set

Census Tract is a geographical area with 4000-8000 individuals living in 
it

Information on socioeconomic variables is available at census tract 
level

Those variables are used to create SES index which is released in 
quintiles

18

:

Tract Socio Economic Indexes

Census Tract 4000-8000

Census Tract

SES
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18 HIPAA ‘Safe Harbor’ Identifiers

Name

Address (all geographic subdivisions 
smaller than state, including street 
address, city county, and zip code)

All elements (except years) of dates 
related to an individual (including 
birthdate, admission date, discharge 
date, date of death, and exact age if 
over 89)

Telephone numbers

Fax number

Email address

Social Security Number

Medical record number

Health plan beneficiary number

Account number

Certificate or license number

Any vehicle or other device serial 
number

Web URL

Internet Protocol (IP) Address

Finger or voice print

Photographic image - Photographic 
images are not limited to images of the 
face.

Any other characteristic that could 
uniquely identify the individual

8

HIPPA 18

( ,
, , )

(
90 )

Health plan beneficiary number

URL

(IP) Address

- .

9

Cancer surveillance/cancer registries establishment, function and 
authorities are mandated by state specific laws

Data used for public health reporting

Research

U.S. Code of Federal Regulations (CFR) governing research
The Common Rule: Title 45, part 46

Title 21, parts 50, 54, 59

Using de-identified data is not considered human subjects research

CFR does not provide specific guidelines on de-identification

De-identification in the context of laws and regulations (cont.)

10

CFR
The Common Rule: Title 45, part 46

Title 21, parts 50, 54, 59

CFR

(cont.)

11

Data handling at individual SEER registries

Data are collected with patient identifiers (name, date of birth, 
address, telephone, alphanumeric identifiers)

Each registry has its own policy and procedure governing release of 
their data for reseach

Registries use the services of IMS for data storage and management

IMS serves as an Honest Broker between the registries and NCI

IMS security systems meet each registry requirement and FISMA
The Federal Information Security Management Act (FISMA) is United 
States legislation that defines a comprehensive framework to protect 
government information, operations and assets against natural or man-
made threats.

12

SEER

(
alphanumeric identifiers)

SEER IMS

IMS SEER NCI

IMS FISMA
FISMA

IMS.Inc. 2016 10 3 Quintiles 
Transnational Holdings Inc. IMS
Health Holdings, Inc. IMS Health
QuintilesIMS
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De-identification of clinical text documents

SEER registries collect pathology reports and other clinical documents

Currently these are not submitted to NCI/SEER due to patient 
identifiers

Registries do release these for research purposes with relevant IRB 
approvals and Data Use Agreements

SEER is actively searching for a reliable text de-identification tool

Conducted evaluation of 2 de-identification tools

Suboptimal results

Plans for testing more de-identification tools

20

SEER

NCI/SEER

IRB

SEER

2

21

Performance of De-ID™ in five SEER registry

PHI type De-Id
phrases N

Missed
phrases N

All PHI 
phrases

PII phrase 
DeID rate 

N pts w/ 
missed PII

Pt level 
DeID rate 

Names          13030 88 13118 0.993 19 0.995

Dates          8717 31 8748 0.996 23 0.994

Phone Numbers  909 0 909 1.000 0 1.000

Places      1532 0 1532 1.000 0 1.000

Street Addresses 350 10 360 0.972 7 0.998

Zip Codes     844 0 844 1.000 0 1.000

ID Numbers   1358 77 1435 0.946 51 0.987

Total PHI        26740 206 26946 0.992 100 0.975

Path Numbers  1678 1310 2988 0.562 810 0.798

Institutions   1355 1673 3028 0.447 825 0.794

Total de-id info     29773 3189 32962 0.903 1735 0.566
22

Resources

NISTIR 8053: De-Identification of Personal Information 
(Oct. 2015)

http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf

NIST Special Publications 800-188: De-Identifying 
Government Datasets (second draft, Dec. 2016)

http://csrc.nist.gov/publications/drafts/800-
188/sp800_188_draft2.pdf
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