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1) Katanoda K, Shibata A, Matsuda T,
Hori M, Nakata K, Narita Y, Ogawa C,
Munakata W, Kawai A, Nishimoto H.
Childhood, adolescent and young adult
cancer incidence in Japan in 2009-2011.

Jpon J Clin Oncol. 2017; 47: 762-771
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DEAALIE RO IR BT 5 — KB
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ymous data; de-identified data
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NCI Surveillance Research Program
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General points
= Some terminology

= De-identified data - personal identifiers are removed but can be linked
back to original data

= Anonymous data — de-identified data that cannot be linked back to the
original data

= Protected Health Information (PHI): patient’s health records that can be
linked to that patient

De-identification depends on data source
= Discrete data
= Text data

= Images

= Genomic data

= EHFEIET—5- BABREBRHINTNDH, RIERICESE TR T —4
» EAET—4 -RBRICEZETAREGIFEELET 4
= Protected Health Information (PHI): #E D BHICVO LI ERTDH
» ERFELIFERRICK-TELGD
- BEET—%
= XFT—4
- B
= FILT—H

D) manomaL cancen msnirute

De-identification in the context of laws and regulations
= Protected Health Information — HIPAA law (Health Insurance Portability and
Accountability Act)

= Cancer surveillance is exempt along with other public health related
reporting activities

= SEER registries and other cancer registries (central/state registries and
hospital registries) collect and maintain personal identifiers

= |dentifiers needed for long-term follow-up of cancer patients and for
data linkages

= HIPAA specifies 2 methods of de-identification
= Statistical certification of de-identification
= Safe Harbor rule

= Summary of the law at US HHS

= https://www.hhs.gov/hipaa/for-professionals/privacy/laws-
regulations/index.html

[ seermzmzsmagocs |

EEORG EDTIERTE

[ wmsazgoce

= SEER &#} & TOMOHABEIE (FRIMA AR and BRRHAEE)
BAREEREEHT. RELTLS,

= EAREERRZ. MABEORPBHCT —SEHILETHD,

= HIPAA [Z2DDIRFEAL FEEBR TS, [ R ELE,

= Statistical certification ofw FHEHONI—FED
. BT N— A J— L L= DHETTHT S

BRY . EERLLERITH
= KERBEAEICKDIHIPAAEDER

LN ESN S EE
= https://www.hhs.gov/hipaa/for-professionals/privacy/laws-
regulations/index.html
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18 HIPAA ‘Safe Harbor’ Identifiers

= Name

Health plan beneficiary number

Address (all geographic subdivisions
smaller than state, including street
address, city county, and zip code)

Account number

Certificate or license number

All elements (except years) of dates Any vehicle or other device serial
related to an individual (including number

birthdate, admission date, discharge

date, date of death, and exact age if Web URL

over 89) Internet Protocol (IP) Address

Telephone numbers Finger or voice print

Fax number Photographic image - Photographic
images are not limited to images of the

face.

Email address

Social Security Number

Any other characteristic that could

= Medical record number uniquely identify the individual

HIPPAEIZL 518D [—T - /\—/\—]11E51F

- K& Health plan beneficiary number

EFF Y NENTRTOMERE, @ ° WEES
B2, hE, BEES) RHIES

BAICBHETSFERITATOAMNE - HEES
FEFAB. ZZAGRRA.ETA,

908 LU £ 00 R 4 8) * 7z7 URL

. BEED = 4% —3vk (IP) Address

- EFA-LTFELR * HRRL R )

- HAREEE * BE-BEEEORLY.

. o  ZOMDBEAERHETEDR/HMET AT
PHREES

D) manomaL cancen msnirute

De-identification in the context of laws and regulations (cont.)

= Cancer surveillance/cancer registries establishment, function and
authorities are mandated by state specific laws

= Data used for public health reporting
= Research
= U.S. Code of Federal Regulations (CFR) governing research
= The Common Rule: Title 45, part 46
= Title 21, parts 50, 54, 59
= Using de-identified data is not considered human subjects research

= CFR does not provide specific guidelines on de-identification

SR ORRE LT IERFEE I(cont.)

= DAY —R—FVZARUNABEDRIL. AL, BILE. MEREICES,

= ARBEBHOT—2FIFA FHANE REDEHBHATIZLY5E
. B / HERDODTABEINSD, — D
s DKL IRE R EEE ML

= BREFHIETHCFR KAREEIMRAIE | & 7AVNEREDTERELTH

EOHONBIELEHD,
= The Common Rule: Title 45, part 46
= Title 21, parts 50, 54, 59
» EHELT—2ORMAK. EMIBET AHRLEHEIALL,
= CFRIFFHEITOVT HEDH ARSIV ERELTIVEL,

Data handling at individual SEER registries

Data are collected with patient identifiers (name, date of birth,
address, telephone, alphanumeric identifiers)

Each registry has its own policy and procedure governing release of
their data for reseach

Registries use the services of IMS for data storage and management

IMS serves as an Honest Broker between the registries and NCI

IMS security systems meet each registry requirement and FISMA

= The Federal Information Security Management Act (FISMA) is United
States legislation that defines a comprehensive framework to protect
government information, operations and assets against natural or man-
made threats.

{8 < DSEERZ$FIZHITHT—2DEELY

THREAFRGETRESND (K4 £EA R, Ff7. BEES.
alphanumeric identifiers)

BEBED, IRAOT—HRUEZEE T HIRHOFEEH>TL S,
SEERZH TIE. T—42DEHE - BHIC[IMSH—EX]IEFAL TS,
IMSAY, SEERZ R ENCIDE D [AELAHNF]IDEBIERLTLS,
IMSDREEEL AT LIFEEZDEHLFISMAISHEEL TS,

= FISMALIE. BT DR, £7. EEZAAKTOABNBEENORET
BI=OREIEN LR AEEDLRKEDER.

IMS.Inc. 2016510 A 38 CKEREPIZHRS) | Quintiles
Transnational Holdings Inc. CRES A2 44 )L X4t) £EIMS
Health Holdings, Inc. CKEIMS Health#t) (F&HLT
QuintilesIMS&AEYELT =,

15




Data handling at NCI/SEER

SEER registries submit de-identified data to NCI/SEER program
twicelyear

= Data are submitted to the Information Management Systems, Inc, a
contractor of NCI that manages NCI/SEER data

Data are submitted with registry ID number, which is unique in
combination with registry but does not have any meaning outside the

registry
This number is never released to the research community

Each year a random generated number is assigned to each subject
listed in the submitted data

The de-identified data contain partial dates (month and year of
diagnosis and first course of treatment) and county of residence at the
time of diagnosis

NCI/SEERIZE 15T —2 DBk

= SEERZ$%(. £(21-2[E., NCI/SEER AR B £I. B ELT—4%1R
He 5,

* T—AH(L.NCI/ SEERT—44 BT HNCIDFEAEE THDIMSHIZIR
HEhd,

T—HFBFIDESHETRHESND, ChEBREELMAROEDE—
BN, BERENTRERERFLL,

* COBEFE. AROBITIERLTARSNALL,

= BE, SV LICERSNESA, REHSH 2T —FIZYRAbSh =% %
RIZEIVHTHND,

= ERET RIS, B H B AT (BET B LAELAREIR B DZH DA &
F) EDHBOREHOBNEEND,

Release of SEER data

= Researchers submit a request for access to the data and SEER*Stat
software.

= Asigned SEER Research Data Agreement is required

= New Research Data Agreement is required with each data release
= Each member of the research team needs to sign the agreement

= Main stipulations of the agreement

Use only for research

No linking

No publication of individual data or small group stats

No attempts to re-identify the data

If identity discovered: no use of it, no disclosure, notify SEER

No re-release of data

SEER data® 2\ B - 124t

= BIEEMN., T—FESEER * StatV Th I 7 AD T I RBEEFRH.
= SEERHIRT—2EZHN~DEZHNKRHOND,
T—AAHADOEICHFLOHAR T —2ZHNBE
HAEAVN—DEEDELNRE
ZHEOETREELUTOESY

= HREMEZTFIZES

= YL

» BAT—SRUDEHOARELEL

" TROBREEELELSELEL

» HL HFESKIBE. ThEEDAL, BRLAL, SEERICHISE D
= RESNETF—20 ZRBEHELLL

Data release: additional safegards

= County of residence and Census Tract Socioeconomic Indecies are
not release in the same data set
= Census Tract is a geographical area with 4000-8000 individuals living in
it
= Information on socioeconomic variables is available at census tract
level

= Those variables are used to create SES index which is released in
quintiles

THRE: T0HMOREEEK

= BESMSLUEZFAEDTract Socio Economic IndexeslEE LT —%
TybTIERBLAGL
= Census Tract&(&4000-8000 A AMEL IR T 7
= HRRFEWERICET H1ERIECensus TractOL AL THI AT EE

= CNLDEHIE ASMBTARSNSSESI U TYIREERT HT=012
fERshD,
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De-identification of clinical text documents

SEER registries collect pathology reports and other clinical documents

Currently these are not submitted to NCI/SEER due to patient
identifiers

= Registries do release these for research purposes with relevant IRB
approvals and Data Use Agreements

= SEER is actively searching for a reliable text de-identification tool
= Conducted evaluation of 2 de-identification tools

= Suboptimal results

= Plans for testing more de-identification tools

PREROFEREEL

* SEERZZTIIREREERVZOMOZHEEHELEH TS,
= WE, ChLIE. BEDOHERIZENSH. NCI/SEERIZIZESH LN TV
(A
BEREL. BETIRBORBE LUV T —AMEAFHEZNELLLICH
REMTIALFRHELTLS,
* SEERIF. B TEHXFIHMIFFHELY—ILETRIBRIITIEL TS,
= 2BFEDIEBEY—ILOFEEEIT 1=,
= BB TEEVER
= DI EILY—IL DT RAEETE S

D) manomaL cancen msnirute

Performance of De-ID™ in five SEER registry

PHI type De-Id Missed All PHI | Pll phrase N ptsw/ | Ptlevel
phrases N phrases N phrases | DelD rate |missed PIl|DelD rate
Names 13030 88 13118 0.993 19 0.995]
Dates 8717 31 8748 0.996 23 0.994
Phone Numbers 909 0 909 1.000 0 1.000
Places 1532 0 1532 1.000 0 1.000
Street Addresses 350 10 360 0.972 7 0.998]
Zip Codes 844 0 844 1.000 0 1.000
ID Numbers 1358 77 1435 0.946 51 0.987|
Total PHI 26740 206 26946 0.992 100 0.975)
Path Numbers 1678 1310 2988 0.562 810 0.798,
Institutions 1355 1673 3028 0.447 825 0.794]
Total de-id info 29773 3189 32962 0.903 1735 0.566
HATIOMAL CANCER INSTITUTE 21

Resources

Haranal lnstte of
Srurdards ond Techaslogy
US Deguortmanst of Commarce

= NISTIR 8053: De-ldentification of Personal Information
(Oct. 2015)

= http://nvipubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf

= NIST Special Publications 800-188: De-ldentifying
Government Datasets (second draft, Dec. 2016)

= http://csrc.nist.gov/publications/drafts/800-
188/sp800_188_draft2.pdf

D) manomaL cancen msnirute
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ICTE D X512 DIFARBIN L VI FHL, Ry (1973 L1 5) b—D2DEHED 5
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AT LIGER LR, 27, I w o b B0 REE, Fc oo —skLa
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¥ 7z Federal rule I X 0, De-identified 7 {&#ix (fE AEHHIER X 1172 D D) 1F anonymous (G
FEATREE 4 1L) Tld7r < T3, Human Subject research & 13 Rz I huin\y,

T — X DHITDWNWT
AR 2T -2 R LD THT, 4 HicliEESH S,
2TV 2=,
Nov: 18registry 2> HUVE  (IMS THLHE)
Dec:  SEER TiZ Outlier ¥ B2 2k &, #EDT—2 Lk TFzv 7
Jan: SEER Stat file # £ 31> Tk %
Feb: F3JE Quality Check
Mar: 7 — & i
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INODMHENRD 072 ZDTANTY) XLHED D,
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IZ Personal Identifier 255X 5N TETCCMS TY V27 L TR LENWTHED, EBIZLZ TR
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Z®H T3 IMS &1351)
- NCI N TZ L% > T\ % D(d Healthcare Delivery Program T&% 0 | BIFfE
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— MR licRICiLo, (R)
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Eret T o E R LICfibnTn s,

- SEER multiple primary ® /v — L%, solid tumor & \» 9 HHTICE D 5, 2018 456 DEH % H
FRLTEEL T3, ICD-0-3 2332 L WHJBICZa 2T 2 DT, BNL D, HOHICE S 5
b LN, (B biFnA7RREM  ICD 23823 % @i, Histology rule 7215 Tlx ?)
-ICD-0-3 X Y b AT, WHO B H LV a—FEFoTLE I b s, CoL EiTid
Zhiz e ITHERL 72,

C RMERIEMZ 23, BPAEROEREED 2{LHABTECTIIV2d0D, A EDHEHZH
DL, EWHHIFHIZ, ZHIFEHBICRE > TV EDITTIIARIZ I, ZO-DICHEHEFEFLY
L2 EDENPAREICTR 5720, CVS Pharmacy 2> b 1EMEHED 5 Z L B3AJREIC R > T 5 ?

ML RATD) V7 BIFHICRATON TS, VA P T F 78 &3,

- residual tumor registry & \» 9 b D3 H %, E-path THEL F— 2B 5720, Tz ENniE
FHARIRIR 2 INEE 32 2 L D A[REIC 2 B,

- Virtual Pooled Registry
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SEER RESEARCHDATA RECORD DESCRIPTION

CASES DIAGNOSED IN 1973-2014*

Submission: November 2016
Follow-up Cutoff Date: December 31, 2014
Documentation Version: April 2017

Diagnosis Years: /1973-2014

¥ This documentation describes the data files in the incidence/yri1 973_2014.seer8,
yrl992 2014.55 la_re ak, yr2000 2014.ca_ky lo nj ga, and yr2005.Jo_2nd_half divectories. Refer to
individual variable definitions to determine the differences between the directory files.

Cervix in situ cases after 1995 are not included.
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1
COMPUTER RECORD FORMAT

NAACCR Name Nfl\ t’:ﬁiR SAS Variable Name Ap{:g::;hle Position  Length
Patient TD number 20 PUBCSNUM i-8 8
Registry 1D 40 REG 9-18 10
Matital Status at DX 150 MAR_STAT 19 1
Race/Ethnicity 160 RACEIV 2024 2
NHIA Derived Hispanic Origin 191 NHIADE 23 1
Sex 220 SEX 24 1
Age at diagnosis 230 AGE DX 2527 3
Year of Birth 240 YR_BRTH 28-31 4
Sequence Number—Central 380 SEQ NUM 35-36 2
Month of diagnosis 390 MDXRECMP 3738 2
Year of diagnosis 390 YEAR_DX 3942 4
Primary Site 400 PRIMSITE 4346 4
Laterality 410 LATERAL 47 1
Histology (92-00) ICD-0-2 420 HISTO2V 48-51 4
Behavior (92-00) ICD-0-2 430 BEHO2V 52 1
Histologic Type ICD-0-3 522 HISTO3V 53-56 4
Behavior Code ICD-0-3 523 BEHO3V 57 1
Grade 440 GRADE 58 1
Diagnostic Confirmation 490 DX CONF 59 1
Type of Reporting Source 500 REPT SRC 60 1
EOD-—Tumor Size 780 EODI10 SZ 1988-2003 61-63 3
EOD—Extension 790 EOD10 EX 1988-2003 64-65 2
EOD—Extension Prost Path 800 EOD10 PE 1985-2003 66-67 2
EOD—Lymph Node Involv 810 EOD IO:ND 1988-2003 68 I
Regional Nodes Positive 820 EODIO PN [O88+ 69-70 2
Regional Nodes Examined 830 EOD10_NE 1988+ 7172 2
EOD—OId 13 Digit 840 EODI13 1973-1982 73-85 i3
EOD—O01d 2 Digit 850 EOD2 1973-1982 86-87 2
EOD—O0Id 4 Digit 860 FOD4 1983-1987 8891 4
Coding System for EOD 870 EOD _CODE 1973-2003 92 1
Tumor Marker 1 1150 TUMOR 1V 1990-2003 93 1
Tumor Marker 2 1160 TUMOR. 2V 1990-2003 94 1
Tumor Marker 3 1170 TUMOR_3V 1998-2003 95 1
CS Tumor Size 2800 CSTUMSIZ 2004+ 06-98 3
CS Extension 2810 CSEXTEN 2004+ §9-101 3
CS Lymph Nodes 2830 CSLYMPHN 2004+ 102-104 3
C8 Mets at Dx 2850 CSMETSDX 2004+ 105-106 2
CS Site-Specific Factor 1 2880 CSISITE 2004+ H07-109 3
CS Site-Specific Factor 2 28490 CS2SITE 2004-+* 110-112 3
CS Site-Specific Factor 3 2900 CS3S8ITE 2004+* F13-115 3
CS Site-Specific Factor 4 2910 CS4SITE 2004+* 116-118 3
CS Site-Specific Factor 5 2920 CS5SITE 2004+# 119-121 3

6 April 2017
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COMPUTER RECORD FORMAT

NAACCR Name N;’:SC#R SAS Variable Name Ap‘;;li;:}:!e Position  Length
CS Sile-Specific Factor 6 2930 CS6SITE 2004+ 122-124 3
CS Site-Specific Factor 25 2879 CS258ITE 2004+ 125-127 3
Derived AJCC T 2940 DAJCCT 2004+ 128-129 2
Derived AICC N 2960 DAJCCN 2004+ 130-131 2
Derived AICC M 2980 DAICCM 2004+ 132-133 2
Derived AICC Stage Group 3000 DAJCCSTG 2004+ 134-135 2
Derived S81977 3010 DS8819778 2004+ 136 i
Derived $S2000 © 3020 DSS20008 2004+ 137 f
Derived AJCC-—Flag 3030 DAJCCEL 2004+ 138 I
CS Verston Input Original 2935 CSVFIRST 2004+ 141-146 6
CS Version Derived 2936 CSVLATES 2004+ 147-152 6
CS Version Input Current 2937 CSVCURRENT 2004+ 153-158 6
RX Summ-—-Surg Prim Site 1290 SURGPRIF 1998+ 159-160 2
RX Summ—Scope Reg LN Sur 1292 SURGSCOQF 2003+ 161 1
RX Summ—Surg Oth Reg/Dis 1294 SURGSITF 2003+ 162 1
RX Summ—Reg LN Examined 1296 NUMNODES 1998-2002 163-164 2
Reason for no surgery 1340 NO SURG 166 I
RX Summ—Surgery Type 1640 588 _SURG 1973-1997 170-171 2
RX Surmm—-Scope Reg 98-02 1647 SURGSCOP 1998-2002 174 1
RX Summ—=Surg Oth 98-02 1648 SURGSITE £998-2002 175 1
SEER Record Number 2190 REC NO 176-177 2
SEER Type of Follow-up 2180 TYPE FU 191 1
Age Recode <] Year olds N/A AGE 1REC 192-193 2
Site Recode ICD-0-3/WHO 2008 N/A SITERWHO 199-203 5
Recode ICD-0-2 to 9 N/A, ICDOTO9Y 204.207 4
Recode ICD-0-2 to 10 N/A 1ICDOTIOV 208-211 4
ICCC site recode ICD-0-3/WIHO 2008 N/A 1CCCIWHO 218-220 3
;%gg site rec extended ICD-0O-3/WHO N/A ICCCIXWHO 221223 3
Behavior Recode for Analysis N/A BEHTREND 224 I
Histology Recode—Broad Groupings N/A HISTRE(C 226-227 2
Histology Recode—Brain Groupings N/A HISTRECB 228-229 2
CS Schema v0204+ N/A cs0204schema 236-232 3
Race recode (White, Black, Other) N/A RAC RECA 233 I
Race recode (W, B, AL, APD N/A RAC RECY 234 1
gi;g):)n recode NHIA (Hispanic, Non N/A ORIGRECE 135 1
SEER bhistoric stage A N/A HST_STGA 236 1
AJCC stage 3 edition (1988-2003) N/A AJCC STG 237-238 2
. rd )
goE(I)E;§ modified AJCC Stage 37 ed (1988 N/A Al 3SEER 239-240 5
SEER Surmmary Stage 1977 (1 995-2000) N/A 88577VZ 1995-2000 241 i
SEER Summary Stage 2000 (2001 -2003) N/A SSSMIKPZ, 20012003 242 I
April 2017 7

24




COMPUTER RECORD FORMAT

Applicable

NAACCR Name Position  Length

First malignant primary indicator
State-county recode

Cause of Death to SEER site recode
COD to site rec KM

Vital Status recode

IHS Link

Sununary stage 2000 {1998+)

AY A site recode/WHO 2008

Lymphoma subtype recode/WHO 2008

SEER Cause-Specific Death
Classification
SEER Other Cause of Death
Classification

CS Tumor Size/Ext Bval

CS Lymph Nodes Eval

CS Mets Eval

Primary by international riles

ER Status Recode Breast Cancer (1990+)
PR Status Recode Breast Cancer (1990+)
CS Schema -AICC 6th ed (previously

called v1)
CS Site-Specific Factor 8

CS Site-Specific Factor 10

CS Site-Specific Factor 11

CS Site-Specific Factor 13

8 Site-Specific Factor 15

CS Site-Specific Factor 16

Lymph vascular invasion

Survival months

Survival months flag

Insurance recode (2007+)

Derived AJCC-TT

Derived AICC-TN

Derived AJCC-TM

Derived AJCC-7 Stage Grp

Breast Adjusted AJCC 6" T (1988+)
Breast Adjusted AJCC 6™ N (1988+)
Breast Adjusted AICC 6™ M (1988+)
Breast Adjusted AJCC 6™ Stage
(1988+)

CS Site-Specific Factor 7

CS Site-Specific Factor 9

(8 Site-Specific Factor 12

Derived HER2 Recode (2010+)

1998+

2004+
2004+
2004+

1990+
1990+

2004+
2004-+*
2004+*
2004+*
2004-+*
2004+*
2604-+*

2007+
2010+
2010+
2010+
2010+
1988+
[988+
088+

1988+

2004+*
2004-+%
2004+*
2010+

N‘E’Qﬁ? SAS Variable Name Y ears
N/A FIRSTPRM
N/A ST CNTY
N/A CODPUB
N/A CODPUBKM
N/A STAT REC
192 IHSLINK
N/A SUMM2K
N/A AYASITERWHO
N/A LYMSUBRWHO
N/A VSRTSADX
NA ODTHCLASS
2820 CSTSEVAL
2840 CSRGEVAL
2860 CSMTEVAL
NIA intprim
N/A erstatus
N/A prstatus
NiA csschema
2862 CS8SITE
2864 CS10SITE
2865 CSI11ISITE
2867 CSI3SITE
2869 CSI5SITE
2870 CSI6SITE
1182 VASINV
N/A srv_time_mon
N/A stv_time_mon_flag
N/A INSREC_PUB
3400 DAJCCTT
3410 DAJCCTIN
3420 DAICCTM
3430 DAJCCISTG
N/A ADJTM 6VALUE
N/A ADINM _6VALUE
NIA ADIM _6VALUE
N/A ADJAJCCSTG
2861 CS7SITE
2863 CSI9SITE
2866 CS1281ITE
N/A her2

245
246-250
255-259
260-264

265

266

267
268-269
270-271

272

273

274
275
276
277
278
279

280-281

282-284
285-287
288-290
291-293
294-296
297-299
300
301-304
305
311
312-314
315-317
318-320
321-323
324-325
326-327
328-329

330-331

332-334

335-337

338-340
341

S S L L T ¥ S U R

[

—

[ N T N T N S S S S R R Pt T - S S R % R W TR S S L R |

—_— L e L

April 2017
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COMPUTER RECORD FORMAT

NAACCR Name

Breast Subtype (2010+)

Lympliomas: Ann Arbor Staging (1983-+)
CS Mets at Dx~-Bone

CS Mets at Dx-Brain

CS Mets at Dx-Liver

CS Mets at Dx-Lung

T value - based on AFCC 3rd (1988-2007)

N value - based on AJCC 3rd (1988-
2003)

M value - based on AJCC 3rd (1988-
2003)

Total Number of In Situ/malignant
Tumors for Patient

Total Number of Benign/Borderline
Tumors for Patient

NAACCR

Item #
N/A
N/A
2851
2852
2853
2854
N/A

N/A
N/A
N/A

N/A

SAS Variable Name

brst sub
ANNARBOR
CSMETSDXB_PUB
CSMETSDXBR PUB
CSMETSDXLIV PUB
CSMETSDXLUNG PUB
T VALUE

N_VALUE
M VALUE
MALIGCOUNT
BENBORDCOUNT

Applicahle
Years
2010+
1983+
2010+
2010+
2010+
2010+

1988-2003

1988-2003

1988-2003

Position

342
348
349
350
351
352
353

355

357

359-360

361-362

Length

#2004+ varying by schema

April 2017
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AGENDA

Center for Cancer Registries, National Cancer Center, Japan Visit with Utah
Cancer Registry
August 29, 2017

0900 - 1700

Japan

Akiko Shibata, MD - Center for Cancer Registries; National Cancer Center, Japan

National Hidemi Ito, MD — Aichi Cancer Registry, Nagoy
gz:::: Izumi Oki, MD — Tochigi Cancer Registry; Tochigi Cancer Center Hospital Registry
Attendees: Seiki Kanemura, MD — Miyagi Cancer Registry; Miyagi Cancer Center Hospital Cancer Registry
Manami Inoue, MD — Center for Public Science; National Cancer Center, Japan
Daisuke Kawakita, MD — Otolaryngologist; Nogoya City University Hospital, Aichi, Japan
Utah Cancer  Carol Sweeney, PhD - Professor, Internal Medicine and Director, Utah Cancer Registry
Registry Mia Hashibe, PhD - Associate Professor, Family and Preventive Medicine, Huntsman Cancer
Attendees: Institute, and Utah Cancer Registry
SuAnn McFadden, CTR - Operations Manager, Utah Cancer Registry
Kacey Wigren, RHIT, CTR - Lead Certified Tumor Registrar, Utah Cancer Registry
Carrie Bateman, BS - Senior Informatics Specialist, Utah Cancer Registry
Kim Herget, MStat - Biostatistician, Utah Cancer Registry
Marjorie Carter, MSPH - Research Manager, Utah Cancer Registry
0900 - 0915  Welcome, Introduction & Schedule Overview Carol Sweeney,
SuAnn McFadden
0915-0930  Overview of Center for Cancer Registries, National Japan National Cancer
Cancer Center, Japan Center Representative
0930 — 1030  Registry Oversight and Relationship to US State and Carol Sweeney
o Federal Agencies
1030 -1045  Break -
1045 -1100  Data Standards, Standard Setters & Supporting SuAnn McFadden
Organizations
1100 - 1130  Data Collection & Hospital Collaboration SuAnn McFadden
1130-1300  Lunch
The Point at Huntsman Cancer Institute
1300 - 1330  Editing, Case Consolidation, Data Preparation for Kacey Wigren

Submission
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1330 - 1430  Data Security, Data Structure & Data Transmission

Carrie Bateman

1430 - 1445  Break

1445 - 1515 Follow-up Process

SuAnn McFadden 7

1515-1530  ldnkages and Data Exchange Process

Kim Herget

1530 - 1545 Data Sharing and Participant Recruitment for
Research

Marjorie Carter

15451700  Open Discussion, Questions, Wrap-up

1700 Return to hotel

Additional Information:
August 28, 2017 1634, Arrive in Salt Lake City, Utah
Hotel: Little America Hotel

500 South Main Street

Salt Lake City, Utah 84101

Telephone: 801-596-5700

August 29, 2017: 0830, Take Taxi to Utah Cancer Registry (650 Komas Drive, Suite 106B) entrance is

on the west side of building; office is in southeast corner,
August 30, 2017: 0735, Flight from Salt Lake City, Utah to Washington, D.C.
Utah Cancer Registry Contact Numbers while in Salt Lake City:

Teresa Moss, Administrative Assistant 801-581-8407
SuAnn McFadden, Operations Manager 801-213-3247 or 801-755-0494
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Utah Cancer Registry Oversight and
Relationship to US Federal and State
Agencies

Presentation for the meeting between Utah Cancer Registry
and representatives from National Cancer Center, Japan,
August 29, 2017.

Presented by Carol Sweeney PhD
Director, Utah Cancer Registry

8/29/2017

Relationship between SEER and NPCR and
each State (or regional) Cancer Registry

0O SEER and CDC provide funding to each participating
registry through a contract (NCI) or cooperative
agreement (CDC)

U Each registry is required to submit (non-identifiable)
data to SEER and/or NPCR

0 SEER and NPCR compile data from registries into
larger data sets and make data available for the
purposes of assessing cancer trends and for cancer
research

Two U.S. Cancer Registry Programs

Agency National Cancer Centers for Disease
Institute Control and Prevention
Cancer Surveillance, National Program of
Registry Epidemiology, and End | Cancer Registries
Program Results
Acronym NCI SEER CDC NPCR
Number of 15 46
States*
Emphases * Tracking incidence * Trackingincidence and
and survival trends survival trends
* Providing data for + Providing data for
cancer research cancer control
URL https://seer.cancer.gov/ hitps://www.cde.gov/eancer/nper
findex.htm

* The number of states does not add to 50 because some states, or part of states, participate In bath
programs. See next slide.

Role of Registries in SEER and NPCR Methods
Development Projects
U Participating registries have the opportunity to propose

to participate in special projects for development and
quality assurance of cancer registry methods

QO Examples of special projects Utah Cancer Registry
has recently been involved in:
0 SEER Virlual Tissue Repository
O 15-month Resubmission to Improve Completeness
O UCR Data Linkage with Utah All-Payer Claims

O Pilot to Collect Screening Information for Breast and Cervical
Cancer Cases

U.S. Cancer Registry Programs: Participating States
Ke
CDC NPCR

[ neiseer

[ ] SEER and NPCR**

ot indicated on map, reglstries
Washinetop also oa gate in ]

Role of SEER and NPCR in Cancer Registry
data standards and quality
O The NCI contracts and CDC agreements define

reportable cancer cases, variables for each case, and
deadlines for data submission

O SEER and NPCR evaluate data submitted by each
registry for completeness and quality
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Other U.S. Cancer Registry Organizations

In addition to federal government agencies NCI and CDC,
several professional organizations in the U.S. are involved in
defining Cancer Registry data content, data formats, and
standards for cancer registrar training and certification.

0O North American Association of Central Cancer Registries
(NAACCR)

O American College of Surgeons Commission on Cancer
(CoC)

O National Cancer Registrars Association (NCRA)

0 American Joint Commission on Cancer (AJCC)

Utah Cancer Registry (UCR)

0 Utah's state-wide,

population-based cancer
registry SRV T

0O Operaling at the j-‘ . W
University of Utah since | R e
i SN
1966 I 5 1) UINTA TS

| surumEcmsug -
O Member of the National | A e
Cancer Institute’s | i
Surveillance, |
Epidemiology, and End |
Results (SEER) Program |
since 1973 i

HEVADA

O Participating in CDC
National Program of
Cancer Registries (NPCR) |
effective 2017 I

|
|
i
|

AR ONATEES

State Laws Mandating Cancer
Registries
QO In the U.S., each state has its own laws

and regulations that govern reporting of
health data for surveillance purposes.

Authorization for Cancer Registry
Reporting in Utah

In Utah, the relevant law and rules include:

0 Utah Code Title 26 Utah Health Code,
Chapter 5 Chronic Disease Control, Section
3, System for detecting and monitoring
diseases established by department

O Utah Administrative Code Rule R384-100,

Cancer Reporting Rule
(hitp:/hnwwe.rules.utah.govipublicat/code/r384/r364-100.him)

Features of State Laws Governing
Cancer Registries
These laws and regulations typically
address the following:

0 Hospitals and other health care providers
are required to report cancer

0 Central cancer registries receive identifiable
cancer data

QO Central cancer registries are required to
protect privacy and confidentiality

Utah Code Title 26-5-3

System for Detecting and Monitoring Diseases
Established by Department

“The department (of health) shall develop and maintain a
system for detecting and monitoring chronic diseases
within the state and shall investigate and determine the
epidemiology of those conditions which contributed to
preventable and premature sickness, or both, and to death
and disability.”
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Key language from Utah Administrative Code

Rule R384-100, Cancer Reporting Rule:

Reporting

— “All hospitals, radiation therapy centers,

pathology laboratories licensed to provide services
in the state, nursing homes, and other facilities
and health care providers involved in the diagnosis
or treatment of cancer patients shall report or
provide infermation related to a cancer or
reportable benign tumor to the Registry.”

A comment on the impact of the Utah Cancer
Reporting Rule on hospitals in the state:

In order to compile detalls of each cancer case for
reporting to UCR, hospitals employ cancer registrars
or contract with companies for this service. The
hospital must pay the cost of this “abstracting”.

Utah hospitals and health care providers are generally
very cooperative with reporting. The registry actively
contacts hospitals and providers to encourage timely
reporting. The UCR and state have never had to use
iegal enforcement of the cancer reporting rule.

Key language from Utah Administrative Code
Rule R384-100, Cancer Reporling Rule:
Responsibilities
— “Cancer records are managed by the Utah Cancer
Registry {(Registry) on behalf of the Utah
Department of Health.”

— “The Utah Department of Health retains
ownership and alt rights to the records.”

— "All reports required by this rule are
confidential...”

UCR Data Confidentiality and Data
Release, Utah Health Code

[ Title 26, Utah Health Code
+ 26-3-7. Disclosure of health data --
Limitations.
( http:/fle.utah.gov/xcode/Title 26/Chapter3/26-3-5 7. html)
— Disclosures permitted include:
+ with consent of the individual or NOK,
+ to a government entity if consistent with
purpose for which data were collected, or
+ “for a specified pericd, solely for bona fide
research and statistical purposes”.

A comment on UCR’s experience with the
Utah Cancer Reporting Rule:

The rule does not go into specifics such as
format of data or variables. Because the
language is not specific, the rule does not
need to be revised when SEER, NPCR,
NAACCR etc. request changes in registry
variables or data formats.

Oversight of Disclosure of UCR Data

Utah Department of Health (UDOH)
O The cancer regisiry data are owned by UDOH

O UCR sends an annual data fite to UDOH, provides data
summary reporis, and performs data linkages for UDOH
public health purposes

O Memaorandum of Agreement, Utah Department of
Health and University of Utah, defines other
authorized data disclosures

L UCR leadership meet menthly witk UDOH

31




Additional Oversight of Disclosure of
UCR Data
Utah Cancer Registry Advisory Research Committee
O Meets 2 times per year

O Representation from
Q UDOH
O Hospitals

O Researchers

8/29/2017

Utah Cancer Registry People and Organization
In order to function well as a central cancer registry, Utah Cancer
Registry has personnel with a experlise in several key areas:

O Doctoral-level expertise in
O Epidemiology and research methods
O Oncology
O  Informatics

= Each of lhese PhD- or MD-qualified individuals devotes only part of
his or her lime lo UCR and spends the remainder of his or her ime
on other Universily research, teaching, and leadership roles.

Q Other qualifications including
0O Certified Tumor Registrar (CTR)
0O Master Science in Public Health (MSPH)
O  Master of Statistics (MStat)
0 Bachelor of Information Science (BS)

UCR Data Release — In Practice

» Utah Department of Health

% NCI Surveillance, Epidemiology, and End
Results (SEER) Program

» through SEER, other surveillance and research
uses

> CDC National Program of Cancer Registries
3 Utah Population Database

> Research Requests

» Non-Research Requests

Utah Cancer Registry
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DATA STANDARDS, STANDARD SETTERS
& SUPPORTING ORGANIZATIONS

SUANN MCFARDEN, CIR
GPERATIONS MANAGER
UTAH CANCER REGISTRY

DATA STANDARDS

» Shared standards:
- Ensures clarity of communication
- Protects integrity of pooled or compared data

- Focuses altention on key aspects of cancer
care & cancer control

Uf HEaLTH

SEMIV ARSI O BTAR WILAI, 3017 |

STANDARD SETTERS

« Standard Codes for fopography,
morphology & extent of tumor spread:
— The Warld Health Organization

« ICD-0O-3site & histology codes
« Rules for assigning codes
~ American Cancer Society
» Early coding system; forerunner fo [ICD-C
— American Joint Committee on Cancer
» Tumor-Nodea-Metastasis {TNM} prognostic systermn
+ In cooperalion with Infernationat Unicn against
Cancer (UICC)

rueary

----------------------------

/VQJL

DATA STANDARDS

+ Provides consistency among groups
+ Evolved over time
+ Determines:

~ What is collected

- How dala are processed

- How dola are used

Peimary authority o address questions on
data & data management

*

£l Heath
jtirity

CHRIVITIRT OF NILE NIALIN, 415

DATA STANDARDS

« Computerized registry data systems have
facilitated ability to share data

- NAACCR layout formal for abstracts

Uf Heauy

----------------------------

STANDARD SETTERS

« Standards for facility & population-based
registries

-~ Commission on Cancer of the American
College of Surgeons {CoC)
+ Delined role of fadiiitlesin cancer management
+ Naffonal Cancer Data Base (NCDB}
— The National Cancer Instituie's Surveillance
Epidemiclogy & End Results Program (SEER)
+ Central registry procedures for cancer monitoring
- The National Program of Cancer Registries
{NPCR} — Centers for Disease Control &
Prevention
« Guidelines for population-based registies
W s

CENIVIRSITT GF ITAR RIAUN, 3017

8/29/2017
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SUPPORTING ORGANIZATIONS

+ The National Cancer Registrars Association
{NCRA)

- Support for cancer registrars

+ The North American Asseciafion of Central
Cancer Registries [NAACCR}
- Development of standards
— Support of standard setters

« Utah Cancer Registrars Association

- Local erganization to support central & hospiial
cancer registrars

8/29/2017

CTMIVINNI OF RTAT MIALIK 2017

REPCRTABILITY REQUIREMENTS

* Based on governing agency of facility
+ Overlap of required cases

— Utah Department of Health/Utah Cancer
Regisiry

- Utah CoC approved facilities

— Hospital Cancer Committees

~ 'Reportable by Agreement’ cases

— Hospitals must meet UCR requirements

— UCR will accept hospital cases not required by
SEER

W eean

CUNIVIRINY GF Q1A ALALTE, 3017
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DATA COLLECTION, TRAINING &
HOSPITAL COLLABORATION: WHAT WE
COLLECT

SUANN MCFADDEN, CTR
OPERANONS MANAGER

............................

8/29/2017-

DATA COLLECTION

« Data collection area includes all residents
of Utah

« Qut-of-state cases included in database if
submitted by hospital registries

« Ixtensive case finding activities performed
to ensure complete case capture

- Early stage prostate, melanoma of skin &
chronic myelocytic leukemia difficult fo identify

rzam

SEER REPORTABLE NEOPLASMS

+ Invasive & in situ neoplasms
— Cervixin situ not reportable beginning 1/1/19%96

+ Non-malignant brain and central nervous
systemn tumors diagnosed beginning 1/1/2004

« Excludes basal & squamous cell carcinomas
of skin

X ALt T T

SOURCE OF CANCER CASES

+ 48 Hospitals in Utah

— Hospitals with cancer registries submit cancer
reports in "NAACCR Abstract” format

— Field hospitals
+ 7 Free-standing radiation centers
« Physician Offices & clinics
Pathology Labs (hospital & free-standing)
Death certificates
« Nursing Homes
« Data exchange with other state registries

.

*
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PATHOLOGY REPORT COLLECTION

» Flectronic pathology

- 88% of path received through e-Path
+ 34 of 48 hospitals
« 5 free-standing labs
+ Working with other labs to onboard fo AlM
- Artificial Intelligence in Medicine |AIM)

+ Non-electronic pathology
— Received by fax, maill, secure FIP

RlFeaLy

PATHOLOGY REPORT COLLECTION

+ Hospital pathology labs

-- 28 hospitals with pathology fabs

+ Some read path for multipie hospitals

+ Free-standing pathology labs

— 45 Utah & out-of-state labs

- 21submit cases regularly

— Others sporadically
« Pathology lab completeness

— Survey sent to dermatologists, uroiogists &
oncologists to identify labs being vsed

ety ——————————— g e B
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PATHOLOGY REVIEW

« Each pathology report is reviewed by ¢
Utah Cancer Registry stafl member fo
determine whether it is a reportable case

Ytueaurn Cawr T ST ST 3w

PATHOLOGY FOLLOW-BACK PROCEDURE

« f a pathology report is received and can
not be linked to a hospilal abstract, a
“follow-hack™ letter is sent to the physician
listed on path report

+ Request detailed information

- Confirm if hospitalized for cancer indicaied on
path report

— Diagnosing information
— Treatment

WA e Ty

HOSPITAL ABSTRACT COLLECTION

« All hospital abstracts are submitted
electronically
- Submitted through our secure FIP site
- Transferred from SEER*DMS absiracting iool

« 33 hospitals report through on-site registries
or contract abstracting companies

« UCR does abstraciing for 15 hospitals

+ Cases expected to be submitted within six
months of diagnosis

U weneart - ee T o mw wan ey

CASES RECEIVED BY RECORD TYPE

Average Number of Records Received per
Typa of Record Year (2032-2015)
HL7 E-Path 44466
Casefinding {non-
ePath} 4035
NAACCR Abstract 15083
Death Cert 17293
T nealti SRR T BT AR WP T0

DEATH CLEARANCE PROCESS

» Yearly death files submifted from Utah
State Vital Records Department

+ Matched against registry database
— Name, social security number, dale of birth

+ Maiched cases updaled
- Date of death, cause of death
- Piace of birth, race, name

« Unmatched cases designated as possible
'death certificate only' [DCO) cases until
follow-back provides additional
information

W veaTh T T

FOLLOW-BACK PROCESS FOR DEATH
CERHIFICATE ONLY CASES

« Hospital deaths
— Hospitals contacted to determine if abstract
should be submitted
+ Nursing home deaths
— Contact made for information
« Other locations of deaths

— Letter sent 1o physician who signed death
cerfificate
— Letter seni to informant listed on death certificate

« Limitedinformation can be used per death clearance
guidelines

+ Request fimeline, physician who diagnosed

U eauth CTRnET of via wTALTE 3017
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FOLLOW-BACK PROCESS FOR DEATH CERTIFICATES

+ Reportability Determined
— Utah residents at diagnosis
— Reportable diagnosis
* Report Source Assigned
~ Hospital, physician office, death certificate
only (BCO)
NAACCR Death Cleorance Manual used
to correctly apply DCO rules
SEER aliows >0% & <1.5% DCO cases
2014 - 0.37%:; 44 DCO cases

*

-

8/29/2017
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2014 DEATH CLEARANCE REPORT

+ Non-matched death certificates - 816
« Cases added to UCR Database - 285
—~ Hospital - 8

— Radiation & Oncology Center - 4
— Physician Office - 261
- Nursing Home/Hospice - 5
- Autopsy Only - 7
+ Death Certificate Only Cases - 44

U EacTH

2014 DEATH CLEARANCE REPORY

= Death certificates followed but did not
result in a reportable case - 487

- Linked fo an existingcase - 284

- OQutofarea - 117

— Cause of dealh metastalic site - 30
* not a new prmary

— Cause of deaih not reportable - 54
+ Nen-reportable skin malignancies

i
L} HEaLTH

UTAH CANCER REGISTRY CASES
BY REPORT SOURCE - 2014

Report Source Number of
Cases
1— Hospital Inpatient 10,293
2 - Radiation Treatment Center or Medical Oncology Center 15
3— Pathofogy Only 454
A — Physician’s Office 1,252
% - Nursing Home 5
6 - Autopsy Only 8
7 — Death Certificate Only 44
8— Qther Hospital Outpatient Units/Surgery Center 4
TOTAL 12,075
U ey SR 1 A

TRAINING/QUALITY CONTROL PROCEDURES

+ Experienced and certified {Certified Tumor
Registrar, CTR) Registry Editors & Quaiity
Improvement Specialists

« Cases evaluated for completeness, guality
& correct application of coding rules

+ Abstracts not meeting standards are
retfurned fo originating facilities 1o be
corrected

WA ——————————— e e

TRAINING/QUALITY CONTROL PROCEDURES

» Good working relationships with Utah
hospital registrars

« Technical assistance provided

+ Training provided through Utah Cancer
Registrar’s Association meetings, NAACCR
& NCRA webinars, SEER*Educate

W Ay
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Questions?
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QUTLASNT OF LEALE

CASE CONSOLIDATION
EDITING
SUBMISSION PREPARATION

KACEY WIGREN, RHIT, CTR
LEAD CERTIFIED TUMOR REGISTRAR
UTAH CANCER REGISTRY

8/29/2017

THE LIFE OF A CANCER CASE REPORT

Readyfor
Submilszion

Ing
¥ Edits are
leared

et ————— e

DATA RECEIVED

» Data is received from mulfiple reporting
sources

- Types of dald received:
« Hespital faciiity abstracts
« Pajhology reporis
= Physician office reporting forms
= Deatlh cedilicales
+ Other state cenfral cancer registry abstracts

+ Treatment and diagnosing information from
freestanding cancer clinics and treatment cenfers

« Data is converted into system records

ey ———————— s

SCREENING FOR REPORTABILITY

+ All data records received are screened to
ensure reportability

+ Reportable cancer data records move
through workflow to case consolidation

igeaty———————————————— =

CONSOLIDATION: PATIENT LEVEL LINKAGE

« Multipte reportable records for the same
patient are combined/consolidated into
one comprehensive patient set
- Patient demographics are verified

+ A single reportable record is consolidated
info a patient set

T HeALTH

CONSOLIDATION: TUMOR LEVEL LINKAGE

+ Data records in a single patient set are
consoldated inte one or more cancer
cases based on:

- Primary site
- Morphology
— Mulliple Primary/Histology rulfes

+ A sequence number is assigned to each
reportable cancer case within a patient
set

Ut HeaurH EIE A ey
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VISUAL EDITING

« All cancer cases are visually edifed:

— Review texi fields in ali records

— Verify accuracy of all coded data items

~ Assess completenass

~ Request further information from reporting
sources if necessary

— Provide necessary feedback 1o hospital
reqgistrars

8/29/2017
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DATA EDITS

+ Dala edils test the logical effects of

coding rules or natural relationships

— For example: Squarnous cell carcinoma i common in
the lung, but is nol expecied to arise in the pleura. An
automadted edit would question a case coded as
squamous cell carcinoma of the pleura.

* Through the leadership of NAACCR,
edit standards have been compiled for
data etements across siandard data
sets

U Healy e T

DATA EDITS AT THE UTAH CANCER REGISTRY

= SEER, NPCR and local edits are automated
and executed in every patient set

+ Failing edits are cleary listed with a
detailed description

+ Edits are refreshed continually throughout
the visually editing process
- Faitures are often resolved while visually editing

« All edits are cleared prior to each
submission

i neauy ST eV e e

SUBMISSION PREPARATION

+ Request and findiize any missing abstracts
from facifities

+ Complete death cerlificate follow-back

» Ensure all cases have been visually edited
and edlits are clear

« Ensure follow-up rates are above
acceptable threshold

+ Perform quality control reviews

For example: unknown laterality, unknown{ill-
defined sites, run duplicate case reports

CUREYEENIIT OF BIAK MIALIN, 3910
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Utah Cancer Registry Data Flow

Patient Care and Lab Facilities
* Hospitals, radiation centers,
pathology labs, nursing homes
« |dentify new cases
* Provide information on initial
diagnosis and treatment
* Provide data on follow-up
treatment
* Provide survival data

Physicians
* |dentify new cases
+ Provide information on initial
diagnosis and treatment
* Provide data on follow-up
treatment
* Provide survival data

Other State Registries
* |dentify Utah residents diagnosed in
other states
* Provide diagnostic, treatment,
and survival data

Passive Follow-Up
 Utah Department of Vital Statistics,
National Death Index, Social
Security Administration, Centers for
Medicare and Medicaid Services,
Utah Voter Registration
 Provide survival data
* |dentify deaths from cancer
* Provide demographic data

Utah Cancer Registry

+ Collects and
manages cancer
incidence and
mortality data

» Coordinates all data
sources

» Merges duplicate
documents

» Follows hard-to-
locate cases

+ Uniformly codes all
data

+ Quality controls all
data

« Submits annual data
tapes (without
confidential
information) to the
National Cancer
Institute’s SEER
Program and
NAACCR for use in
national data bases

» Graphically presents
data

* Creates reports

v

Patient Care Facilities

* Training of cancer registrars

+ Quality control and feedback of all
submitted cancer information

» Survival data as requested

« Special reports as requested

v

Physicians

* Letters to remind physicians to
follow patients not seen for one year
or longer

« Reports listing all information for
each physicians' patients

» Special reports as requested

SEER, NAACCR, and NPCR

Programs

» Diagnostic, treatment, survival, and
demographic data on all patients
(names are not submitted)

* Publications and newsletters

Emerging Data Sources
* Insurance Claims Processing
Companies, Pharmacies,
CancerLing, Genetic Testing
Companies
» Provide treatment data
* Provide genetic test data
» Other data items not yet
specified

Research Studies

» Descriptive statistics of cancer in
Utah

» Diagnostic, treatment, and survival,
and demographic information for
patients under special study for
etiology of disease

» Data to link pedigrees for genetic
research (Utah Population
Database)

 Facilitate patient contact for
approved research studies

h 4

Utah State Health Agencies

*Data to for planning chronic disease
prevention and control programs
*Data regarding cancer clusters
*Publications and reports

4
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DATA SECURITY, DATA STRUCTURE,
AND DATA TRANSMISSION

CARRIE DATEMAN BS
SENICR INFORMATICS SPECIALIST
UTAH CANCER REGISTRY

CTRINENIT OF VAN atdt s 2007

Utah Cancer Registry
Data Security

CuairERsiiT of Viaw wiALlY, 2007

PURPOSE OF DATA SECURITY

+ To protect identifiable data from
intentionat or inadvertent unauthorized
disclosure.

— Identifiabie data means any item, collection,
or grouping of data that, either from the data
disclosed or in combination with other dafa,
idendifies the individual described init or the
individual or organization who supplied the
data.

L Heartd

APPLICABLE POLICIES, LAWS, RULES, AND
AGREEMENTS

= University of Utah Policy 4-004

- Informalion Secuiity Policy
* Utah Code Title 26 Chapter 3 Section 10

— Department Measures to Protect secuily of heaith data
+ Utah Administrative Code Rule R384-100

— Cancer Reporting Rule

= Utah Department of Health and University of Utah
Memgerandum of Agreement

+ Federal information Secuiity Management Act
(FISMA)

+ Privacy Act of 1974

| i) T EET Y O SR R T

DATA SECURITY REQUIREMENTS

« Document data securily procedures
« Restict access to authonzed individuals
+ Maintain physical and electronic device security

+ Limit individual access to and authorized release of
identifiable data o the minimum necessary fo
complete the task

+ Encryptidentifiable data in flight and at rest

+ Provide regular data secuwity training io staff

+ Reporl unautherized disclosure of identifiatle data fo
all appropriate organizafions

| s SrETEAE T

DOCUMENT DATA SECURITY PROCEDURES

= Procedures are in place that descripe how staff
must ensure the security of identifiable dafa

+ Procedures are reviewed as new policies, laws,
agreements, and rules are implemented to
ensure compliance

Ui HEaLTy STRIAR REAIR TFIT
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RESTRICT ACCESS

+ Restict access to identifiable dafa to staff who:
— Needio access the information fo complete their
assigned fasks
— Have completed all required data security tralning
- Have signed alt applicable confidentiality and or non-
disclosure agreements

+ Review access regularly

Xl Heaun SV b e

MAINTAIN PHYSICAL AND ELECTRONIC
DEVICE SECURITY

+ Physical Security Standards
— Office space is resticted to cuthonized personnel
— Paper conlaining identifiable data
+ Stored behind two locks
+ Transported in a locked container
« Discorded in the approved shradding bin
- Elecironlc devices conlaining identifioble dala
+ Encrypled
+ Password profecied
+ Anti-virus ond anti-malware software installed
« All software set 1o automalically updaie

Bl peauty CoRru TR OF STAY FEAIT 017

MINIMUM NECESSARY

+ Limit individual access to and authorized release
of identifiable data to the minimum necessauy to
complete the task

+ Example
~ A rasearcher would like fo caleulate survival rates of all

Utah residents diagnosed with lale stage breast cancer
and requests that we release full date of diagnosis and
full date of last contact. To meet the minimum
necessary requirement we instead wouldrelease the
calculated date inferval because the researcher does
not require the full dates to complete the cims of tha
project.

i ean SereT ST ST AT T

ENCRYPT IDENTIFIABLE DATA IN FLIGHT AND
AT REST

+ All electronic identifiable data must be encrypted
+ Encryption must meet federal standards

+ Inflight encrypiionis accomplished by using
encrypied email, secure file transfer protacol
(SFTP). or encrypiing the information being sent

+ At rest encryplionis accomplished by encrypting
ihe hard drive where the data are stored

L neaun

PROVIDE REGULAR DATA SECURITY TRAINING
TO STAFF

+ Online dola security training module twice a year

« Quarterly presentations aboul data security in
staff meeling

+ Monthly data security reminders by email

+ Specific data security training provided in the
event of an unauthorized disclosure of identifiable
data

i HeaLTH ORI Y STRw VAT T

REPORT UNAUTHORIZED DISCLOSURE OF
IDENTIFIABLE DATA

» Report unauthorized disclosure of identifiable
data
- University of Ulah Infermation Security and Privacy Office
~ Utah Deparimend of Heallh
~ Nalional Cancer institute Survelilance, Epidemiolagy, and End
Resulls Program
— Centers for Disease Conlrol Malional Program of Cancer
Registies
* Report Contents
~ How the unauthorized disclosure happenad
~ Whai steps were taken to mitigate the impact of the disclosure
-~ Corrective aclions to be taken to prevent fuiure disclosures

B Heaits ST TR TATTR 3017
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Utah Cancer Registry

Data Structure and
Transmission

©ERIYENSIIT OF TOAR ATAUE 3917
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Utah Cancer Reglstry Data Flows
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CANCER DATA SCURCES AND STRUCTURE

+ Patient Care and Laboratory Facilities
— NAACCR Absiracts
— HL7
— Excel or C8V lists
— PDF files
— Malted or faxed paper reports
» Physicians
— HL7 CDA
— PDF fies
— Malled or faxed paperreports

ORIV EITITT OF STAN NEAITR. 317

CANCER DATA SOURCES AND STRUCTURE -
CONTINUED

+ Other State Registies
- NAACCR Absiracts
— Excel or CSV lists
= Passive Follow-up
- Exce! or C5V lisis
+ Emerging Data Sources
— Clgims data
+ AMSI837 Format
— Ofher dala sources
+ To be delermined

L HeaTH
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CANCER DATA TRANSMISSION METHODS

+ Secure file fransfer protocol [SFTP)
« Encrypted storage devices

= Encrypted web portal

+ Encrypled email

HEALTH
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RESOURCES
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AT EATETY OF WEALL

LINKAGES & DATA EXCHANGE
PROCESS

KiM BERGET, MSTAT
BIOSTATISTICIAN 1

QNNIEIRSITY OF MIAM UEALIN, 2017

DATA LINKAGE PURPOSES

+ Link multipte incoming records that belong
to the same patient

+ Combine new records o existing patients in
database

+ Conduct 'passive follow up’ to update
date of last contact

« Assist researchers in identifying cancer
patients in their study cohort

LA T T

PROBABILISTIC LINKAGES

« Uses gpproximate matching criteria to score
likelihood of match

File 1 Filo 2
3 Kaclat Security Firss Cateof Hocial Security
Mumber Last Name Mame _Birth Number

[359-45-6789 - ioe o bohn -[1/1/1960 999-45-6789

- [Katheyn: 2/5/1956 999-67-6912 -

2 Milliam 11/2/1973 1999-95-67

lohasen Barah " @75/1942 DO0-55-32

Davis [00-45-1232 Davis  6/9/1962 00C-45-122

fsarah |
[Robert 5/6/1962

T HEALTH om0 T

RECORD CONSOLIDATION

» Link incoming records from hospitals to
existing records within database
— Pathology reports tinked to NAACCR records
+ Link incoming records to existing patient
sets
— Pathotogy report to an existing patient in our
database
= De-duplicate multiple patient records
within our database

- Compare two separate patient seis to verify
they are different people

Uhneatg ———— e or SR TA =

PASSIVE FOLLOW UP

+ Link to state and national databases to

determine vital status

— Social Security Administration

— Cenfers for Medicare and Medicaid Services

- Nalional Death Index

- Utah Voter Records Database

— Utah Department of Health's Dealh Cedificate Records

+ link fo other resources for improved data

— Indian Healih Services for dafa onrace

— Oncolype lInkage for better tumor marker daia

— All Payer’s Claims Database for treatment data

Rl HEALTH CORPETIT ST FOAR Wi T

RESEARCH STUBDIES

« UCR will link to study cohoris for research
projects
- American Cancer Society’s Cancer Prevention
Study

— Prostate, Lung, Colorectal, and Ovarian
Cancer Screening riai

— Advendist Health Study

— Center for Disease Control's Breast and
Cervical Cancer Screening Program

— Forteo Patient Registry

WrseaLty Crmm r T R T
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DATA EXCHANGE PROCESS

+ Utah residents seek freatment in other states, and
non-ttah residenis come to Utah for treatment

+ Utah needs to report ali resident diagnoses, despite
location of diagnosis or treatment

+ Utah belongs to NAACCR's Interstate Data
Exchange Agreement, which allows Utah to
exchange data with all other member stales

« Twice annual exchange of data, with more
frequent exchanges between neighboring states of
Idaho, Wyoming, and Ceolorado

Wl ety

Questions?

T et
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URERETY OF UTAH

FOLLOW-UP PROCESS FOR
REPORTABLE CANCER CASES

SUANN MCFADDEN, CTR
OPERATIONS MANAGER
UTAH CANCER REGISIRY

ERMIVERLIY OF NTAM BEALLZ, 2017

8/29/2017

WHY IS FOLLOW-UP IMPORTANT?

s Improve Cancer Patient Care
» American College of Surgeons Recornmendation
.+ 1920%s
» Health care providers to see potients ol least once a
year

+ Survival Analysis
+ Quicemes Research
+ Predictors of Qutcomes

U neatrs SRV IONT B VAR BT 0T

TYPES OF FOLLOW-UP

» Active: Contact with a primary source
{e.g. hospital, physician, family, patient)
- Direct Contact: phone call
- Indirect Contact: tetter, obituaries

+ Passive: Information updated from
linkages fo external databases (e.g. vital
statistics, voter registration, federal
compensation agencies}

ol ey ORI T TUAT ST

ACTIVE FOLLOW-UP SOURCES

« Hospitals: Readmissions, registry FU,
Outpatient visits
— Provides approximately 15% of annual FU
+ Physicians: Phone calls or letters

+ Patients & Next of Kin: Phone calls or
letters

L) EaLTy ST e T R

ACTIVE FOLLOW-UP

» Active sources used only when no other
source provides needed information

« Can be tabor intensive/expensive

» Physician records may be unavailable/sent to
storage

+ Electronic medical record information is
generally avdilable

PASSIVE FOLLOW-UP SOURCES

+ Vital Statistics Information from State
Department of Hedalth

- Death Information (e.g. death date, cause of
death, place of deaih etc.}

» National Death Index

— Cause of death source for palienis who die
outside of Utah

- Obtained through yearly application process

W HeatTy CwERT o R N T
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PASSIVE FOLLOW-UP SOURCES PASSIVE FOLLOW-UP SOURCES
+ Social Security Administration {SSA)
— Persons contributing for future benefils « Centers for Medicare & Medicaid Services

[CMS}

— People over age 65 & those receiving benefits
due to special circumstances

— Provides highest percentage of updates - Provides approximalely 6% of annual FU

- "Working Poputation”

— When done first eliminates need for other sources « Election {voter] Registration Records

- Records date of registration & date last voted

— Provides approximately 69% of annuaf FU - Processed during maijor election years

i neaLta CONVTRNY ST NTAR ORI 3017 Bl Heattn CIEITIY 67 1TAY REAUIE, 5977

Humbreof Recards by FoltawUp Source: Utsh

PASSIVE FOLLOW-UP

BS5A

& Hospitat Cancer Registry

+ Relatively inexpensive/limited staff time
needed (some manual review needed)

» FU received for large volume of patients
« Social Security Number needed for linkage
« Accurate data needed for linkage

« May exclude some groups
— Pediatric cases

DO Slate Death Cerlificlates

Physican, NOS

W Patizi contact

oVolar Registration Fila

m Diher resaarchistudy refated sources

- Name changes oeMs
= Hospal in-patienioutpatiant
YAy o BT monei
SUMMARY FOLLOW-UP STANDARDS
+ Electronic linkages provide largest + American College of Surgeons [ACOS)
percentage of follow-up — Lost to FU af 12 months from diagnosis or at last
— $8A, CMS, Voter Registration FU date
» Follow-up from registry hospitals helps — 90% (all ages, types)
» Other sources used as needed/available * SEER
— Age 0-64; 90% (not lower than 80%)
— Age &5+: 95% (not lower than 90%)
— In Situ Cases: 90% (not lower than 80%)
Ll ALty SeRTTT T TR ] R HeaLTy
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RESEARCH USING UTAH CANCER
REGISTRY DATA

MARJORIE CARTER. MSPH
RESEARCH MANAGER
UTAH CANCER REGISTRY
AUGUST 29, 2017

CUNIVEREILY GF GICH KOALIN. 2311

DISCLOSING CANCER CASE INFORMATION

« State cancer surveillance

+ Naftonal cancer surveillance
+ Patient care

« Approved research

U peacry S T T

DATA DISCLOSURE REQUIREMENTS

+ Utah Depariment of Health
— Memorandum of Agreement
« Date secuiity and confidentiality
» Circumstances in which data can be disclosed
« SEER
- Confract

+ Federal guidelines on dala securily, profection of
human subjects

+ Requirement o faciltele cancer research
« Univessily of Ulah
—~ Data security and confidentiality policies

ADVISORY RESEARCH COMMITTEE

» Oversees Registry policies and procedures for
data disclosures
» Reviews reguesis submitted to Registry for data
— Assesses whether profocot complies with UCR policles
and procedures for data security and protection of
human subjects
Includes representatives from
— Utah Depariment of Health
University of Uiah
— Hunisman Cancer Institute
— Intermountaln Heallhcare

— Community-bosed health care providers and headlth
care jaclities

"
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UIAH CANCER REGISTRY DATA DISSEMINATION

APPROVAL FOR DATA DISCLOSURES TO
RESEARCHERS

+ Requesis to use Registry data in state &
national research datasets
— Application submitted to the agency
— Limited variables, deidenfified

+ Requesis submitted to Regisiry
- Application
— Consultation with Registry representatives
— Review by Advisory Research Committee

- Investigator signs data use cgreement,
confidentiality agreement

— Data set may contain identifiers {if approved)

LF weay
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SUMMARY OF UTAH CANCER REGISTRY
SUPPORT OF RESEARCH, 2011-2014 TR??IEE\I;CT-ITAH CANCER REGISIRY SUPPORT OF CANCER
. . N JULY 201 6-JULY 2017
« Projects using Registry data: 167 -
Utah Cancer Registry Role Number of Prajects
- 152 externat, ——
— 15 intemnal Participani contact 8
. Abstraction of medical recozds 5
* Utah C’_Gncer Registry Role Pre-research data requests 8
- Specidl datasets Data linkages or queries 21
- Medical record abstraction
- Patient contact Projects with current approval to use UCR data 75
— Research resources available in Utah Peputation Datahase
. . . N . Paar-reviewed publications rasulting from 35
« Peerreviewed publications using Registry projects using Reglstry data
data: 287
2
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Utah Cancer Registry Data Dissemination Chart

| EPHT™

Utah Cancer

Control Program®

Individual
Requests***

- CBTRUS™

= IARC'#

NAACCR™

IMS#*

Individual

| Requests™

t Surveillance, f Research, * Identifiable data, **May contain identifiable data
Red=Initial UCR Data Release, Blue=Publically Available Queries, Green=Query systems that require approval
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UDOH -- Utah Department of Health. Governed by a memorandum of agreement, UDOH receives a full dataset, which is used

for surveillance and research. (Identifiability: full dates and addresses, but no names.)
EPHT — Environmental Public Health Tracking. This UDOH program uses UCR data for cancer cluster investigations and to
provide reports to various CDC programs, including the national EPHT program. (http://epht.health.utah.gov/epht-
view/}
Utah Cancer Control Program — information on cancer screenings performed in Utah are linked to UCR data for public
health surveillance purposes. (hitp://cancerutah.org/)
IBIS-PH — Indicator-Based Information System for Public Health (http://ibis.health.utah.gov/). This UDOH Bureau of
Mealth Promotion program provides a query system for cancer, and other health topics, available to the public.

o IBIS Public: de-identified, queriable by cancer site, diagnosis year, demographic variables

o |BIS Secure: Includes zip code and census tract. Users must go through a review process similar to an IRB to

gain access

UPDB — Utah Population Database. Governed by a memorandum of understanding, UPDB receives a full dataset

https://healthcare.utah.edu/huntsmancancerinstitute/research/updb/

{Identifiability: They receive full identifying information {Name, DOB, SSN, etc.})

individual requests — Data released to individual researchers after approval by IRB and RGE. May or may not contain
identifiable data.

UPDB-L — this data is public, de-identified, and queriable {https://hci-updblapp.hci.utah.edu/updbl/)

FURTHeR — U of U Query Tool, same data as UPDB-L, limited to U of U patients (http://www.further.utah.edu/)

SEER — The Surveillance Epidemiology and End Results program. Governed by a contract, primary source of UCR funding, part

of National Cancer Institute (Identifiability: They receive full dates for DOB/DOD/DODx, but no other identifiers.)
https://seer.cancer.gov/
CBTRUS - Central Brain Tumor Registry of the US — They receive benign brain tumor cases {http://www.cbtrus.org/)
ARC — International Agency for Research on Cancer - this data is used for surveiliance and research
{https://www iarc.fr/)
o HCC-—International Incidence of Childhood Cancer, Publication (http://iicc.iarc.ft/)
o CIV-5 — Cancer Incidence in Five Continents, Public and queriable {http://ci5.iarc.fr/)
NAACCR - North American Association of Central Cancer Registries
o Cancerin North America Public (CiNA} data sets
= CiNA Public — limited variables, requires DUA {https://www.naaccr.org/cina-public-use-data-set/)
= CiNA in SEER*Stat — needs NAACCR approval to access {https://fwww.naaccr.org/cina-in-seerstat/)
¥ CiNA Deluxe —used for research, requires full application/review for access
{(https://www.naaccr.org/cina-deluxe-for-researchers/)
SEER*Stat —data set is public and queriable after signing a confidentiality form {https://seer.cancer.gov/seerstat/)
State Cancer Profiles —data set is public and queriable, very limited query options
{https://seer.cancer.gov/statistics/scp.htmi)
Ci*Rank — Cancer incidence and mortality, queriable by county, cancer site, diagnosis year, demographics
{https://surveillance.cancer.gov/cirank/)
Cancer Rates Info —data set is public and queriable. Data through 2009 only (http://www.cancer-rates.info/)
Centers for Disease Control and Prevention — cancer data collected by SEER registries and CDC's National Program of
Cancer Registries are combined to produce the official federal statistics on cancer incidence. Deidentified data sets can
be downloaded for analysis. {https://nced.cde.gov/uscs/)

IMS — information Management Systems. IMS contracts with NCl to develop and manage the Database Management System

(SEER*DMS) for SEER registry data. IMS hosts Utah Cancer Registry data. UCR staff add, edit, and update cancer case
information in SEER*DMS, warking on the IMS-hosted data set via an encrypted virtual private network (VPN) in real
time {Identifiability: UCR sends identifiers to IMS}) https://www.imsweb.com/products/

SEER Medicare — this data is used for research and is restricted. IMS links and sends Medicare data to SEER, who can
link using a SEER Medicare ID {https://healthcaredelivery.cancer.gov/seermedicare/)

Individual Requests - Data released to individual researchers as requested and approved by UCR, IRB, RGE, and/or ARC

committees (committee review depends on nature of request). May or may not contain identifiable data.
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