e mm | BRCEC AR (DL oo h— RO - -~
JPKICEFFIA ] | e OUTYER— [?ilm?k{tﬂ:;:t)F*E#%Oln$§®i%Aﬁ>‘J e
gl e pa N B B , FORERSE | - -
Wil — EAHTS B.ﬁ)%iéi%‘é’é! ' AALYRHEE
gﬁ JESHE 0 THEA g ,*um%‘mmmﬁ“ﬁ% RETS ) .
*ig | pan—reln ' IREEEAS YT LES = Feisbh S j
S AIPKIR n. N Pobeeees -HSEEES) i
| TJPK I SR Rttt - TN I [ CHEEE S i
[ I ELA A2 ) Lo Bl
| | EFHERLY | D FER 1
e e | — e — f
T T I
Vo (emsams : ; 3
|1 SUTNES | [Loon—k| [osLovin
NE|, @{rouzis i SHALOM [+ —FEi~
:{\ gl #gﬁgffﬁ : PHREET | | BETE
e = i ¥
B! DUSIA—KER E |
‘ i CREEEES) | !
! K-/ N : RFE R | |
e TTTTTYD . | !
Y T T T
| LI e N ol taltabninientahohs [nnlielet i ————— :
w1 e RSN RITES g |
IVl DEHYAY : i
<4ty - _O | ' |
= | | X |
gh|! i ;
P2 I : |
______________________ Kl | H
helntabubunitale : ''''''''' ! E
| i :.
@ SN S— 1| SR o 5 1
B i =3
’#Z”‘E ! NG 295
N ! I
2 EEFSHANSIBEOH |
MIPKIEFRALEVNRROERE IO —LBL RO ERZELTER
B2 Z7Uvyy bh— F#REOERD—H
fmmm e ; | BRTES S A B (FE v —R ORT) ——
- N *R3 1T
N N e B — | Ao TSR
g et L |EF MRS ' BEESEASD
! () Exnrs | | PERETE| l U BB
By | o cmAl O — 5 -
® | i N Aoy SR Y Tees
= . . ” H - G MEREES
| TJIPKI SR | B S B A BIEh S RFSE
| i CEFRmEEY | v
| _.w,_-; . B e t T ; ———T
| e :
= |
. : ox NREESA| (o :
—~ e '
¥ g | ~ ;
’ NG
pi 1
% 4 ! ! AEES :
21 § L To—mEE O . D B ;
I i’ . '
! el (27 ]! : REEH !
| S-SR EOCME B NSt et P '
w | [ [ FBEEARRE i
ma . 2. %
R TmEEm) L PRIIAN ;
=3 @_ EAEOAN ' :
B4l = | |
S| pmBossTE s EEE_ ) ‘:
: oK
= BEHESE OEREE
& BETH BT
% NG
I
<H
HIPKIEFIBLENRROER I O—L B SEROTNERZBLTER

3 FEY MU FHEREOERD—H

2.4. ¥y ol —NEEDEBFREN
BAEED— FTHxy v =l — FHEE (ATMICS
AR EHL) 2ERTIBEOEE 7 n—0D—
FlZERE 4R T.
ZE&RUEBEO ATM X, SHEO T — 2 (NTT
Fe ZRRETIHEASAIM A v F 7P —E X
Mg ) WX WHEERSATWVS.

JPKI oEAHEY, £79, [IPKI F#

o=
B

ax]

PEEBMEBEO ATMICHMT AMNERD B . I, TH#E
MEBEERE] RO TIPKIA V¥ 72— X HEE)] THD
B, VP P AI—FRTEy M- ROBELER
D, e D ATM E—ERBRITOF VT4 v AT LI
ERInig, PR E N LTHITCERS D
By PU— I HERLERSTVWEDT, YZ2 o0
BELDOLSICHBETENICONTIE, W D0
VJz—varihboBr2b0eEILND.



4 T, BROXy P — 7 EREZAEIRE LT, FREEL, [JPKI 4 v &% 7 = — 2] 115 &%
2T, @REEIETO ATM 2L EE SN T X 2F] BEABETILVOIBRIZRE>TWS.

FAEIEHBEL I T AEESE2H LI ATM FIBERET *@&#Kﬁ,mz@,%—fx%f@m%&t“
OFRAENED DE2ERL, BTOMABZEOEAICIR BT, BFORAFICOH JPKI 244 - /-4 —
VEREREZ T L THESEO s LEHFAL, EX@%L , mITFoORAFICETR LRWVWEE (2
BEfTOFABAE TRVWEAI i¢%%~fz~%%b OEACEPYS 2O AT ARBEILIFRE) D,
*%ﬁ B R %wfﬁ%%£%%/)7w%7% P—ERRFDIER LETERELR IR TR, JPKI

METOISBERBT N L TS BRI o NS s a I OoWTIR— B T d Y
% kwuﬁgﬁﬁmzﬁoticwzéﬁwa%m —EAEZEFOMOATEE~EEL, AT EE

LEHFATS, LW EF 7o —LLTWE., T72b %Jﬁwfmm4y&7:—X%%J@% Sl &
L, B ERERE BE5emEBE PRy —CX0OW T B E Vo FEREVEESNEDI LB Z NS,

__________________________ Tﬁﬁfl#::ﬁ\%%ﬁﬁé(#wy“/:ﬁﬂfﬂl3§7\)
3 : [ : HELE
- JPKI(EFHA s - Z27 EERS
Wil ( >__{ %é&ﬂﬁ)mpm%~»~-ﬁ§22§f]' - e
B 5 e ams (_EAPTP FimsavmE | EANTD e
-4 My U REEERmT LR : *:‘i{fg% ~
HU TIPKEEE ‘ FIRBTLAMANS | v BEELES
Gl N 5 [J wEAS | Lo FEHLEH
| LT pTIToIor oI [ooomme ’ !
bl S . T joooooTEmmmrrmhT
N em— bt )
Lo HmELAR ?’%“mfﬁ Frovban—F BITHAE s oK| nmrEs
w |1 ST IVESH ;gﬁﬁfiwﬁadx OEEERR | [ \’ [l EET S
: )| BEREREXD N S A W e 2
i ARER Lo o His “Z‘;z;ﬁf _ [ rRAE N
E | RS | Y —E AR NG
I : #¥5 ~
: B R S M':j?*;_ﬁl\-
| .;. : L :' . :
[ E ; : P
3@ | ! e o ’im%é&:ﬁ;ﬁ?u
B i | ,ummmm TAESERE
B | U surnas () LBsveem —»O
Bl : VRS ?s Fﬁﬂﬂ'\iﬂﬁ?‘é
&2 | BIEHLAH
: L nmsEEEe | ! Dg Py
| L DEIYRR ; . Zﬂﬁﬁ‘ﬂﬁéﬁ%n ,
i 4 H 1
I} H __) @ "” : :
N 2, FRERLAR cbo
<Y (E}mw_*%macms;»“»o I
% Iy N EREERS mmq P
@ |1 el T Ty RH»UB%{ i
{ . [ ;,!Dﬂ:m EJ S
| 4T T TTT ST i ! !
| § SUBK-1/RE e l
| : HREE| FIFE SR
ﬁ | fx ARB ORI TNESSERR
& (D) EHBRUE L. 3EHLOTE
N = ZRREEN EET
& ! DHREEETS L: é
A G 8 |
(PRITROBBIMGEEGHRE 2@ KIPKIEFIRLAVIROEBIO— L ELBEORAERLBLTER
B4 Xyyviah— FEEOEHRO—H
2.5 BWEEHE MEIINCEETHOLERHD. bLMLDHENR
IV b h—F, FEY FI—F, Txviah HHFEITE, U, MEBHEPACITLES &
—FORBEOERICHLY, HBEBTHEELLTK VYV M- FESELROEESZOLOOT —
DELEETLOINERDD L %x%hé FR—2 Y- RAREEFMTERT LI L L, P

ThEfrermsdee) ICBBLC, FIBEFEHRA I T M — A TREROEREOEEDZDIIHEIKE
EELOBRMITEFY (BEEES) 0HBEIZSWTE LERIER (*f~P“7\?%f FEOHBNEZE) OHL TR
6m$ﬁ%5z%%@5 M2 FE-IEE3 26ICE 2 HTTEBT DL Vo FEd L2 EBEZD
FEA, TRV RACBET S TRAEEERE] na. £, @2, M3, B4ZnTinb, 1 o0FE
’kwf IV R I—FRBERPOEEEZOLD HHEHAV I TABBCAMT O ZBEESR (7 v
FF—Z_R—2{ LTEETZZ LIZEL, H—b =X Vo b —FEEETLEROEES) T1oTHBHI L
BEAEEFOBEEREFERY V—ES0B A CHER 2V FEIRELTCWVWS. b L, BHOI— NOFERIRER

§E



FondHER, FRT-EAM, DI, FME
FEOA— FREFHEEELREEBMBEEDO ATM 2B W
T, FIAER YOI —FORBZ2HFEL TWDB 0,
BRITITLDOHEEORBLLELLR S,

JPKI @ PIN (Personal Identification Number) =, 2
LYy b —FEREF Yy 2 I —FOBIEESOD
AZNCBELTYH, FIREOFEERENERE X2 VT
AEROBELDE OB T OILERDLS. L
JPKI OB FFAFIERIIB T, b~ FEEMELE
WHEODPINAANELEL L2WFHELBRFTENT
WaARBL ik, VvV y b AI—FOBEE, FIBLMHEK
Lo THWEEEOANRAERr —2bH5—5,
FEYy P =Xy v al—FOBEEIL, BHE
EOANBEHAEELE-oTWBE. 29 LERREZEE £,
JPKI®D PIN, 2 W7 V¥ y b — FOKEEE R
EWT D LEDORFEICODVTELREIBRENDHSBETH
. B, BaePURICHRELZ JPKI @ PIN AN %
REELTAHMAED MO W T, — 2B HEEA
WBWT, ¥y — 2 2B HE D IPKI O BT X
STHOIPLHOROONEHETHDZ L EREEBTD
OOWREEEETAILERDLS. Z0O XD, JPKI
O PIN A & RE LT 5 BT 55O R O aE A
BMTHEEAD I LICEBBLETHD. £k, %
OHsREER, eV — A RBEF T TR HEy A
OWVWTNRERTEONEOPVWTHLRERZLETH
5.

. ZEARKRMEEROF AEERKRIEE OHED

L&A T
3.1. BREEE 2B 9 5 E OB E

BEHEIZLIRA_ZERD, FH LW PRI IZBW T,
P, BHE TEDIEBIZESVWTRERENRBET
PREBEEENBELABRITER VRN AELAKRIEE & 72
BHLENTES (AELAMBEARITESE 17 £FRUE
36 k). T, MICRBINBZZEETFELTCELHA
VITAEZBERCHRAZERARV I TAEENERES L
TN RERERTAILREREEE LT
B, TNLBREEFRMSEEIATEY (EARMHE
ABRREESE 63 &), 2.1 T [ EEREE &
DEBERFINTWVS.

i, BEEZ, LRORBREICLIARVRENDEE
PWMETHLERD DI, EFEAECRE&EINLEZL
HEOBMARBOEL, EFHERAZTORYGEROE
EHERVCBEMAFMBOEREIER YIZNL, BFERE
DRFGFRERONMEOEBHENE KD EN D .

2THBALEEARV AT ABBEVCESZ 7 —% &
W, Y- RBEHESHHEY — R (BB PF) B

SLTERIELEDOL BN TOEND DPITDNT,

PTFlEsET 3.

2. BEINDERAES OH E WAL E 1

Bz, H2EROR3OEE7o—IzBNT, I
fTEBBEE RO TIPKI A v ¥ 7 = — AHEE) 1238
B PF IZEMiL, P EXBHEFAICEZ IO LS 0
BiXnwZ ehb, —R, #XBEHN PF PRIEFTH 5
FoicbEZONDN, 22T, EFBEORNEES
PRIV ESLI—FEFLERECRST TS
BERAEKWICAS DWR#ERON, 72, FIBEETEH
RAEHAECTNERBECETRAE LR ORIED R
REBRKHOREABT20RHLZON, L0 HEICER
THOLENDB.
INGEPWVTENRLEAOY - ARMEETH BB
B, B ECH - ABREEINRIETEDOEHET
HoT, TOEFEEIEN PF I TEFE LTWH5BE
BTBA50ORBHRTHY, ZOHBAIR, Mrod—v 2
RHkE L @EE PF (BNF T2 T4 EEEE) RO
MJPKI A & 7 =—2AMHE)) ey FTHRIEE & L
TOREERITAILEERAILOLBEEINS.
—=FT, Y- ARMEE L LEN PF LOMOED
BRI WT, — Y 2 BHFE ORITITSE & L8 PF
B IMRAT) 753, T2bb, £EMN PF AR RO
T ORRBLREBEEEZEY L L bIC, BFEHEDOFR
DEFRRCETFF AETE ORI EZ RKOITFH A
(P—CAREFEH T THEHOKFA) LT3
EDOBEEBTEDEEICE, LB PF EITNBIEEE
LLTOREEZTILVIBMRLIVEDS LD L8
FEND. HIFHICy, FxE, H£8BH PF BRI EE
AV TAESLE —H—THETHO ID &%
BT HET, P AREEEFLOETOERORY
EVEHFE ID ZEALTITY (Thbb, P—E 23
HEEIABAELEHEARAS Y TAES C—UHR W) &
WHLORERRELERARLELILNS. EL,
TRAT] DBEAIIIE, F— P RBHFIIRETEOE
BT, BRIV AL A BT B ID
BEEOIHIIL, H EFTENBHRITL > TIPKI ORE
REEZFALTWAETTHEZ b, B bR
ELRDHDBAELEBLT, BiE0ExF=2T7 4 L
EHARBIITRD E NS RICEERNLETH S . F 7z,
2.1 TRARZEMPAOBMITIEEREL, V— AR H®
EFX, REETERVDOT, EFELORIES, WY
VTNEBEERREEINTET —F -2 OERBTE R
WZlhh, FIAENLOBE LAREZZTEE, BE
BFREOCBAT — ¥ RIEH - H4L8M PF IZEL,
EEW PF OB THRATOEELZEBLTLL S Z
Ll EBAFBREREECTR, BARHERBREES
R LU, EBABRORNAEMNEZRAICBNT S Z L%,



CEAF—FOE=ZEFBEHICBLTHLLELLDEARARE
ERBIEREEEBEMTICND. BFIZBEL TIE,
BEBAF—FZOBRFVEEETIHARHEARIA L 2o
TWABR, ZoThR_RTnw5d R1T) oF&ITE, Z
DHEEXBE 2, Y- RBEEFLLTEDRE TH
AEODENMRAELZBIILAMNBEICRELDLEES

B,

4. 5 OBRFREE

& RESHFIZBITI AN 2D ERENRZ—A
=2 ZBWT, JPKIOEFH AETEHAOLEANE
WHNCIERETHDZ LA LTELR, 58D
EY—EPAICBT TN EDIICE, Ao — A —
2D, WU VAT AERSL, B E B
BIEOVWTHEIEFELI B T2 ERNLETHS.

F7, BEEAZBEI—FR 7 v ¥y b U— X
Yy iah— FOBEFZRETDZET I, AIAFK
LoTODOAY y PRELETLLFHERE LT, BT,
EEREBREKOY TAI A LEROBEERZELEERY
XEABILT, BEEBEICBTIZEMANLZHY, &
BIWHERTOEOZITRVETHEAES I —FE
FTHEDEVWI LI, 1 KOV — FTEEOHEIEN
EHENBE L (Vrd—FE) i0X-T, #AEA
DOFREEPREICH ET 52 ER8FIND. 20
7T, ¥BAHALEs BREOEMBESE
BRECTLODODBESVBEETHS.

T ONEDy, KBIL TN LD o T2 H, IPKI O RHE
ERIEBLT, (£EHRBI O —A -2 FHLE
ZHENTWS., Tk, JPKIOEL AEHAEICER 4
EER (KA - EFF - AFERBR - R PEGIATE
D, TALOWTNPRNEEINTEEGCERAENE
BTBHIEEFMBL EAECKTE NI A—L LT,
FEAFICEFEEEOFHREZBTLEVIHBDOTHS.
FIAEREEY LEEBA0EFNMEFORHILT LY
+SEThbATHWARANWE ) REFICBIT Z2ERIHEF
ENTBY, & - RELSHICBITDERAERICD
WTh, bhETHELTWS ZEREFHEELLR
5.

5.8V

RHIXTH, HERE - BESHEOTTEAZR
AEIE R NEAREY - ADEM REDSEHFTO
FERHIZCOWTRS Lz, Ft2aE AR —2x
i, &8 RESHFTORMBRLEEELT, REEE
SHERECMORMLOBCORALEFEIATRY, 4
BITREHERLT ITA N~ CBREL2D, B ba—
A7 —A0KREY, EEOV - REACELEZ®EE
AR EORIEEZT o TW ZERMETH S,

X ®

1] THFRECBTIFREOCEAZRINTIDD
HEORBSICET IR,
http://www.cas.go.jp/jp/seisaku/bangoseido/pdi/2607
17bangouhou.pdf

R TEHERICBTSIHFECBAZRNT 2-D0
EEORHEICETLIEEOWTICN S Bk
BEOBEE BT EE,
http://www.cas.go.jp/jp/seisaku/bangoseido/pdfiseibi
hou.pdf

[3] BEETfE, MESSHE, @RI mMK, SREKE,
EhE, ERETOH, FREAETF, EHX—, BEE
W, ARE, KlLKkE, “AfE AR -
FROWEEREEZEOTREIL DV TY, EFEEHR,
vo0l.113,n0.381,pp.29-34,Jan.2014

(4] MEESE, BEEME, KUKE, “Hlolhoi@E
ARBIHEY — AL ZOERSHT TORAICET
LR, 20 EEZLERE XD T 4 0K
27 A (SCIS2014) , SCIS2014 7 L £, 4B1-3, Jan.
2014,

[5] Information technology — Object Management
Group Business Process Model and Notation,
ISO/IEC 19510, Jul.2013

[6] CAFIS (Credit And Finance Information System).
http://www.nttdata.com/jp/ja/lineup/cafis/

(71 % & ATM A A » F v 7 ¥ — & 2,
http://www.nttdata.com/jp/ja/lineup/integration_atm
_switching/index.html

[8] ICTH S v #ERR XBIDRFRY 7 U —%
YT (B2 E) BEEE (BREBHE),
http://www.soumu.go.jp/main_content/000287016.pd
f

(0] /B E, A, KA, A 1CH—F
FRRALEERBErPLORRERERTED
BE”, arvtPa—FEFa2 T4 Rm YU A
2010, 2F22-1, 2010 % 10 A



MEDINFO 2015: eHealth-enabled Health
LN. Sarkar et al. (Eds.)
© 2015 IMIA and IOS Press.

933

This article is published online with Open Access by 10S Press and distributed under the terms

of the Creative Commons Attribution Non-Commercial License.
doi:10.3233/978-1-61499-564-7-933

Development of Clinical Database System Specialized for Heavy Particle Therapy

Masami Mukai®, Yutaka Ando®, Yuki Yokooka®, Yasuo Okuda®, Masayoshi Seki’,
Masahire Kimura?, Hiroshi Tsuji’, Tadashi Kamada®

* Medical Informatics Section, National Institute of Radiological Sciences (NIRS), Chiba, Japan
b Research Center for Charged Particle Therapy, NIRS, Chiba, Japan
¢ Global-for Co., Tokyo, Japan, © Fujitsu Systems East Limited, Saitama, Japan

Abstract

We have developed a data archiving system for study of
charged particle therapy. We required a data-relation
mechanism between electronic medical record system (EMR)
and database system, because it needs to ensure the
information consistency. This paper presents the investigation
results of these techniques. The standards in the medical
informatics field that we focus on are Integrating the
Healthcare Enterprise (IHE) and 2) Health Level-7 (HL7) to
archive the data. As a main cooperation function, we adapt 2
integration  profiles  of IHE as follows, 1) Patient
Administration  Munagement (PAM) Profile of IHE-ITT
domain for patient demographic information reconciliation, 2)
Enterprise Schedule Integration(ESI) profile of IHE-Radiation
Oncology domain for order management between EMR and
treatment munagement system(TMS). We also use HL7 Ver2.5
messages for exchanging the follow-up data and result of
laboratory test. In the future, by implementation of this system
cooperation, we will be able to ensure interoperability in the
event of the EMR update.

Keywords:
Radiotherapy, Database, Strandards, THE, HL7.

Introduction/Purpose

Our hospital has a mission of clinical research for
radiotherapy. Charged particle therapy (carbon ion) was
started in 1994, and over 9,500 cases have been treated by
November, 2014. To accomplish this mission, we managed
multi-system  such as electronic medical record systems
(EMR) and charged particle therapy treatment management
system (TMS).

In 2000, we started to operate the Advanced Medical
Information Database System (AMIDAS) for archiving the
radiotherapy information. With the starting of EMR, we
allocated a role to information systems as follows, EMR: input
data related radiotherapy, AMIDAS: make report and
summary of radiotherapy. So the AMIDAS is required to
construct a mechanism to collect the data which is input by
end-user on EMR.

Methods

The data targeted for the cooperation are following: (1) patient
demographic information, (2) tumor related information, (3)
radiation plan information, (4) follow-up information (tumor
effect, advance reaction, mortality, etc.), (5) laboratory results,

(6) treatment delivery information. We divided the
implementation process into two stages and examined it as
two steps: (1) investigated the availability of IHE [1]. (2)
investigated the use of HL7 messages.

Results

This cooperation function was realized by two IHE integration
profiles as follows, (1) Patient demographics and visit
information: PAM Integration Profile, (2) Radiotherapy order
and delivery information: ESI Integration Profile. For
communication of treatment follow-up information and
laboratory test we defined context and used HL7 messages.

Discussion

We show the comparison results using standard with original
sysytem-interface in Table 1.

Table I— The Comparison of Standard with original messages

Comparisonpoint Standard-  Standard- Orignal
pi I IHE HL7 interface
i\i/Ir:x:‘;mg number of little few much
Egrea?;e of the possible possible impossible
Time to make short middle long
specifications )
Conclusion

In comparison with original message system interface, it may
be said that the system which was developed using a
standardization technology has interoperability. From the
standpoint of system-operation by using standards, when we
will renew the EMR, AMIDAS can receive the data from
EMR without software modification.

References

[1] IHE(Integrating the Healthcare Enterprise)
http://www.ihe.net/Technical Frameworks/
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lew Japan e-ID Card toward
infrastructure of
e-Health and e-Business

Takashi C
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he Number Use act (Act on the User of Number to Eéﬁ@ﬁﬁﬁ’?’%’

pecific Individual in the Administrative Procedure)
promulgated on May 31 2013.

o Based on this act, every resident, lapanese or foreign, will

receive his/her 12 digits ID number on Oct 15 2015 and 3

individual Number {(called "My Number”) will be effective in

J;gw 15t 2016.

The new ID number can be only used in the tax and social

security area excluding health, m&ézsz&% nd aging care

information.

B

¢ New e-lD card will be issued from Jan 15 2016.

AS/ST WARSE TRy TECH
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New e-ID card -My number card-

Replacement of the resident registration card
¢ Ny number is printed on the backside of the e-ID card
= New e-ID card have facial g}%@@%@ |
lew e-lD card and revised JPKI act will come into reality on Jan
st 2016
Revised JPKI w
- authentication

@

m

fll support both digital signature and digital
ervices

&ﬂ

¢ v %@g@gg card will be issued on request up to 87M per 3
e

H
vears {2/3 of Japanese popula aé%@@}

oYL ;’fl‘ﬁ“ﬁ
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Copyright Takashi Obi, Tokyo Tech. 2015

My Number card

My Number

we HE fE¥  «| Name

R OORCITHZA LT BOBERY V5

IJJY/L,ISJJSHi f
Ntk

Address

Birthday

Sex
Name
QR code of Birthday
My Number
01UBABGTRUABCDER 1234
Card Applications Usages
Store the card face image for tamper detection
Card Face AP Use Basic Access Control for read-out
BKI AP Digital Signature Pass Code : 6 {0 16 alphanumeric characters
JPRLA Authentication PINI 4 digits
Store My Number, Name, Birthday, Sex, Address
My Number AP Need to enter PIN2 { may be same as PIN1 ) for read-out
i Store Resident Record code (To ensure compatibility with old card)
Resident Record AP Need to enter PIN3 ( may be same as PIN1 ) for read-out

YGHEYO WSTITUTE OF TECRROLOEY

AS/sT WORLDEID TORYD TECH——
RSl - Copyright Takashi Obi, Tokyo Tech. 2015 J e 7t




vs. Basic Resident Regastratlon Card

s

Local Government
(Issued by JAPAN Agency for Local
Authority Information Systems)

Local Government

Card Issuer (Issued individually)

Facial photo, address, birthday, Facial photo, name, address, birthday,

Card face .
sex are optionally sex are mandatory

Digital Signature (over 15 yr. old)

JPKI function Digital Signature (Option) Authentication (Mandatory)

Fee 1000 Japanese Yen (7.1 euro) (F;(:Smation is several thousand yen)
Valid period 10 yrs. (Card), 3 yrs. (JPKI) 10 yrs. (Card), 5 yrs. (JPKI)

Scope Limited to the public sector Expand into the private sector
Number of : P 15M (2016}, 86M (-20189]

(scheduled)

cards issued 8.8M (200 \ 014)

ASJST WARRGE TORYD TECH

Copyright Takashi Obi, Tokyo Tech. 2015 FORG INSTITITE 07 TECRAGLOGY

lew JAPAN e-ID card toward infrastructure
of e-Gov, e-Health, e-Business

« National e-1D card is difficult to be widely used
— Lack of applications |
— Require specialized hardware
— No need for high level authentication in the private sector
« Now we ready to provide “real deal” for citizens
— Realize multi functions with one e-ID card using New JPKI
— Plan to support multi-devices, CATV STB, smartphone, etc.
— JPKI will be accepted by Banks, Credit card issuers, etc.

«o- Copyright Takashi Obi, Tokya Tech. 2015 Fgis senirn Freviivo TORVQ IWSTITUTE GF TECHRGLBGY




ew JAPAN e-ID card toward infrastructure
of e-Gov, e-Health, e-Business

¢ National e-1D card is difficult to be widely used
— Lack of applications
— Require specialized hardware
— No need for high level authentication in the private sector
= Now we ready to provide “real deal” for citizens
— Realize multi functions with one e-ID card using New JPKI
— Plan to support multi-devices, CATV STB, smartphone, etc.
— JPKI will be accepted by Banks, Credit card issuers, etc.

TRV §~£§"f

TQEYG INSTITRIE QF TECHROLOGY

-+ Copyright Takashi Obi, Tokyo Tech. 2015

 JAPAN Agency for Local Authority

¢ Certificate of d%géé:a% signature must include 4 personal
information (Name, Address, Birthday, Sex)
. éii@fziéﬁe:a‘gf& of %%%%’%m ication service does not include any

e

£
t{"«
frin
=
ot
T

1kage information of the Certificates of digital signature and
;%ggéém tication is provided by J-LIS
= CRL and OCSP will be disclosed to private sector under
ermission of minister of ministry of internal affairs and
communication | ‘

— Current JPKI is limited to the public sector in order to avoid a potential
depression of private business of PKI

AS/sT WRRESE ORI TECH-—
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BANK-Use case

BANK

Detect
changes of 4 information
of customers

4 personal information
S/N of Cert. Digi. Sig.
. S/N of Cert. Auth,

Provide
~ Bank Service |

f : 7 ° . (obtain from J-LIS)

. I S :
ottessccornseonsodseties 3 £ ey
! Revocation : et b st e
- Ocsp List | > Banking | Online application
b BN | Auth.) - (JPKI Digi. Sig.) ]

Nt

R e R

N,
s

A cert. of Digi. Sig. :
is revoked
if 4 personal
information is changed.

Cert. for Digital Signature
Cert. for Authentication

- .

Customer

J-L1s

Use by PC, ATM, Smartphone, CATV STB
TORYE TECH

A 3 Js T WORLD

B atimiari ey (4 AT GLBAY

<~ Copyright Takashi Obi, Tokyo Tech. 2015 POV MSTITUTE GE TECHRGLOEY

eason of Revocation

Certificate of Digital signature and Authentication will expire when entries in the Basic
Resident Register are changed.

Verifiers of JPKI Certificate can recognize a change of registration information

Not expire

Move, Marriage, etc. affiliationChanged

Removed from the Basic Resident

Register affiliationChanged affiliationChanged
(Death, move to foreign country,)
Lost card certificateHold certificateHold
Renewal of certificates Superseded Superseded

Return card

cessationOfOperation

- Copyright Takashi Obi, Tokyo Tech. 2015

cessationOfOperation
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5 A T
AS/sT WORDSIE

ent of JPKI services

¢ Services could be securely linked to my number card
through the on-line authentication
— Attributes such as license and qualification
e Validation of the health insurance through linking to the insurers

— Payment services under plan
e Functions of an internet banking card and a credit card (secondary
card), etc.
— External Auth. scheme is supported by New JPKI

e Useful for Validation of the health insurance and micro payment just
like sign-less

e Especially statistics tells us that Monday morning, we have 15 M
transactions for the validation of health insurance

TRV TECH -
Copyright Takashi Obi, Tokya Tech. 2015 - i

FQEVO INSTITETE QF TECHROLOGY

53
1723
-] 5 =
5 = - | Insurance £ Insurance ' J-LIS Health Insurance CODE
= ne
a PKC Secret Key Hl  PKC
3 ® T ' Verify l
o ——p ey -
< : S
Noncel Nonce2 =i Nonce2 HI-CODE } =
A ' 7
Validation,
Insurance
| - o f Y nuweer
Noncel ¥ ' — ~ ’
S ) Nonce2 HI-CODE =8| Nonce2 |HI-CODE |
= V- i '
T ; Make Verufy : e ‘ R -
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= Certificate ] B Chnteeaa Sl
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1 My Number card /
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Public Key

PKC
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Validation,
Insurance
-  NUMBER
/ Noncel 1
3 Nonce2 || HI-CODE HI-CODE
=
- =
g |g
T |8
g |3
3 .
2
1 Secret Key /

f My Number card

i \ et el
AsisT Wk,

- Copyright Takashi Obi, Tokyo Tech. 2015

TOUP IBSTTEVE QF TECHNGLATY

Patient

Payment machine

\ Hospital /

AS ;8 T V\/ORLDG’ zf:f

"E? C;Y:E‘:‘LWPUF"

Health
Insurance society

Validation,
Insurance Number

S/N of Cert.
"GPl Auth.) Credit Card
\ 4
- p Platform Credit Card
Card Number, |
e o Charge |

Payment P

N [ i
R, | :

R = t

i i

i i
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Don’t leave home
without my number card

Hospital

G on R¥Ly e
Bom PROMERINE LR

T A

Pharmacy

Smartphone SmartTV, CATV

TV NSTITETE 8F TECHNBLGEY
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An Access Control System for Home Based Healthcare Information
' Sharing using Smart Gatewa

Daniel Agbesi Dzissah*!  Hiroyuki Suzuki**

Joong-Sun Lee*

Obi Takashi* Nagaaki Ohyama*?

Ynterdisciplinary Graduate School of Science and Engineering, “Imaging Science & Engineering Tokyo Institute of Technology, *ASIST

1. Introduction
As a result of the graying population, home-based
healthcare services has seen a rapid demand over the past
decade. Home based care and nursing services are a joint
. service involving a broad range of healthcare services
provided by several other individuals and organizations.
Mobile computing devices such as smartphones and
tablets have been widely recognized as a means for
integrating disparate data and computing resources in the
pervasive mobile healthcare field. Moreover, mobile
devices provide a platform to develop applications on
wireless infrastructure to execute healthcare process that
in turn can provide remote access to healthcare
information exchange services. Such an environment
provides ubiquitous and universal access to resources at
the point of care, thus improving healthcare quality. In
such conditions the ability to provide effective access
control environment to ensure the security and privacy of
healthcare information are essential [1]. However,
traditional authentication scheme adopted in mobile
devices such as passwords, digital certificates, secure
tokens and biometrics. mainly focus at only user entry-
point authentication, which may not suit dynamic
healthcare environments. We propose an experimental
design of a certificate based context-aware access control
method to be used by caregivers and physicians with
mobile devices in home-based healthcare environments.
In our proposed system, whenever a user visits a patient's
home, a gateway authenticates the user's device using
certificates and collects context data used for authorizing
access to preliminary services using the PKI-based smart
card. For accurate context evaluation, the gateway
service collects context data and generates certificate
credential based on the received context data such as
GPS data and user device MAC address for verification
and trust assessment of the authenticated user’s device.

Home-Based/Nursing Care Medical Resource Service

i E ' Shi
patient  rc.zag Set tgp box Interner

@) v
THPETY H
i H

N i

Clinical information Systens

Gmmm e

¥
Medical Staff  Mobile
Device

Clinical Informodion Systems

Fig. 1 System architecture

2. Design methods

There are three main elements of the proposed model.
First is the application processes running on the mobile
device. Second is the gateway, processing authentication
requests between remote services and the mobile
device.Third is the remote medical resource service,
performing duties like authenticating of

2016/3/15 ~ 18 @M

Japanese-PKI cards and Healthcare-PKI and handle’s
parsing H-Role privileges of medical staff. When a
medical staff requests to access a medical resource
service via his/her mobile device, a connection is
established with the gateway via a secure NFC-tag as

| otile tedial
Device Rasource Setvics

mgaa_cm.. 2 Cenauhn
[ S
3. Access Req 4 Auth Request

5. ComplClnext(Hesh)
§.1 Comext(Hash)

1
Gateway ‘

. 5. Coment(ash) 52 ConlexifHash)
8. Aulh Respunse
A 7. Verify Cantext
oS Reguest Gard Auth 1
e © e G
Lp.»-—-T— ~ 12, EnfeqPN
! 13 sian{Chulienge] 1, {Challeige]

16 Validathn Resull 15 Ongiidnge Voldation

17. Connsttion Established

[—J;C:dw—jl——ﬂw u°~l 20. Resotfee Authorization 1‘““%}““‘%‘9
Fig.2  Activity flow

Shown in Fig [2]. By using the application running on the
mobile device, a user selects their profile and the
resource type. Profile selection allows the mobile
application to fetch device’s certificate automatically.
The application generates a request envelope containing
the certificate, the little context data and sends it to the
gateway. The gateway receives the request envelope and
parses the certificate and returns the generated context. A
copy of the context is sent with an authentication request
to the medical resource service. A user smart card
authentication is required to the medical resource service
after authentication between gateway and mobile is
confirmed. Context verifies transactions between the
medical server and the mobile device, after this
verification can the transaction be validated and continue.
During this process, a medical staff uses his/her HPKI
card to sign a challenge response and enters a PIN code
for authenticating card transactions on the mobile phone.
According to the validation of the context and the HPKI
authentication, the resource authenticates the H-Role of
the user. The service is allowed or denied by the system.
For a medical staff to access the patient’s information,
authorization is performed using the JPKI card to sign a
challenge response from the medical resource server.

3. Discussion

The proposed model uses certificates and context as add-
ons with PKI-smart cards the aim of providing healthcare
resource access to legitimate medical staff. Since relying
on a single point, entry authentication cannot be relied on
in such setting.
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