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Abstract

We have developed a dara archiving system Jor studv of

charged particle therapy. We required « data-relation
mechanism between electronic medical record sysiem (EMR)
and database system, because it needs to ensure the
information consistency. This paper presents the investigation
results of these techniques. The standards in the medical
informatics field that we focus on are Integrating the
Healthcare Enterprise (THE) and 2) Health Level-7 (HL7) to
archive the data. As a main cooperation function. we adapt 2
integration  profiles of IHE as follows, 1) Patient
Administration  Management (PAM) Profile of ITHE-ITT
domain for patient demographic information reconciliation, 2)
Enfterprise Schedule Integration(ESI) profile of IHE-Radiation
Oncology domain for order management between EMR and
treatment management system(TMS). We also use HL7 Ver2.5

messages for exchanging the follow-up data and result of

laboratory test. In the future, by implementation of this sysiem
cooperation, we will be able to ensure interoperability in the
event of the EMR update.

Keywords:
Radiotherapy, Database, Strandards, IHE, HL7.

Introduction/Purpose

Our hospital has a mission of clinical research for
radiotherapy. Charged particle therapy (carbon ion) was
started in 1994, and over 9,500 cases have been treated by
November, 2014. To accomplish this mission, we managed
multi-system such as electronic medical record systems
(EMR) and charged particle therapy treatment management
system (TMS).

In 2000, we started to operate the Advanced Medical
Information Database System (AMIDAS) for archiving the
radiotherapy information. With the starting of EMR, we
allocated a role to information systems as follows, EMR: input
data related radiotherapy, AMIDAS: make report and
summary of radiotherapy. So the AMIDAS is required to
construct a mechanism to collect the data which is input by
end-user on EMR.

Methods

The data targeted for the cooperation are following: (1) patient
demographic information, (2) tumor related information, (3)
radiation plan information, (4) follow-up information {tumor
effect, advance reaction, mortality, etc.), (5} laboratory results,

(6) treatment delivery information. We divided the
implementation process into two stages and examined it as
two steps: (1) investigated the availability of IHE [1]. (2)
investigated the use of HL7 messages.

Results

This cooperation function was realized by two IHE integration
profiles as follows, (1) Patient demographics and wvisit
information: PAM Integration Profile, (2) Radiotherapy order
and delivery information: ESI Integration Profile. For
communication of treatment follow-up information and
laboratory test we defined context and used HL7 messages.

Discussion

We show the comparison results using standard with original
sysytem-interface in Table 1.

Table I— The Comparison of Standuard with origina messages

Comparisonpoint Standard- Standard-  Orignal

parisonp IHE HL7 interface
?iﬁ:?ng number of little few much
;Ii‘gf;;e of the possible possible  impossible
;;gjéza?ﬁi: short middle long
Conclusion

In comparison with original message system interface, it may
be said that the system which was developed using a
standardization technology has interoperability. From the
standpoint of system-operation by using standards, when we
will renew the EMR, AMIDAS can receive the data from
EMR without software modification.

References

[1] IHE(Integrating the Healthcare Enterprise)
http://www.ihe.net/Technical Frameworks/
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Imaging Science and Engineering Laboratory,
Advanced Reseorch Center for Social information
Science and Technology,
Tokyo Institute of Technology
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The Number Use act (Act on the User of Number to ldentify a
Specific Individual in the Administrative Procedure)

promulgated on May 31% 2013.

Based on this act, every resident, Japanese or foreign, will
receive his/her 12 digits ID number on Oct 15 2015 and a
individual Number {called "My Number”) will be effective in

Jan. 15 2016.
The new ID number can be only used in the tax and social

security area excluding health, medical and aging care
information.

New e-ID card will be issued from Jan 15t 2016.
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New e-ID card -My number card-

e Replacement of the resident registration card

y number is printed on the backside of the e-ID card
s New e-ID card have facial photo

e New e-ID card and revised JPKI act will come into reality on Jan
15 2016

e Revised JPKI will support both digital signature and digital

%

authentication services

e My number card will be issued on request up to 87M per 3
vears (2/3 of Japanese population )
AS/ST & it Copyright Takash OB, TokyoTech. 2015 | Y UL ramo wsrine v

My Number

<#H OORLUMAANGT BOSHY

Address

Blrthday :

=

0123456789ABCDEF 1234

Card Applications Usages

Store the card face image for tamper detection

Card Face AP Use Basic Access Control for read-out

1PKI AP Digital Signature Pass Code : 6 to 16 alphanumeric characters
( Authentication PIN1 s 4 digits
My Number AP Store My Number, Name, Birthday, Sex, Addfess

Need to enter PIN2 ( may be same as PIN1 ) for read-out

Store Resident Record code (To ensure compatibility with old card)
Need to enter PIN3 ( may be same as PIN1) for read-out

&S ;QT g&%ﬁ%&% g g} ”““?@*fggﬁ??&i”ﬁ”ééﬂw e
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asic Resident R

Registration Card

(Issued by JAPAN Agency 'for Loca! ‘
Authon‘cy lnformatlon Systems)

Card Issuer Local 'GO\fémment
~ ({Issued individually)
Facial photo, address, birthday, Facial photo, name, address, birthday,

Card face . :
sex are optionally sex are mandatory

JPKIfunction  Digital Signature (Option) "gg@igg; :}uﬂr??i;g gif};; old)

Free
Fee 1000 Japanese Yen (7.1 euro) (estimation is several thousand yen)
Valid period 10 yrs. (Card), 3yrs. (JPKI) 10 yrs (Card) 5yrs. (JPKi)
Scope Limited to the public sector Expand into the Qf’%\iai‘é% secior
Number of L M (
umbere 8.8M (2003-2014) 15M (2016), 86M (- 2019)
cards issued - : (scheduied) ke

Y
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gy

VG IS TITHTE OF FEORNBLOEY

« Copyright Takashi Obi, Tokyo Tech. 2015

iness

» National e-ID card is difficult to be widely used
— Lack of applications
— Require specialized hardware
— No need for high level authentication in the private sector
e Now we ready to provide “real deal” for citizens
— Realize multi functions with one e-ID card using New JPKI
— Plan to support multi-devices, CATV STB, smartphone, etc.
— JPKI will be accepted by Banks, Credit card issuers, etc.

FORYD HSTIRUTE OF FEEYROLONY
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New JAPAN e-ID card toward infrastructure
of e-Gov, e-Health, e-Business

¢ National e-ID card is difficult to be widely used

— Lack of applications

— Require specialized hardware

— No need for high level authentication in the private sector
we ready to provide “real deal” for citizens
— Realize multi functions with one e-ID card using New JPKI
— Plan to support multi-devices, CATV STB, smartphone, etc.
— JPKI will be accepted by Banks, Credit card issuers, etc.

s e [
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e Certificates are issued by JAPAN Agency for Local Authority
Information Systems (J-LIS) |

e Certificate of digital signature must include 4 personal
information (Name, Address, Birthday, Sex)

e (Certificate of authentication service does not include any
personal information ‘

o ghn

¢ Linkage information of the Certificates of digital signature and
authentication is provided by J-LIS

e CRL and OCSP will be disclosed to private sector under
permission of minister of ministry of internal affairs and
communication

— Current JPKI is limited to the public sector in order to avoid a potential
- depression of private business of PKI

seetanees COPYFight Takashi Obi, Tokye Tech. 2015 e FEHYG HISTITUTE OF FECHRILOEY
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Detect 4 personal information

change: of 4:: information | ' Prowde S/N of Cert. Digi. Sig. | ‘
o CUS omers Bank Service S/N of Cert. Auth. i‘
OCSP Revt??'on Online Banking Oniline application ‘
s (JPKI Auth.) . (JPKI Digi. Sig.)
A cert. of Digi. Sig.
is revoked | Cert. for Digital Signature
if 4 personal g Cert. for Authentication |
information is changed. §
o i e P— i §
Customer
J-Lis .
Use by PC, ATM, §martphone, CATV STB
TR TR
»+ Copyright Takashi Obi, Tokyo Tech. 2015 fggig hh e FOITD ISTITUTE OF FELIRALGRY
DC. |
Certificate of Digital signature and Authentication will expire when entries in the Basic
Resident Register are changed.
Verifiers of JPKI Certificate can recognize a change of registration information.
;g;?{’j it s

Move, Marriage, etc. ~ affiliationChanged Notexpe

Removed from the Basic Resident
Register affiliationChanged - affiliationChanged
(Death, move to foreign country,) ~ :

~ lostcrd certificateHo

Renewal of certificates  Superseded Supers’eded’
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nrichment of JPKI services

® S@ﬂﬁ@@ggﬁwki%%Séﬁ@%ﬁyﬁﬁk@dtﬁEﬁV?H%ﬁbé?ﬁaﬁj
through the on-line authentication

Attributes such as license and qualification
e Validation of the health insurance through linking to the insurers

— Payment services under plan

e Functions of an internet banking card and a credit card (secondary

card), etc.
External Auth. scheme is supported by New JPKI

e Useful for Validation of the health insurance and micro payment just
like sign-less ‘

o Especially statistics tells us that Monday morning, we have 15 M
transactions for the validation of health insurance

L.
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Health Insurance CODE

yyesy

As1d0s adueInsuy

Validation,
Insurance

Nonce2 | Nonce2

|euwiiay jeydsop

ASJ/ST

Aot g s intomation aatey
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Validation,
Insurance Number

Reception machine

External j S /N of Cort.
e Authentication ~» _
(JPKI Auth.) f Credit Card |
- N Platform e o dit Card
Patient Charge Nirbar
' : - . Card Number,
Payment machine R Charge

Payment

Hospital .

JsT WORLDedD S A
AS/ST Lptesscmy TORYO TEDH e oo
ki ‘ﬁ o wsi s s oaiamsn: COpyright Takashi Obi, Tokya Tech. 2015 g’: 2 St FGHYD ISTITUEE OF TELRRIY

#
#




)on’t leave home
without my number card

BANK

R

Hospital

® ¢ @aEne h
® A ARIRAATAERAZTI
Py CmTRIB aw %

Pharmacy

PC SmartTV, CATV

Smartphone
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