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Stage Il [BBIFFERECEX)
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Stage | [fRFEHIFEEER]
-Accident Oriented [Patients Safety]

Stage !l [fiiHI&EHHE+HILT]

Stage Il [HBFREFEEER]

-Surgical Procedures Specific
-Intraoperative Management Oriented
[Intraoperative Quality Management]

-Medical Care Oriented [Preoperative Quality Management]
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Brief History* * *Incident/Accident Reporting in JSA

2006-
Digital Data
+Paper

1994-2006

Paper-Based

JSAPIMS: Perioperative Information Management System
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Case #1

Properties of Institution [hospital]
Types: academic, public, children...
Location, # of beds, # of surgeries

Case #2

Case #3

# of anesthesiologists ...

Case #n

Attributes of Case

Blood products,
[-/+] incidents/accidents[e.g. cardiac arrest]... causes[three layers], dispositions ...




casesin DB

1,267,72(

801,318

2006 2007 2008 2008 2010 2000

2012

Case Registry and Incident Reportingin
Japanese Society of Anesthesiologists (JSA)

A death / 10,000 cases [within POD#7]
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= Export [large variations], data modeling [no well-adopt€d standards]
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SOUNDING BOARD

Ensuring Patient Privacy in Data Sharing for Postapproval

Research

=Safe Harbor

= | imited Data Set

* Expert Determination

Table 1. HIPAA Data-Sharing Pathways for Research Purposes without Patient Consent or Waiver of Consent by an Institutional Review Board.

Pathway
Limited data set

el

Safe harbor

R A BE 4R
HA RS

' Expert determination

Data Criteria

Cannot include 16 identifiers: names, postal addresses
more specific than ZIP Code, telephone numbers,
fax numbers, e-mail addresses, Social Security
numbers, medicalrecord numbers, health plan
beneficiary numbers, account numbers, certificate
and license numbers, wehicle identifiers, device
identifiers, Web uniform resource locators {URLs},
Internet protocol (IP) addresses, biometric iden-
tifiers (e.g., fingerprints), and full-face photo-
graphs; may share only minimum data needed

Cannot include 18 identifiers, including 16 limited data
set identifiers (with no postal addresses exceps the
first three digits of a ZIP Code and then only when
there are 520,000 people in the region), all ele-
ments of dates except year, and any other unigue
identifying numbers, characteristics, or codes;
must attest to lack of knowledge that the data are
identifiable

Expert certification that the risk of identification from
the data, alone or in combination with other
reasonably available information, isvery fow,
documentation of reasoning leading to conclusion
required

Protected
Health Data-Use
information Agreement
Yes Required {recipients

must be named,
and their receipt
ofdata must be
conditioned on
limited disclosure,
safeguards, notifi-
cation of breaches,
and nonidentifi-

cation)
No Not required
No Not required

Usefulness

Ability to determine temperality
through patient-specific dates;
moderate geographic limitations
{can mask areas of high disease
burden or risk, resufts in foss ofa
tool to control for sociceconomic
confounding); uncerzain ability to
use batch or model number for
research on medical devices

Ability to determine temporality
through date shifting; limitations
related to date shifting (not us=ful
for studies of short duration};
moderate geographic limizations
{can mask areas of high disease
burden or risk, results in loss of a
tool to control for socioeconomic
confounding); uncertain ability to
use batch or model number for
research in medical devices

Investigation-zailored data sharing;
lack of certifying standards

Risks of Liability |

Risks to covered entiies if they
fail o take corrective action |
when aware of a breach of |
the data-use agreement by !
the recipient pariy or if (
more than the minimum
amount of data necessary
te achieve research goals is
shared

Risks to covered entities if |
identifiable daza are
knowingly shared

Risks to covered entities if
deficiently certified data
are knowingly shared;
risks to expert certifiers if
certifications are negligent |
i




