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Legal Issues in Japan for Making Adequate Balance between Privacy and
Public Benefit in Using Large Scale Health Databases
Ryuichi YAMAMOTO
Interfaculty Initiative in Information Studies, Graduate School of the University of Tokyo. Japan
{Abstract)

In Japan, large scale health databases were constructed in a few years. such as National health insurance
claim and health checkup database (NDB) and Jupanese Sentinel project. But the there are some legal
issues for making adequate balance between privacy and public benefit by using such databases. NDB is
carried based on the act for elderly person’s health care but in this act. nothing is mentioned for using this
database for general public benefit. Therefore researchers who use this database are forced to pay much
concern abour anonimization and information security that may disturb the research work itself. Japanese
Sentinel project is a National project to detecting drug adverse reaction using large scale distributed clinical
databases of large hospitals. Although patients give the future consent for general such purpose for public
good, it is still under discussion using insufficiently anonymized data. Generally speaking. researchers of
study for public benefit will not infringe patient’s privacy. but vague and complex requirements of
legislation about personal data protection may disturb the researches. Medical science does not progress
without using clinical information. therefore the adequate legislation that is simple and clear for both
researchers and patient is strongly required. In Japan. fortunately. the specific act for balancing privacy and
public benefit is planned to lay before Diet, but is still under discussion. The author recommended the
researchers including the field of pharmacoepidemiology should pay attention to. participate in the
discussion of. and make suggestion to this act. (Jpn ] Pharmacoepidemiol 2012 : 17(2)  101-107)
Key words © health database, clinical database. privacy. public benefit, legistation
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An Investigation Report of Citizen's attitudes toward the handling of

Electronic Medical Information
Mayumi Yoshida" Hidenori Shinoda” Katsuya Tanaka™ Ryuichi Yamamoto®
“'The University of Tokyo JAHIS “The University of Tokyo Hospital

A Personal Health Record, or PHR, is a health record where health data and information related to the care of a patient is
maintained by the patient. It covers wide range of healthcare information and includes sometimes subtle information of a
patient, and it might be hard for a patient to always understand what it means correctly.

Therefore, we tried to investigate how people expect to get and utilize the health data and information.

We conducted a survey in the form of a questionnaire to more than three thousand people over 20 years old on the web.
The questionnaire covers about ways of information acquisition, their knowledge on information technology, how and who
manages the information, how the information should be utilized, etc.

94% of them answered a PHR should be put into practice, 45% of them hoped it should be developed and managed by
public administrations, more than 40% of them accepted the information could be acquired electronically, and so on. We
thought Japanese people expect the PHR may be a practical service for healthcare, but it should be managed and utilized on
the proper balance between public and private services.

Keywords: Privacy, Electronic Medical Information, Personal Health Record, Questionnaire Survey,

Personal Data Protection
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A study on the functions of personal information protection in mobile

clinical information reference systems
Tanaka Katsuya™ Yoshida Mayumi® Shinoda Hidenori® Yamamoto Ryuichi™

"'The University of Tokyo Hospital
“Graduate School of Medicine, The University of Tokyo
“Japanese Association of Healthcare Information Systems Industry

In the use of a PHR service, the health information management by the patient is necessary. The use of mobile devices such
as smart phones and tablets will be accelerated for these purposes, and it is necessary to protect information inherent and to
work on the technical measures for using safely. In this research, the technical measures which can be available are
investigated in the viewpoint of data protection, and the problems are discussed. Moreover, a new measure for protecting the
information which is mainly inherent for data built-in application is proposed so that a patient can use comparatively easily.

Keywords: Personal Information Protection, Information Security, Smart Phone
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