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An Investigation Report of Citizen's attitudes toward the handling of

Electronic Medical Information
Mayumi Yoshida™ Hidenori Shinoda™ Katsuya Tanaka™ Ryuichi Yamamoto™
“'The University of Tokyo “JAHIS *The University of Tokyo Hospital

A Personal Health Record, or PHR, is a health record where health data and information related to the care of a patient is
maintained by the patient. It covers wide range of healthcare information and includes sometimes subtle information of a
patient, and it might be hard for a patient to always understand what it means correctly.

Therefore, we tried to investigate how people expect to get and utilize the health data and information.

‘We conducted a survey in the form of a questionnaire to more than three thousand people over 20 years old on the web.
The questionnaire covers about ways of information acquisition, their knowledge on information technology, how and who
manages the information, how the information should be utilized, etc.

94% of them answered a PHR should be put into practice, 45% of them hoped it should be developed and managed by
public administrations, more than 40% of them accepted the information could be acquired electronically, and so on. We
thought Japanese people expect the PHR may be a practical service for healtheare, but it should be managed and utilized on
the proper balance between public and private services.

Keywords: Privacy, Electronic Medical Information, Personal Health Record, Questionnaire Survey,
Personal Data Protection
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A study on the functions of personal information protection in mobile

clinical information reference systems
Tanaka Katsuya™ Yoshida Mayumi? Shinoda Hidenori”® Yamamoto Ryuichi”

"'The University of Tokyo Hospital
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“Japanese Association of Healthcare Information Systems Industry

In the use of a PHR service, the health information management by the patient is necessary. The use of mobile devices such
as smart phones and tablets will be accelerated for these purposes, and it is necessary to protect information inherent and to
work on the technical measures for using safely. In this research, the technical measures which can be available are
investigated in the viewpoint of data protection, and the problems are discussed. Moreover, a new measure for protecting the
information which is mainly inherent for data built-in application is proposed so that a patient can use comparatively easily.

322

Keywords: Personal Information Protection, Information Security, Smart Phone

1. 1XEHIZ

—EDITYF T —FHOERDEZIZIELDER-
REFRIEFOICBUEANELLL TEHESRDT
EEBATWARIERHALMZ oY, Fi, BF1k
BROAE—T A RELTRPCLY, Avw—FT7 34V
RIZTU MR, IVFENRLT T AL ANRB O
TVWAR, X 2UF 4 ~DRELHY . HIED, BiF
B R 2B BHERDLLEZLNDY,

HE. BEEHCIIBRETHEFENELIZEEA
k7 ETCOT N —a DERPD [EF
BEFREICAOADIICERBEM SRS
BREAT—I7H VU THRAEY, BEOT SNAAN
KR ERELEE TS, Lvok7 sy —avH
FERENT LA TVBESD,
REZELLTHEHYOBERR DREBLEH.
B CEBIERROONBRATC, F Ty
R A —RZ eV olr BENFT AT L8 EE Y
AT AEDERFEMBIC DWW THLRE P ED DN
ERbD, i, EF0REFBOTREELTTD
Bz, BREMATIEROFEEERRIZEN
Dial FIFEAOREFZH T R2VEELLETHLE
EXD,

2. B

BABEREROEIGE  BRETHRARIERD
DK, BBHNEAEORWFERELTEFEEOR
< —h7F DR AREZEZOND, LBLEMNS, Zhb
DEE MR I BREERENESEIEAITER kR
BERE DERBREIRI RO DL TEEL, T,
WRICBESL TV IERBRESCHECE54
B &L, NESNHEBNRBTAREERMN LEN,
ARG, BERRICERASLI-ERO Y
BOEHFIC 2T, BAER A A B O R - i
BEFEPLIXMAEICLVRE., BEEL, T

33 EEE FHRFEE S RS 33rd ICMI(Nov,,2013)

71

FNOREODVAIIZONTHRMNTDIIE, Fi-, BE
BEEELEC, AEEEELbRVEHEARNEERER
HOEDDFEEORRIALDLIE, 2 BHET D,

3. A&k

B, PCHIV—BA~— 74, ZT Lo RED
BT SAACH B TREANEFRBEEOLD DR
EEHENEAEL. B4 ORI OVWTEFRE
DEEERNTD, 3=, BEEHREEEI, Rai
BEUOREEEZE LW IEERERELI-H -
WMEEOBREBEITI,

4, ﬁi%

41 REHR

BAEH TR B OREE B S R EL TIX, B
FTOLOEHB,

1) ID//SAT — R HFR

By — R STV AER ~D7 Z L AEDR

EFREN W RICEELEID/IRAV—RIZ LA

FRTCHD. Rv—rT7+vOPE, BEuy 7 BE

ELTHAD—FELTCEBAFZDEFRHVERRD,

fﬁ%’éﬁﬁ vy 7% R T RE e~ ALK TR T
éo

2) HHRIEE R

RAT—-RFDRPYIZ, BRRF, BER, PEFEX
FRECIDZRBENBEEFA TETCHE, Av—)
TAVDEE MRy I ORERNERTHY, NE
F=FETIHREL TR,

3) F—F AL REHEFK

X FNARELTUSBEERT2LONEHTHY,
HHOUSBY — 2 EETHZEICEY, HER~Duy
A, BERYY, 77N T ANE DB, BF



1-E-3-2 —

SERABIC LD TN A A i B OBRE SRR T
BETHhD, TICPCATOREHRPETHY, EHUA
{BERTND, F—F NARDBKREFTEDHIZ,
FZOBHREDT-DHOHEIRNLELINSD,

4) F—F A RABEFR
AECEBEEETIOTRAKERENLTE B
BEEmE. M AT DHH KT, NFC(Near Field
Communication) BEH SN D, BHEFH - A~<—F
T4V T, BHRMEELECRHHINTWBRFID
(Radio Frequency Identification) &) f L T3 BHE#
DI EEEICHEAENSY,

5) SR
N—RFLRAIR T ANE [T 7 AN ~DE B EIT
W, B EZHRCIBAEBRERVANAMNERREDE
VIR = T RB AV EELTERSNS,
7L, MERAKOBMEIINETEF —F~DT 7k
AR FTCE RN, )

4.2 BEICRBAIRLETFEDBRE
LFREOBEHERLHEX, BET A AEFHEND
LEBEBOHEAETCRETF —F ORI HLT
EELEIONDERELTICRT,

1) BReERSHE

EHE Ry 28T 5447 2 AT —RIRBERD I
BHRBBOEVCK LRI HIBID AT —FKAD
EROONSERETFIEHICR TS, HiZ, x—F
AAF K TCRFEEOE T id/haw,

2) FREERERE

F—FAARBEEFRAUANZ, FALEOHL—
ACORIEERDTEY, HEHLRIEILTR DR
Wr—ARNBWN, FIZHF —TF AL ABE KT —
FNRAADFFTICE SRR IETH LM, AkE
—Lsharsd, Bk - BEEZE T, TR
RICEIBEAHALIZ W, £/ NFCHFRX T, A&k
F—F NRA AN TEREOD, FIEERENE W
DU BHSBEREICRT S,

3) X —FRO B

F—FNRAREFEA LGS, RIEFBRZOLD
RERIZHFES N TWS, 07 | BB - izl
T T 7Yy —vay - BET — ¥ - —BRP I
INBTERERT S,

INODEEAND, - F AL RELTEBRFRLE
AL, SREHGES TR T3-boudy s R
ECHALOBRIZEY., ThEFE T L, AL TR
RBIBHFRL, TV —varFFox—F (2L
LT, Bluetooth#E i #2822 8. FH 45, MERLUT O
EBYTHB(HL),

) ¥ T NARDEFEEET I T
b) ¥ —FAAADFEENERTCEIETHET S
¢) T AU r—iavDERETEETS

72

08N-E-3—fAE9

d) —EREILIEX—FT A ADEFEFEREITV,
TV r—avi OMETERHETS

e) &51Z, ® 4 SBluetoothIE SR D IEEN RESR
HERWRETCT Y r—vary RRBEh L&,
TrYr—aviEREKRTL, 7 —2EBEOERE
BRECIHEETS,

5 #E

AR TREBLAEHSRIZERTIRTOERRE
FHETCEZLOTRAL, LESEECHSUTEE
HAEDETHASEREEEXD,
ARETE, BEXFATLIROHERLEERL
TR, F—R—FAREENTHIE, k- BEERS
PEEL CRIELBEHCITIF—F NI RAFRNTH
BIEEEEBNTNDS, L, ¥ —F RARAFR
I3, USBX— DN EEH A LB REITLH
FIER AN C& A R EERD AT FRIN,
F—FALADBRECS>VWTERERLCEM»MRIT
BEW, TexiE, BlO<wAZ—F RAREH LN LD
ABLTEL, #EBRDELF AR —FERELT
B BEOHIENRE LD,

&5z, WAEF H W B/ Bluetooth I #iMSS L LT, <
ATRAL —H e & OFBHER LT T, Bukedtie
EOFBBIZEETLETF AMARANETETHY, =
DEI BB L BIRTEIEC L AT, F—F (2
Rz T ARE HEME LRI D ENHF TS,
F—FNRAAYKBEDT 7 a iz o0, T—%
DHEE, HBIVEIHEECLLIBHHOFEE, K&
BN, ZhiT, HRELEEET —INBAET
BETHIMNEIDITERET D, BEFEOIICER
TRHBREEBEROTELRIICL>TAVR—FEND
BROF —FIIFBETETHIEELTETHIEE
AbNAN, BEEOHNERTIIERLVER -EF
ENETF — 2RI EETILETHERETHL TR
ns,

6. HbHYlc

BENREZTUoR, Ao — 742l DEREH AL
THESNERBEFRIBEL, B0F —FEANT
DS, B REESS U EOREMEICE
HEERPRRBRLAEYTBIEEFHECEFIZOVWT, X
BRAELZITVE 4 DBEZEB L, $f-, BKEF
CEBRFETHILDODBALLH LEHEERE
Lic, B, BB LUEFEBERIZAELED WS,

BE X

[1] WAE— EFEECRITBEEA~DEL2EHEMH
T OE PRUEEEESHREMEREE

[2] JSSEC| —x#tHEEA BART b7+ EX 2T 1 HR.
http //www.jssec.org/.

[3] SoftBank HealthCare. http:/www.softbank. jp/mobile/service/

softbankhealthcare/.

[4] KBRe-IBZEFIE. http://www.e-okusuritecho.jp/.

[5] AfHZ, BIRA, KENET, BEA, BREE, KL

. #HrsAR AR A LA BRI SIE A EAOH

. E3REFRHEE S KRRCE2012; 1368-9,

NFC (Near Field Communication)D 4T &I . http:/

www.rohde-schwarzco.jp/download/jp/an/1IMA 182 4J.pdf.

[6]

[ &R 33(Suppl),2013

323



1-E-3-2 —#§8 (138N -E-3.— 3 189

1 5
BRI a7 ERBTT
. " ET DT I—by—RAE Yhr—tay
'\ BREEHBBLOBEREDR
No

2
EERERIEAE:
g

SRR T EE:
FIr—avk
HART

v
F—RHF R 7
7R y—Lavd
F—oeEEE A
FBETS

Le

End

1 Bluetoothi&## B2 FALE-7TUr—avonBIn—

324 EBEERBFHRZESKS 33rd ICMINov,,2013)

73



Piacy
Kl I




