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The Japanese government has been considering introducing a personal information manage-

ment system, which malkes it possible for people to manage their social service records on an in-
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dividual basis. In this paper, we propose a prescription and individual medication history manage-

ment system by applying the personal information management system which would be estab-

lished by the Japanese government as a secure storage for individual information. The proposed

system has functions to record and refer the history of prescription, dispensing and total dosing

quantity. This information can be presented to medical doctors and effectively used for the patient

health management. Moreover, the system can check drug interactions and redundant medication

by comparing prescription data with the medication history stored in the personal information

management system. We developed a demonstration system by incorporating some kinds of

security techniques such as smart card, data enciphering, dynamic virtual private network and so

on. With the trial use of the developed system by a medical doctor and a pharmacist, we confirmed

the effectiveness of the proposed system in clinical practice.

Key words: Prescription, Medication history management, Personal Health Record, IC card
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System Requirements for an Electronic Health Record System
Using Smartphones for Homecare

Futaba Kaneyasu, Masanori Akiyama
Policy Alternatives Research Institute, The University of Tokyo, Tokyo, JAPAN

Abstract--In the Japanese healthcare system, demand for
homecare for relatively severe diseases has recently been
increasing. In providing such homecare, privacy must be
maintained with high security because the service is carried out
not in hospital but at home, which has insufficient security. It is
important to share a common platform to integrate several
service providers virtually because there are many types of
service providers located in different places involved in the
treatment of a single patient. We developed an electronic health
record (EHR) system for homecare, which is based on cloud
computing technology using smartphones. In this paper, we
discuss the technical aspects of information security, which are
required especially for homecare based on the results of a field
survey. Our focus is on strict personal authentication with SIM
cards to prevent the cybercrime of stealing ID in order to
maintain strict privacy of patient medical information.

I. INTRODUCTION

A. The demand for information security and privacy in
homecare in Japan

In Japan, the aging of society is the most advanced in the
world, and the number of elderly patients who have multiple
medical problems has been increasing. The demand for
homecare especially for recovering patients who have
multiple and severe diseases is increasing.

Public concern about information security has been
increasing along with increased usage of the Internet,
particularly ~where such usage involves personal
information. Cybercrime such as unauthorized access of
personal information via the Internet has become a serious
problem. Last year, 2011, large-scale cybercrime incidents w
ere widely reported as a social issue by the media.

Homecare service providers consider it difficult to utilize
electronic health record systems and computerize business
materials such as care reports to share information on
patients’ conditions because it is commonly believed that
computerization is a risk for information leaks. (Reference:
[6] [7])The present practice of homecare professionals such
as care workers and care managers is to record patients’
health conditions by hand in several notebooks. For many
years, careworkers have recorded patients’ health condition
as notes and there are several notebooks for each service
provider, so that double input is needed to share the patient
information among several providers. (Reference: [2] [4]
[S])There is a fear of personal information leaks because the
main focus is on protecting the rights of individuals under the
Personal Information Protection Act in Japan. (Reference:
[10] [11])Therefore, it is important to develop high security
to maintain privacy in order to expand the utilization of
systems in the homecare field.

B. The purpose of this study

In this study, we examined the system requirements and
information security features that would useful for homecare
systems using smartphones to relieve the fear of information
leaks. In order to achieve this goal, our approach was to
develop applications for an EHR system and we conducted a
field survey to assess the safety, usability, and effectiveness
of this system.

The difference between some previous researches is that
our focus is on security level of smartphone application with
3G petwork. Some previous studies which have proposed
similar system using a wireless Internet mobile phone was
generally focused on the effect of enhancing collaborations
and promoting teamwork among homecare professionals.

We focused on technical aspects to ensure information
security of the homecare system, which is very important in
an aging society where the number of people requiring
homecare is increasing. The outcome of these case studies in
Japan, which has the most advanced aging society in the
world, could set a precedent for similar technological
developments for the future aging of societies in other
countries.

II. PROPOSED SYSTEM

A. Overview of the basic research

In considering an EHR system that supports homecare, we
conducted a basic survey contimuously for two years from
2009 by visiting the actuaj field of homecare to conduct case
studies for the following three purposes: firstly, to grasp the
reality of the homecare field; secondly, to clarify the
operational issues and the challenges of providing services;
and thirdly, to clarify the functions and system requirements
for visiting nursing services in order to build an EHR
supporting homecare (reference: “Research work reports on
the survey for the current state of homecare”). We conducted
a survey of system requirements in the homecare field with
the cooperation of Nithama Medical Consumers' Cooperative
Society (Nijhama Medical Co-op), which is a homecare
service facility in Nijhama City, Ehime Prefecture, Japan.
Specifically, a hearing survey was conducted in patients’
homes, group homes, shared houses, and clinics with nursing
homecare services. Nijhama Medical Co-op was founded in
March 1974 as an organization for home medical care and
home nursing care services. It runs businesses such as
ambulatory rehabilitation, ambulatory care, home nursing
care, group home, and clinics for acupuncture and
finger-pressure treatment, including three clinics in Nithama
City. Currently, about 380 people are engaged in the business
as doctors, nurses, careworkers, nursing staff, occupational
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Fig. 1: Organization chart of Mithama Medical Co-op

therapists, and physiotherapists (Fig.1 Niihama Medical
Consumers' Cooperative Society).

B. Development of the EHR system

We researched the development of a smartphone
application for the EHR system for homecare that provides
real-time sharing of information. The system was developed
to meet functional requirements based on the results of the
basic survey and we validated the system in patients® homes
that the In-Home Long-Term Care Service provided. (Fig. 2:
System chart)

Specifically, the system allows careworkers at patients’
homes to input data through a smartphone such as blood
pressure, body temperature, dietary intake, frequency of
urination, defecation frequency. The present practice of
homecare professionals such as care workers and care
manager sis to record patients’ health conditions by hand in
several notebooks. For many years, it has not been efficient to
share patient information among homecare professionals
since the homecare field has not been computerized yet.
Careworkers record patient information in their notes and
there are several notes for each care service provider, which
involves double input. However, the proposed system allows
those professionals to make records with uploading data
using smartphones in the patients’ homes instead of copying
the notes fo their notebook and making numerous reports. In
addition, there is no need to phone several related

professionals in order to seek consultations with doctors and
nurses. The uploaded information is registered in the EHR
system in real time, and shared with nursing stations and
clinics. It is possible to access the system on a Web browser,
so there is no need to install any software on those
smartphones.

C. System requirements
As a hypothesis, the following five functions are required
for the EHR system for homecare.

1. Three-step method

The key technical challenge is a three-step method for
secure authentication. The first step is connection
authentication on the virtual private network (VPN). One of
the important features is encryption of data by connection
through VPN. Connecting to the Internet, this system
encrypts information that travels to a server via the VPN, so
that it accesses the server. The information itself is already
encrypted when this information travels to the server. The
second step is terminal authentication, which the SIM card
number identifies. The third step is user anthentication on the
system managed by personal ID. This system prevents the
encryption being broken to hack into this system. The
methods raise the security level to maintain patient privacy of
medical information.
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Fig. 2: System chart

2. Personal authentication with the SIM card number on a
smariphone

It is effective to use a smartphone for the EHR system that
supports homecare. Regarding the use of smartphones, what
is totally different from previous systems (mainly PCs) is
personal authentication by the SIM card number. Using the
SIM card on a smartphone can create strict individual
certification, which can prevent the cybercrime of ID theft.
The SIM number consists of the phone number and the
product serial number. The mobile phone carriers identify
each SIM card number, in this case, Japanese carriers such as
NTT DoCoMo, KDDI, and Softbank. The SIM card number
is not only important customer information for these carriers
but also an extremely accurate method of personal
identification. Recently, making a smartphone contract has
become much stricter than before with some form of
identification now needed. So identity theft, or stealing
someone’s personal information, is more difficult.
Additionally, it is common for one person to carry one or two
smartphones all the time, and borrowing and renting
smartphones is rare. Therefore, the SIM card number is a
very appropriate method of personal anthentication.

The homecare system applies a technology of near field

communication (NFC). A contactless authentication
technology is necessary especially for homecare since
personal identification is more important in homecare than in
hospitals.

3. Maintaining privacy by deleting data

It is required to automatically delete all data on the
smartphone when it is uploaded by careworkers such as
master data, data in cache memory, patient data, and image
data. In homecare, personal information of a very high level
of privacy, such as excretion frequency, is handled. For
example, if the presence of hematuria and bloody stools were
found, the careworker would take a picture of the stool or
urine, and upload the image to the system to share the current
status of the patient. This function can maintain safety when a
smartphone has been lost because there are no data kept on
the smartphone all the time. In this case, the careworkers can
ask for a rapid decision of the physician in hospital through
sharing the information in real time. In homecare, a record of
the trend of excretory activities has the same importance as a
dietary intake record, since the careworker makes daily
records specifically of the color and softness of bowel
movements and the frequency of urination.
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