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Abstract-In the Japanese healthcare system, demand for
homecare for relatively severe diseases has recently been
increasing. In providing such homecare, privacy must be
maintained with high security because the service is carried out
not in hospital but at home, which has insufficient security. It is
important to share a common platform to integrate several
service providers virtually because there are many types of
service providers located in different places involved in the
treatment of a single patient. We developed an electronic health
record (EHR) system for homecare, which is based on cloud
computing technology using smartphones. In this paper, we
discuss the technical aspects of information security, which are
required especially for homecare based on the results of a field
survey. Our focus is on strict personal authentication with SIM
cards to prevent the cybercrime of stealing ID in order to
maintain strict privacy of patient medical information.

[. INTRODUCTION

A. The demand for information security and privacy in
homecare in Japan

In Japan, the aging of society is the most advanced in the
world, and the number of elderly patients who have multiple
medical problems has been increasing. The demand for
homecare especially for recovering patients who have
multiple and severe diseases is increasing.

Public concern about information security has been
increasing along with increased usage of the Internet,
particularly where such wusage involves personal
information. Cybercrime such as unauthorized access of
personal information via the Internet has become a serious
problem. Last year, 2011, large-scale cybercrime incidents w
ere widely reported as a social issue by the media.

Homecare service providers consider it difficult to utilize
electronic health record systems and computerize business
materials such as care reports to share information on
patients’ conditions because it is commonly believed that
computerization is a risk for information leaks. (Reference:
[6] [7])The present practice of homecare professionals such
as care workers and care managers is to record patients’
health conditions by hand in several notebooks. For many
years, careworkers have recorded patients’ health condition
as notes and there are several notebooks for each service
provider, so that double input is needed to share the patient
information among several providers. (Reference: [2] [4]
[5])There is a fear of personal information leaks because the
main focus is on protecting the rights of individuals under the
Personal Information Protection Act in Japan. (Reference:
[10] [11])Therefore, it is important to develop high security
to maintain privacy in order to expand the utilization of
systems in the homecare field.

B. The purpose of this study

In this study, we examined the system requirements and
information security features that would useful for homecare
systems using smartphones to relieve the fear of information
leaks. In order to achieve this goal, our approach was to
develop applications for an EHR system and we conducted a
field survey to assess the safety, usability, and effectiveness
of this system.

The difference between some previous researches is that
our focus is on security level of smartphone application with
3G network. Some previous studies which have proposed
similar system using a wireless Internet mobile phone was
generally focused on the effect of enhancing collaborations
and promoting teamwork among homecare professionals.

We focused on technical aspects to ensure information
security of the homecare system, which is very important in
an aging society where the number of people requiring
homecare is increasing. The outcome of these case studies in
Japan, which has the most advanced aging society in the
world, could set a precedent for similar technological
developments for the future aging of societies in other
countries.

II. PROPOSED SYSTEM

A. Overview of the basic research

In considering an EHR system that supports homecare, we
conducted a basic survey continuously for two years from
2009 by visiting the actual field of homecare to conduct case
studies for the following three purposes: firstly, to grasp the
reality of the homecare field; secondly, to clarify the
operational issues and the challenges of providing services;
and thirdly, to clarify the functions and system requirements
for visiting nursing services in order to build an EHR
supporting homecare (reference: “Research work reports on
the survey for the current state of homecare”). We conducted
a survey of system requirements in the homecare field with
the cooperation of Nithama Medical Consumers' Cooperative
Society (Nithama Medical Co-op), which is a homecare
service facility in Niihama City, Ehime Prefecture, Japan.
Specifically, a hearing survey was conducted in patients’
homes, group homes, shared houses, and clinics with nursing
homecare services. Niihama Medical Co-op was founded in
March 1974 as an organization for home medical care and
home nursing care services. It runs businesses such as
ambulatory rehabilitation, ambulatory care, home nursing
care, group home, and clinics for acupuncture and
finger-pressure treatment, including three clinics in Nithama
City. Currently, about 380 people are engaged in the business
as doctors, nurses, careworkers, nursing staff, occupational
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Fig. 1: Organization chart of Niihama Medical Co-op

therapists, and physiotherapists (Fig.1 Niihama Medical
Consumers' Cooperative Society). '

B. Development of the EHR system

We researched the development of a smartphone
application for the EHR system for homecare that provides
real-time sharing of information. The system was developed
to meet functional requirements based on the results of the
basic survey and we validated the system in patients’ homes
that the In-Home Long-Term Care Service provided. (Fig. 2:
System chart)

Specifically, the system allows careworkers at patients’
homes to input data through a smartphone such as blood
pressure, body temperature, dietary intake, frequency of
urination, defecation frequency. The present practice of
homecare professionals such as care workers and care
manager sis to record patients’ health conditions by hand in
several notebooks. For many years, it has not been efficient to
share patient information among homecare professionals
since the homecare field has not been computerized yet.
Careworkers record patient information in their notes and
there are several notes for each care service provider, which
involves double input. However, the proposed system allows
those professionals to make records with uploading data
using smartphones in the patients’ homes instead of copying
the notes to their notebook and making numerous reports. In
addition, there is no need to phone several related

professionals in order to seek consultations with doctors and
nurses. The uploaded information is registered in the EHR
system in real time, and shared with nursing stations and
clinics. It is possible to access the system on a Web browser,
so there is no need to install any software on those
smartphones.

C. System requirements
As a hypothesis, the following five functions are required
for the EHR system for homecare.

1. Three-step method

The key technical challenge is a three-step method for
secure authentication. The first step is connection
authentication on the virtual private network (VPN). One of
the important features is encryption of data by connection
through VPN. Connecting to the Internet, this system
encrypts information that travels to a server via the VPN, so
that it accesses the server. The information itself is already

-encrypted when this information travels to the server. The

second step is terminal authentication, which the SIM card
number identifies. The third step is user authentication on the
system managed by personal ID. This system prevents the
encryption being broken to hack into this system. The
methods raise the security level to maintain patient privacy of
medical information.
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Fig. 2: System chart

2. Personal authentication with the SIM card number on a
smartphone

It is effective to use a smartphone for the EHR system that
supports homecare. Regarding the use of smartphones, what
is totally different from previous systems (mainly PCs) is
personal authentication by the SIM card number. Using the
SIM card on a smartphone can create strict individual
certification, which can prevent the cybercrime of ID theft.
The SIM number consists of the phone number and the
product serial number. The mobile phone carriers identify
each SIM card number, in this case, Japanese carriers such as
NTT DoCoMo, KDD], and Softbank. The SIM card number
is not only important customer information for these carriers
but also an extremely accurate method of personal
identification. Recently, making a smartphone contract has
become much stricter than before with some form of
identification now needed. So identity theft, or stealing
someone’s personal information, is more difficult.
Additionally, it is common for one person to carry one or two
smartphones all the time, and borrowing and renting
smartphones is rare. Therefore, the SIM card number is a
very appropriate method of personal authentication.

The homecare system applies a technology of near field

communication (NFC). A contactless authentication
technology is necessary especially for homecare since
personal identification is more important in homecare than in
hospitals.

3. Maintaining privacy by deleting data

It is required to automatically delete all data on the
smartphone when it is uploaded by careworkers such as
master data, data in cache memory, patient data, and image
data. In homecare, personal information of a very high level
of privacy, such as excretion frequency, is handled. For
example, if the presence of hematuria and bloody stools were
found, the careworker would take a picture of the stool or
urine, and upload the image to the system to share the current
status of the patient. This function can maintain safety when a
smartphone has been lost because there are no data kept on
the smartphone all the time. In this case, the careworkers can
ask for a rapid decision of the physician in hospital through
sharing the information in real time. In homecare, a record of
the trend of excretory activities has the same importance as a
dietary intake record, since the careworker makes daily
records specifically of the color and softness of bowel
movements and the frequency of urination.
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Fig.4: Personal identification with the SIM card number

4. Network connection

One of the advantages of using smartphones is that they
are available on both the 3G network and broadband Internet
connection network. The conventional EHR system,
applicable only for PCs in hospitals, is available for
broadband networks such as ADSL and optical fiber
networks. But in homecare, infrastructure like in hospitals is
scarcely developed in a patient’s home. In rural areas, a
smartphone can use the 3G network instead of using a
broadband Internet connection, which is especially useful in
the countrysidle where there is no  organized
telecommunications infrastructure such as fiber optic
networks or ADSL technology. Moreover, the demand for
homecare is higher in rural areas than in urban areas, where
patients have relatively easy access to hospitals. Compared to
urban areas, rural areas tend to have an inadequate Internet
infrastructure. According to the Usage Trend Survey on
Communications 2010, the rate of utilization of the Internet
shows that 21.8% of people do not have Internet
infrastructure. (Fig.5 The rate of utilization of Internet for
private use (2010)) In summary, the use of smartphones with
a 3G connection will be useful for homecare systems in rural

areas, where there is a relatively high demand for homecare. -

(Reference: Usage Trend Survey on Communications,
Ministry of Internal Affairs and Communications, 2010)
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Fig.5: The rate of utilization of Intemet for private use (2010)

5. Usability requirement for elderly people
There is a usability requirement since most related people

such as care professionals are over 50 years old and may be
unfamiliar with electronic devices. In Japan, elderly people
over 60 years old have a low rate of utilization of mobile
phones and personal computers for private use. (Fig.6: The
age-specific rate of utilization of mobile phones and personal
computers (2010)) According to a report by the Care Work
Foundation, the average age of care workers is 51 years and
about 27% of them are 60 years old or older. (Fig.7: The
average age of nursing care professionals) Therefore, the

“ideal applications for a homecare EHR system should be a

simple interface in terms of usability for middle-aged and
elderly people who are not familiar with electronic devices.

III. SURVEY METHODS

A. The field survey to verify the safety and effects of the EHR
system

The field survey was conducted to investigate the effect of
the EHR system for three months with the cooperation of
Niihama Medical Co-op, especially from seven nursing care
managers, seven careworkers and thirty patients. In order to
make the validation comprehensive, patients were selected by
various attributes such as age, family structure, disease, and
the certification level of the category of support needed.
(Table 1. Attributes of homecare patients surveyed)

In this survey, seven care managers and seven
careworkers in patients’ homes recorded the patients’
conditions through a smartphone to input data of dietary
intake, urination frequency, and defecation frequency. Taking
a picture of a meal before and after the meal, careworkers
uploaded those pictures to the system to record related
information such as the input time and the amount of dietary
intake. As for the function for urination record, careworkers
are required to choose appropriate entries that show the
patients’ conditions. Those uploaded data are sent to the
server in real time with the input time. The application is
designed for care professionals to use on their smartphone as
a tool for their care reports. It is also possible for the patient
and their family to use the application if they are able to
operate a smartphone. (Fig.3 The operational interface of the
smartphone application) ' '
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Fig.7: The average age of nursing care professionals

TABLE 1. ATTRIBUTES OF HOMECARE PATIENTS SURVEYED

Attribution
Total Number 30 patients
Gender 10 males
20 females
Age 70 - 101 years old
The Certification level and 1. Support Needed level 1 0 patients
the Category of Support 2. Support Needed level 2 5 patients
Needed Total 5 patients
1. Need for Long-Term Care level 1 5 patients
2. Need for Long-Term Care level 2 6 patients
3. Need for Long-Term Care level 3 8 patients
4. Need for Long-Term Care level 4 3 patients
5. Need for Long-Term Care level 5 3 patients
Total 25 patients
Family Structure 1. Live-alone 8 patients
2. Elderly household (one patient needs care) 10 patients
3. Living with family (include patient needs care) 7 patients

4. Elder- to-elder care (both needs care forence: B 1 4 patients
5. Elder- to-elder care (both with de; gyence- [ ? 2 patients
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B. Validation and Assessment

The method of validating and assessing this system is to
carry out a hearing survey and questionnaire study for doctors,
nurses, care managers, and careworkers to-understand how
they felt about it. The questionnaire items were set mainly to
review the assessment of usability and the intention to
continue using the system. Several discussions on validating
this system were held in a working group with local experts
from Ehime Medical Association, Niihama Medical
Association, and Ehime University Hospital. In order to
discuss technical aspects to ensure the compatibility and
safety for communications, a committee with experts in
various fields was held to finalize this survey. The committee
for comprehensive assessment consisted of experts from
several universities and institutes such as general manager of
the Japan Ministry of Internal Affairs and Communications, a
president of the National Center for Geriatrics and
Gerontology, physicians, a legal professional of Information
Security and privacy, a pharmacist who is working for
home-visiting drug administration guidance, and a
professional in medical informatics.

IV. THE EVALUATION RESULTS

A. Safety and availability

Regarding the safety of communications in sending and
receiving data from smartphone devices, the security level of
this system is adequate since there were no information leaks
that would threaten patient privacy. According to the
evaluation result, there is a positive feedback from
careworkers on the function of deleting all data did not affect
the care workers and doctors daily operations and the
function could maintain patient privacy without any
inconvenience.

As for the review on responsibility on data
communications, there was a connection problem such as
slow connection. There was a problem that disconnection
occurred before completing the record because the
connecting time of the Virtual Private Network (VPN) was
set too short in order to maintain high security. After §
minutes when the smartphone was not in use, the VPN is
disconnected for security. This matter requires detailed
discussion and consideration to determine an appropriate
connecting time that is not only practically useful for care
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service businesses but also sufficiently secure to maintain
patient privacy.

B. Usability for middle aged and elderly people

The survey revealed that it is worth introducing the
smartphone into the homecare field, which mainly comprises
middle aged and elderly care professionals. One of the
advantages of touch panel operation of smartphones is
usability for the elderly compared to conventional mobile
phones, which have a keyboard. In this survey, elderly
careworkers who are over 70 years old leamnt the operation of
the smartphone and the application without reading the
instruction manual even though they had never used any type
of digital electronic device such as personal computer before.
The interactive operation of the smartphone makes it easier to
use than conventional mobile phones for the elderly. For
example, there is no need to look alternatively between the
screen and the keyboard as with conventional mobile phones.
As a result of the usability, the careworkers and care
managers said they would like to continue using the system
for their practical use.

V DISCUSSION

A. High security relieved the fear of information leak

The survey reveals that a strong factor preventing the
progress of computerization in the homecare field was that
care professionals feared that this would lead to increased
risks of personal information leaks. Thus it is necessary to
prove that the computer system is sufficiently secure in order
to promote computerization in the homecare field. This
survey suggests the safety of the system based on positive
feedback from careworkers who were previously resistant to
changing the system at the beginning of this survey. Elderly
care workers who knew almost nothing about new technology
were disinclined to adopt new types of device. However, the
feedback shows that they found that the new device provides
an innovative solution to their work since this survey relieved
their concerns.

Home medical care needs to ensure a higher security level
than that in a hospital because the healthcare service is
carried out in patients’ homes. In a hospital, medical
information is assumed to be managed in the building, and it
is stored in an environment that can be protected by physical
security throughout the building. For example, in a hospital,
security can be managed by using personal verification such
as a company ID card; users can be limited regarding which
staff has access to the system in the hospital. But in homecare,
information is recorded, stored, and managed in patients’
homes, and physical security is low in the home environment,
which all care workers can access. Additionally, personal
authentication is more difficult than in a hospital because it
often involves multiple carriers from a wide range of parties
visiting each patient’s home, for example, doctors who make
house calls, including visiting nurses and caregivers and
helpers. Therefore, it is necessary to secure a stronger level of

security for homecare.

B. Sharing a common platform enhanced the cooperation
among care professionals

Feedback from local doctors suggests that the system
makes it possible for doctors to make timely decisions and
change the care plan since a busy doctor can confirm patient
information by smartphone at any time. The system enables
careworkers to contact a doctor when it is difficult for
careworkers to judge whether they need to take their patients
to hospital even though it is not an emergency situation. The
survey found that most careworkers have had difficulty in
contacting busy doctors directly in real time. The system
makes them comfortable in sharing the patient information
without interrupting busy doctors because doctors can
confirm the record whenever they are available. Therefore,
the survey revealed that the system enhances the partnership
between doctors and careworkers.

In order to encourage cooperation between the many
providers related to care services, the system for homecare
needs to consolidate information by sharing a common
platform. In homecare, many types of service providers
located in different places are involved in care activities for
each patient and those parties are widely dispersed physically.
The system is necessary to make it possible to integrate them
virtually. By. building a common platform under proper
personal identification, information-sharing using electronic
medical records to gather information was previously
dispersion-managed by several companies. There were issues
such as different formats for each operator, and these issues
are resolved by the introduction of this system. By
consolidating the information into a common platform that
used to be recorded in the notes of each working staff
member, dual input is no longer required for posting notes
from notebooks and data. Distributed medical information is
aggregated, can be accessed from anywhere, and makes the
system available as an immediate view of the information
recorded anytime. By recording of the actions of nursing
homecare workers in real time, ensuring the list of
information, and storing data, it contributes to the
coordination of information-sharing among many operators.

C. Improvement of operational efficiency by computerization
The survey results suggest that this system is effective for
improving the operational efficiency of homecare service
providers. The homecare field has a shortage of human
resources, and most care workers face considerable pressures
on their time and workload. The system helps careworkers in
terms of operational efficiency because this system might
decrease the frequency of care conferences among homecare
professionals by providing an alternative to the telephone as a
communication tool. One of the benefits of this system is that
it reduces the time spent making reports. The present practice
is to make a care report by hand in several notebooks,
whereas the proposed system reduces the time required to
share information among several related people in care
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services. The survey suggests that computerization of the
homecare field is effective for the operational efficiency of
care workers.

D. Quality improvement with visualization of care service

The survey results show that the system functions of
continuously recording patient information using images such
as dietary intake and wurination condition enable care
professionals to objectively assess the patients’ condition.
There have been differences between individuals in
understanding the dietary intake of patients. Images uploaded
in real time could prevent subjective judgment and enable
care professionals to be more objective.

Feedback from careworkers indicates that this system
contributes to increasing careworkers’ motivation for their
work. Conventionally, there was no feedback mechanism for
sharing their activities continuously visualized because they
had to visit patients’ homes and complete their activities by

themselves. Since this system makes it possible to visualize .

and continuously record their activities, it can provide quality
improvement of care services utilizing data in business
analysis.

VI. CONCLUSION

The survey revealed that the five system requirements
which we stated as a hypothesis were effective for
information security in homecare system. Our further
research is to define the appropriate connecting time which is
practically useful for daily routine for care workers and
sufficiently secure to maintain patient privacy. The future
challenge is more detailed validation of each function to
demonstrate the practicality in order to assess the
effectiveness of the system.
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Efficacy of the Medication Support System for improving drug

compliance in home-care
Kaneyasu Futaba Akiyama Masanori

Policy Alternatives Research Institute, The University of Tokyo

According to WHO report, it is estimated that the average medication compliance of chronic disease in the developed
countries is about 50%. For those who require dementia care or elder-to-elder nursing, it is quite difficult to assure
medication compliance with correct drug type, accurate medication time and appropriate drug dosage. There seems a
demand for instructing drug administration in home-care to improve medication compliance.

The aim of this study is to develop Medication Support System (MSS) and evaluate the effectiveness of the system which
contributes medication compliance. The device provides a correct dose of medicine and opens the box automatically at the
specific medication time. It also gives voice message to remind patient to take medicine. It prevents overdose by managing
correct drug dosage in appropriate times. The drug taking behavior of patient is recorded and sent to .mobile phone via text
message to patient families and nursing staff or home helpers. It ensures an objective evaluation for drug administration
since that information is recorded automatically without patient’s reporting.

With cooperation of Nithama Medical Co-op in Ehime prefecture, the validation of MSS was conducted by setting up
MSS in ten homes for elderly patient. After three months implementation, questionnaire was conducted to ask ten patients,
three families, two care managers, and two home helpers. The survey result has revealed that 40% of patients evaluated “the
frequency of forgetting to take medicine has reduced”. Instead of increasing medication compliance, the result shows a
potential benefit of better communication between patients and their families or nursing staffs. Although 50% of patients
showed that they would like to continue to use MSS in future, only 29% of families and nursing staffs chose the same
response. The reason is that MSS increased their workload in medication support and the discussion results indicate
specifications for future system improvements.

Our future challenge is to consider alternative system which is able to meet the requirements such as an application using
smartphone or other tablet devices. The focus is to define ideal system which can maintain medicine and record the
medication history in order to construct a framework to enhance collaboration with pharmacist and pharmacy.

Keywords: Homecare, Drug Administration, Medication Compliance
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Cooperation of medical care, nursing care in home care

AKIYAMA Masanori” KANEYASU Futaba" SUZUKI Masatomo™ SASAKIT Yuki®
MIZUKI Maiko® KUROIWA Yasuyo™ MIYAZAKI Utako™

*IPolicy Alternatives Research Institute, The University of Tokyo
“Niigata Law School, Niigata University
»Graduate School of Medicine, The University of Tokyo
“SECOM Medical System Co., Ltd. **Tokyo home care promotion committee

The senior citizen who holds two or more diseases rises and demand for the home medical care and home care and
importance have risen more and more increasing. The problem in the system is a barrier on the site though the cooperation
of a multi occupational category is indispensable to promote home care. The inclusive mechanism is necessary so that two
or more parties concerned may cooperate. The proof research on the system for information in the at-home nursing service
has been done so far, and the problem clarified there with the concrete result is discussed. For instance, the problem etc. of
NST in staying seen from "Realities and problem- of layer-home care that a home taking care is possible” from "Realities
and problem of guidance of the home visit taking medicine” and visit nurse and patient families' aspects and the national
registered dietitian and dentists as a home medical care seen from the pharmacist are given.

This time, it announces from the standpoint of a multi occupational category of the site related to the home medical care
like the problem etc. of the verification of the effect by the modeling of the home medical care and the compliance
adherence of taking medicine improvement and NST (doctor, visit pharmacist, visit nurse, care person, and management
dietitian and others) to these researchers, and the mechanism of the information cooperation is clarified especially.

The function of necessary PHR is clarified there by examining the mechanism and the system requested from the home
medical care in the future.

Keywords: Home care,ICT,PHR,Cooperation,Nursing
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Use of medical information under number system and examination

concerning privacy protection

AKIYAMA Masanori SATO Yoshihiro ? SUZUKI Masatomo™
NAKAYASU Cazzyuki*

"The University of Tokyo, Policy Alternatives Research Institute
?Niigata Law School, Niigata University **Hewlett-Packard Japan, Ltd.
“Ministry of Health, Labour and Welfare / Hokkaido University

The social security, the tax number system, and the number bill, etc. are planned in the government now. The realm of
healthcare information is sensitive and the medical information protection bill as the special law is examined in Act for
Protection of Computer Processed Personal Data held by Administrative Organs. In this paper, we think about what should
be of ID (The number: identifier) referring to the idea of the regulatory control based on the trend. Originally, the medical
information comes to be preserved obligatorily by requesting various legislations after it is supplied for the diagnosis and
treatment. The progress of today's information technology enabled those diagnosis and treatment information to be used in
various shape. At first, there are various discussions about the what should be because the medical information that is
collected for the diagnosis and treatment and accumulated is located to secondary use as for the useful use to the
development of medical studies, the medical treatment administration, a drug development, and new management etc.

On the other hand, because the very sensitive, and it is recollected that the incidents or accidents are also difficult if an
inconvenient situation such as emergency information accidents is caused, the phase from which it is requested more than
the demand of present legislation to have a high evidential capacity if the recent social environment expected that the rise
and the medical treatment of the sense of entitlement concering privacy hold the legal risk of the lawsuit is considered is
assumed.

To settle digital forensics in the realm of healthcare as a guideline as code of good practices with a system and technical
consideration, the activity of the medical subcommittee meeting is developed in the NPO digital forensics society (IDF).
Efficiency improvement and making to the transparency are expected for various procedures in the realm of healthcare to be
attempted by this number system though work to define who to assume the user of the number and to use "Number" for
what procedure is proceeded in so-called "Number method". It has not arrived on the other hand about the relation to the
medical information generally assumed to be information as sensitive information to discuss it concretely. It rises and the
equivalent extent should settle on the law that should be said, "Realm of healthcare individual method as measures in the
protection of individual information legislation according to the field" in shape that "Number method" of privacy in the
realm of healthcare is followed referring to such a situation to the personal identification by introducing the number system.
The information efficient use for which "Realm of healthcare individual method in the protection of individual information
legislation" uses what should be and IT is examined aiming at this.

Keywords: Social security number ,ID number system,ID,Privacy,Degital forensics
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