CWA 16393:2012 (E)

Contents Page
o =TT o T 4
Lo T 1T o T o 6
1 1S e o - R 7
2 NOrmative referenCes ... 7
3 Terms and definitions ... ————————————— 7
4 Biorisk management SYSEOM ....... .o einiinerece e rn st en s snenen st e s e n s nnn e en s s e ran e ene s annne £ nans 7
4.1 LCT=T Y=y LI =Te 11T =Ty =Y oS 7
4.1.1 Biorisk management SYSEM ... irresrrcerrssssnns e s s snesssssassnssssmnnesssssanressnssnsnssansssnnasnesessenanees 7
4.1.2  ContinUal iIMPrOVEMENT.......cccceiiiiccireecerrssrerrree s scers s es s easeess s s essss s ressr s smseeescnnnssresannnsensasssnnnesnnsennrnnnnen
4.2 o TS
4.21 Biorisk management policy

4.3 = 1112 V0¥
4.3.1 Planning for hazard identification, risk assessment and risk control ...

4.3.1.1 Planning and reSOUICeS ..o s ssssssssssesassssssnssssases rrenrrerren e
4.3.1.2 Risk assessment timing and SCOPE ... e snse s s s csnnn e s snsssnensssannes
4.31.3 Hazard identification ... e
431.4 RISK @SSESSMENT ....oeiiciiiiiiis s s s s s s e s sk ceE e a e n e a s
4.3.1.5 RISK ManNagemeEnt......cccciiinmiiriirinnrisiessrcs s ssas s sssssss sasssessssssssss s s ssanss s nesssnnesssnssssnnssssns
4.3.2 Conformity and cCOMPlaNCE ...t e e e s
4.3.3 Objectives, targets, and Programme ... s ..
4.3.3.1 Biorisk control objectives and targets.........cccimicrccnmrirnnrr e e
4.3.3.2 Monitoring controls..........cceeueeu.

4.4 Implementation and operation

4.4.1 Roles, responsibilities and authorities.......cccciiicrcii e
4411 BLICed I = T =T =T 4T o T
44.1.2 SeNIOr MANAGEMENT....oiiiiiieiiir i et sEr A e s R e e AR e e R R e s Es AR e e e srns
4.41.3 Biorisk management COmMmMIttee ...
4414 Biorisk management advViSor .........cciiimimrs e
4.4.1.5 Scientific Management ... ——————
44.1.6 Occupational Health .......c.ccoveerecnens

4.41.7 Facility management...........ccccesienninnns

4.41.8 Security management

4.41.9 Animal handling .o
4.4.2 Personnel training, awareness and COMPELeNCe ...
4.4.2.1 =T 110 o |
4.4.2.2 L0 o 5 ¥ =11 o T N
4.4.2.3 Continuity and succession planning ... ——————
4.4.2.4 = 111 T N
4.4.3 Consultation and commUNICAtioN.......ccc e ——
4.4.4 Operational control

4.4.4.1 GenNeral SAFELY. ... e e R ne
4.4.4.2 Biological agents and toxin inventory and information........ccccevvmninnnnnninnennnnnns
4.4.4.3 Work programme, planning and capacity .......ccccccmvnmiss s
4444 (0407 1o o =8 o =T P T = 4=
4.4.4.5 Work Practices, decontamination and personnel protection........ccccicmviiininninnciiniinn,
4.44.51 Good microbiological teChNIQUE .......eoriiiiccrer e s
44452 Inactivation of biological agents and tOXiNS ......ccccoimiiin
4.4.4.53  Waste MaNAgeMENt ... s
44454 Clothing and Personal Protective EQUIPMENt (PPE) .....ccovrermiinnrnenesemre s csmseses s

2



CWA 16393:2012 (E)

4.4.4.6 Worker health programme ... e
4.4.4.6.1 Vaccination of PersonNel ...
4.4.4.7 Behavioural factors and control of WOrkers .........ccooninnninenn s,
4.4.4.71 Personnel reliability ... s
4.4.47.2  Contractors, visitors and SUPPIErs ..o
44473 o] 10 E3 o o U
4.4.4.8 Infrastructure and operational ManNagemMent ..... ..o oeimriciinsrricrre e s r s snn e rnnes
4.4.4.81 Planning, design and verification ... e
4.44.8.2 Commissioning and deCoOMMISSIONING .....ccconmrirmimnsnn e e
4.4.4.8.3 Maintenance, control, calibration, certification and validation

4.4.4.8.4  Physical SECUNitY....ccciiiiminiiinii s .

4.4.4.8.5 INFOrMAatioN SECUIILY ...coriiieer e e e mr e e e s ser e s s e e s mn e s s e se e s e s s mnme s enesmnaseesnnnesrares
4.4.4.8.6 (080T 4 o] I 8T UT o] o1 F =T
4449 Transport of biological agents and tOXiNSs ........cccviiiiini s
4.4.4.10 Lo 0] =T =TT o 0 1
4.4.5 Emergency response and contingency Plans......cc.ccevvenninnminns s
4.4.51 L L= e T Lo =T o= 3 - T T
4.4.5.2 EMErgencCy PIANS .iooueicuiinisiinscrersenissnnes s s s s e ns e s esas s ses s ens s s s e e ensn s cennenan e san
4.4.5.3 Emergency exercises and Simulations.........ccccciveiineennnnnncnni s
4.4.5.4 [ 0T YT L= ¢ Loy V] = o
4.5 Checking and corrective action ...
4.5.1 Performance measurement and analysis of data .......c..ccoviimnniicicn e
4.5.2 Records, document and data control.......c..ccccciri
4.5.3 Inventory monitoring and CONtIrol........ciiiminies s
4.5.4 Accident and incident investigation, non-conformity, corrective and preventive actions.......... 68
4.5.4.1 Accident / incident investigation..........cccuiniiinicn e ——— 68
4.54.2 Control of NoNCoNfOrMItIes.....ccii s - 69
4.54.3 COITECtiVE ACtION. ..ot e 70
4.5.4.4 Preventive @Ction ... e 71
4.5.5 Inspection and audif........cccceiniiiinii e 72
4.6 REOVIBW ...eieiiiiierrciisn e s n s b e e Ao e e £ e e R R e e R AR R RS A e AR RS AR AR R R SRR E R SRR R R e AR AR 73
4.6.1 Biorisk management reVieW ... 73
=11 o] oY =T o] £ 7 00T 76



CWA 16393:2012 (E)

Introduction

Organizations of all kinds are increasingly concerned with achieving and demonstrating robust biosafety and
biosecurity practices controlling their biorisks consistent with their own biorisk policy and objectives. They do
s0 in the context of increasing.concern expressed by a variety of stakeholders and, in many countries, by a
regulatory system that is becoming increasingly stringent.

Many organizations have undertaken biorisk “reviews” or “audits” to assess their biorisk performance. On their
own, however, these “reviews” and “audits” may not be sufficient to provide an organization with the
assurance that its performance not only meets, but also will continue to meet, its legal and policy
requirements. To be effective, they need to be conducted within a structured systematic approach integrated
throughout the organization.

CWA 15793:2008 specifies requirements for a biorisk management system that will enable an organization to
develop and implement a biorisk policy, establish objectives and processes to achieve the policy commitments
and improve its performance. It follows a risk based approach taking in legal requirements and current
knowledge and is intended to apply to all types and sizes of organizations and to accommodate diverse
geographical, cultural and social conditions. The success of the system depends on commitment from all
levels and functions within the organization, and especially from top management. The overall aim of
CWA 15793:2008 is to support and promote good biorisk practices, including self regulation.

This guidance is in the form of notes in association with the pertaining requirements clause and uses the
terms “should” (recommendation), “may” (allowance) and “can” (possibility). Organizations wishing to
implement this CWA 15793:2008 would be expected to consider all recommendations where the term “should”
is used.

The management system approach enables an organization to effectively identify, monitor and control the
laboratory biosafety and biosecurity aspects of its activities.

An effective management system approach should be built on the concept of continual improvement through a
cycle of planning, implementing, reviewing and improving the processes and actions that an organization
undertakes to meet goals. This is known as the PDCA (Plan-Do-Check-Act) principle:

Plan: Planning, including identification of hazard and risk and establishing goals,

Do: Implementing, including training and operational issues,

Check: Checking, including monitoring and corrective action,

Act: Reviewing, including process innovation and acting to make needed changes to the

management system.
This document was written as a guide to the CWA 15793:2008 Laboratory biorisk management standard, wich

aims to support organizations and biosafety professionals to implement a biorisk management system that is
both practicable and robust.
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1 Scope

For the purposes of this document, the scope given in the CWA 15793:2008 Laboratory biorisk management
standard, applies to this guidance document.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

CWA 15793:2008, Laboratory biorisk management standard

NOTE In 2011, the workshop 31 participants renewed the CWA 15793:2008 for another three years without any
technical changes. The only editorial changes implemented involved the replacement of the word “standard” in the original
document with the words “CWA” or “Agreement” wherever appropriate, based on a request to CEN by the CEN National
Members. Therefore, the application of this guidance document is relevant to CWA 15793:2011 as well.

3 Terms and definitions

For the purposes of this document, the terms and definitions given in CWA 15793:2008 apply.

4 Biorisk management system

4.1 General requirements

4.1.1 Biorisk management system

The organization shall establish, document, implement and maintain a biorisk management system in
accordance with the requirements of this laboratory biorisk management standard.

This CWA 15793:2008 requirement is a general statement concerning the establishment and maintenance of
a biorisk management system within an organization. “Establish” implies a level of permanency, and the
system should not be considered established until all its elements have been demonstrably implemented.
“Maintain” implies that, once established, the system continues to operate. This requires active effort on the
part of the organization. The elements of CWA 15793:2008 (such as self-audit programme and corrective
action and management review) aim to ensure proactive maintenance of the system.

The priority should be on protecting employees, their community and environment from accidental or
unauthorized intentional release of biological materials from the facility.

The level of detail and complexity of the biorisk management system, the extent of documentation and the
resources devoted to it will be dependent on the nature (size, structure, complexity) of an organization and its
activities.

An organization may choose to implement CWA 15793:2008 for its entire facility or specific units or

laboratories as long as any boundaries set do not exclude specific activities that have an impact on biorisk
management for those units or laboratories implementing CWA 15793:2008.
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Establishing a biorisk management system should consider the following:

— policy and objectives relevant to the organization’s business as a whole;

— legal and other requirements;

— historical and current performance by the organization;

— needs of other interested parties;

— opportunities and need for continual improvement;

— resources needed;

— contributions of employees;

— contributions of contractors and other external personnel; and

— integrations with the specific requirements of e.g. ISO 9001, ISO 14001, 1SO 15189:2007, 1SO 17025,
ISO/IEC 27001, I1SO 22000, ISO/IEC 20000, ILO-OSH 2001, OHSAS 18001, and PAS 99:2006 (for more
information see Bibliography).

An organization seeking to establish a biorisk management system that conforms to CWA 15793:2008 should

determine its current position with regard to its biorisk by undertaking an initial review. In determining how it

will fulfill the requirements of CWA 15793:2008, the organization should consider the conditions and factors
that may affect how it will manage the biosafety and / or biosecurity of the facility.

4.1.2 Continual improvement

The organization shall continually improve the effectiveness of the biorisk management system through the
use of the policy, objectives, self-audit programme, audit results, analysis of data, risk assessment, corrective
and preventive actions and the management review.

The organization should strive to continue to develop and refine the systems in place to ensure that further
opportunities to improve are identified and implemented. This may be achieved through goal setting and
targets placed upon those working within the facility and monitoring progress fo ensure the goals are
achieved.
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4.3.1.2 Risk assessment timing and scope

The organization shall ensure the approach to risk assessment is defined with respect to its scope, nature and
timing so that it is proactive rather than reactive.

Risk assessments should be carried out before new activities begin. Risk assessment also should be
conducted whenever there is a change that affects the work environment, or in response to a laboratory
incident. Risk assessments should be applied to all procedures and activities in the facility, including normal
operations, periodic or rare laboratory procedures, and cleaning and maintenance.

The scope of the risk assessment should be focused on specific procedures and agents; multiple risk
assessments may be required to adequately identify the risks and use the assessment to support risk control
efforts.

Conducting risk assessments requires a comprehensive understanding of the organization’s activities.

The following should trigger either a new risk assessment or review of an existing one:

a. commencement of new work or changes to the programme of work, including the introduction of new
biological agents or alterations to work flow or volume;

b. new construction | modifications to laboratories, plant and equipment or its operation;

c¢. introduction of altered or unplanned staffing arrangements (including contractors, visitors, and other non-
core personnel);

d. significant alterations to Standard Operating Procedures (SOPs) or working practices (e.g. disinfection /
waste management methodologies, Personal Protective Equipment (PPE) provision | usage entry | exit
protocols, etc.);

e. when unexpected events that may have relevance for the management of biorisks are observed, such as
accidents, incidents (near misses) or changes in the security threat environment;

f.  when actual or potential non-conformity with internal | external rules and regulations is identified (e.g.
introduction of new legislation or major accident exposure);

g. when considering emergency response and contingency planning requirements; and

h. as part of the existing management system review process (e.g. annually or at another appropriate and
predetermined frequency).

The scope, nature, and timing of the organization’s risk assessments should be documented and be
consistent with the initiation and completion of actual risk assessments.

4.31.3 Hazard identification

The hazards associated with proposed work shall be identified and documented.

12
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e) the need is identified for formal transfer documents signed by the responsible management
representative authorizing movement of materials;

f) document control that allows fraceability of material movements;
g) identifying and implementing adequate and proportionate emergency response and contingency plans
associated with transportation, including adequate precautions for handling suspicious packages,

quarantine areas and appropriate explosive stand-offs; and

h) nominating and training a transport safety advisor who should be aware of the specific carrier
requirements for a biological agent shipment.

Documents that should be available as a result of the above include:

— written acknowledgement by the receiving organization that the material was delivered and in a safe and
secure condition (the document audit trail);

— written acknowledgement from carrier that they have an appropriate security plan for the materials being
transported; and

— documentation of staff training in transport of biological agents (Transport of Dangerous Goods training).

4.4.410 Personal security

The organization shall have a policy in place to provide personal security support services to staff members
that include, where appropriate, personal security awareness training.

Personal security is concerned with staff security during off-duty hours while away from the facility. During
these times, staff members are vulnerable because of their function or position.

Personnel may be vulnerable to threats, physical attacks, etc. to themselves or their families or property by
virtue of their function or position at the facility. The organization should take steps to identify and assess
these vulnerabilities and can implement a process to address these issues, such as general personal security
awareness training and counterintelligence training when considered appropriate. As the external and political
environment may change over time, regular reviews of these threats, vulnerabilities, and mitigation measures
should be conducted.

4.4.5 Emergency response and contingency plans

The organization shall establish and maintain plans and procedures fo identify the potential for incidents and
emergency situations involving biological agents, toxins and materials, to prevent their occurrence, to respond
to emergency situations and to limit the likely illness or other damage that may be associated with them.

Emergency planning shall cover all aspects of biorisk and include general safety, security and medical issues.

To ensure the safety of staff members, visitors, vendors and the surrounding community, the organization
should actively assess potential incident and emergency response needs, develop procedures and processes
to cope with them, and continually aim to improve the effectiveness of responses.

58
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Emergency response plans may include but are not limited to:

— risk assessment data necessary to begin the emergency response planning process;

— identifying and assigning roles to and responsibilities of staff members in the event of an emergency;
— identifying roles and responsibilities of people involved in emergency management;

— identifying and listing (inventory) of readily accessible emergency equipment, including location and
maintenance status;

— assessing the availability of local emergency responders;

— alist of regulatory bodies to report to, depending on the level of emergency;

— information from consultation and planning sessions with local emergency responders;
— experience from previous accidents or incidents at the facility or from similar facilities;
— accident and incident investigation reports (lessons learned);

— review of emergency drills and exercises;

— informational sighage related to emergency response such as evacuation routes, exit signage, location of
emergency response equipment, etc.;

— development of emergency plan(s) using risk assessments, scenarios and consultation with local
responders;

— identifying necessary emergency equipment provided to responders and periodically testing its suitability;

— procedures for reviewing and capturing lessons learned following each incident or emergency response
event in order to improve future performance;

— procedures for coordinating response plan processes and resources across organizational, municipal,
governmental levels, etc.; and

— providing training to staff in indigenous language.

Emergency plans will include evacuation procedures and maps, communication plans (including phone
numbers, frequencies and other contact information), operational continuity plan, plans for hazardous
materials in the event of an emergency, creation of emergency equipment inventory (threat detection, fire
fighting, safety, security, communication and power back up) and storage of emergency equipment in a safe
and accessible location.

4451 Emergency scenarios

The organization shall ensure that all credible and foreseeable emergency scenarios that may impact the
organization’s biorisks have been identified.

The organization should identify potential accident and emergency scenarios in order to develop and validate
planned responses.

59
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In order that emergency planning can take place, it is necessary to consider all credible emergency scenarios.
It is unlikely that all potential scenarios will be credible; however, all reasonable threats should be considered
and recorded and, where appropriate, the rationale as to why issues were dismissed.

A list of possible emergency scenarios that could affect the facility might include:

infected | potentially infected worker or other contact (e.g. family member, emergency responder or
community member;

accident or illness to worker and need for evacuation;

fire;

flood;

breach of security;

explosion;

potential loss of biological agents or toxins through theft or any other reason;

chemical spili;

unexpected virulence (unknown biological agents or biological agents expected to be avirulent);
theft or spill of radioactive materials;

physical facility and equipment failure, including control system failure;

failure of disinfection regime;

utility failure including electricity, gas, steam and water supplies;

major spillage | aerosol release;

environmental release;

natural disaster (e.g. earthquake, extreme weather conditions, disease pandemics efc.);
act of terrorism or deliberate vandalism;

intense media attention; and

loss of communication systems.

Review all possible scenarios, document conclusions, and move forward for those deemed credible to your
facility.

60
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4.4.5.2 Emergency plans

The organization shall ensure that biorisks are faken into account when preparing and implementing
emergency plans.

The organization shall ensure a system is established to effectively manage medical and/or environmental
emergencies, including, but not limited to, the identification of potentially infected workers and provision of
immediate medical care to exposed, ill or injured workers.

The organization shall also ensure that control measures in place can be demonstrated as being reasonable
and proportionate to the scale and nature of the emergency.

Emergency plans shall be effectively communicated to all employees and relevant third parties, and tested,
with the intention that everyone is aware of their obligations.

The organization should develop emergency response procedures for all credible scenarios and continually
aim to improve the effectiveness of responses.

Components of an emergency plan may include:

— Development of emergency plans scenarios using:
— identification of the location of hazardous materials and the emergency action required;
—  risk assessments data;

— lessons learned from previous emergency response activities to improve effectiveness of response
procedures;

— information from consultation and planning sessions with local emergency responders;

— identifying measures to control environmental impacts;

— making relevant information available during the emergency (building layouts, location and nature of
hazardous materials data where examples include material safety data sheets, laboratory
containment level, contacts information); and

— information from emergency and practice evacuation drills.

— Assignment of roles and responsibilities and a chain of command and consider:

— identification of people in charge during the emergency (chain of command in accordance with the
level of the emergency). It also should include designation of authority of people with specific roles
during the emergency (wardens, first aid staff, spill teams, maintenance, interaction with first
responders, etc.);

— involvement of relevant management levels depending on the type of emergency;

— the need to respond during out-of-hours emergencies as well as those that occur during normal
working hours;

— provision for periods of reduced staff availability (e.g. during weekends and holiday periods);

— identification of those responsible for devising, implementing and testing the control measures
specified; and
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identification, roles and availability of emergency responders:

— consulting external agencies which might be involved in the response and establish their role in
responding to a given situation. These may include:

— police and security services;

— fire services;

— ambulance and local hospitals | healthcare providers;
— transport providers | couriers;

— Jocal and national government officials;, and

— environmental authorities;

— documenting contact information and making it available fo personnel responsible for coordinating
the emergency response activity;

— informing and educating external services in their roles and any risk exposures they may face and
ensure their actions will not unnecessarily increase the risk associated with the emergency (e.g.
uncontrolled use of fire water); and

— reviewing options to sign a memoranda of understanding or agreements with key responders;
evacuation plans to include:

— the need for emergency access / exit, including the ability to override access controls as appropriate
and emergency exit routes to avoid evacuating people through areas of higher biosafety or
biosecurity; and

— provision for safe removal, transport, transfer, treatment and accommodation of contaminated
persons, objects, etc.;

worker health and first aid:

— procedures to address worker health needs in the event of an accident or emergency situation. This
provision should extend to first responders and their families, members of the broader community
and to environmental conditions that may have been affected by the incident. This should include the
identification of emergency scenarios, including infected worker | family member, together with the
necessary support measures (e.g. liaison with emergency services | local authorities), provision of
equipment and other resources required to manage the emergency (e.g. prophylaxis, post-exposure
treatment, disinfectants, isolation requirements, vaccines, etc.). The necessary plans and other
materials for managing medical emergencies should be prepared, tested and maintained;

— adequacy of first aid provision in relation to credible accident scenarios identified during risk
assessment. The procedures should address the need for adequate provision of trained personnel
and their availability, as well as equipment and other materials that may be required in the provision
of treatment; and

— identification of additional available competent medical support (e.g. hospitals, isolation units, efc.);

communication:

— identifying personnel knowledgeable in risk communication responsible for communicating on behalf
of the facility with
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— the community;
— the general public;
— the authorities; and
— the employees;

— developing communication plans and procedures for communicating specific actions to be taken by
personnel at the site of the emergency, including contractors and visitors; and

— informing and educating external services in their roles and any risk exposures they may face to
ensure their actions will not unnecessarily increase the risk associated with the emergency (e.g.
uncontrolled use of fire water, receipt by hospital emergency of patients possibly infected with .
biological agents).

— emergency equipment:
— determining the needs for/purchase of emergency equipment such as alarm systems, emergency
lighting and power, means of escape, safe refuges, critical isolation valves, firefighting and first aid

equipment, safety, security and backup power equipment, communication facilities; and

— testing and documentation of emergency equipment;

4.45.3 Emergency exercises and simulations

The organization shall ensure that structured and realistic emergency exercises and simulations, including
security drills are conducted at regular intervals, based on risk, to test the plans, prepare personnel, and learn
from any good practices or deficiencies identified.

The organization should actively test its emergency plans with exercises involving all pertinent employees and
staff in order to provide an assurance that plans are effective and to learn from any lessons that arise.

— Practice drills should test the effectiveness of the most critical parts of the emergency plan and the
completeness of the emergency planning process. Inclusion of external organizations or agencies (e.g.
local fire-fighters, police department, and county or state emergency management teams) during practice
drills should be considered.

— The starting point should be the emergency plans and considerations developed under section 4.4.5.2.

Elements of emergency exercises and simulations may include:

— planning exercises, (e.g. deskiop exercises, mock exercises, practice drills), that are realistic
representations of the events they are designed to simulate and verify that the actions planned are
effective in the event of a real emergency;

— conducting exercises under controlled conditions so they are not allowed to become a source of risk in
their own right;

— evaluating results from exercises and drills, including security drills after each exercise and having a

process of lessons learned in place to identify and implement modifications to the plan to ensure
effectiveness and completeness;
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— providing feedback to appropriate personnel on performance;
— recording any actions that have arisen and allocate to named individuals;
— ensuring measures set in place are closed out effectively;

— determining the frequency and type of emergency exercises and simulations, including security drills
based on the likelihood of the event; and

— conducting personnel training programmes on emergency equipment use;

44.54 Contingency plans

The organization shall ensure that in the event of an emergency, adequate contingency measures shall be in
place to ensure the safety and security of continued operations.

In the event of an emergency or unforeseen event there may be disruption to normal operating conditions.
This could range from the need to safely shut down work in the event of a power failure, to obtaining
alternative storage conditions in the event of a breakdown. Such eventualities should be considered
proactively and contingency plans set in place. Activities should address plant and utility failure, the need for
adequate redundancy, replacement and other measures, which could involve the availability of alternative
facilities or personnel, the introduction of backup systems (e.g. power supplies) alternative means of
decontaminating materials in the event of failure of critical systems or equipment (e.g. kill tanks or autoclaves),
or the complete safe shut down of operations in extreme situations.

Contingency plans may include:

— identification of possible emergencies considered under section 4.4.5.2;
— availability of vital records and equipment and ensuring their protection;
— risk assessment data;

— lessons learned from past events;

— identifying individuals who should be notified if the contingency plan is activated, the best method for
contacting them and their contact information;

— storage of critical material in two secure places;

— a list of equipment and systems that would be affected by an emergency or unforeseen events that may
cause a partial or full disruption of normal working conditions;

— identification of critical areas and systems for priority response;

— identification of the possible reasons for a partial or full disruption to normal operating conditions.
Prioritise these from most likely to least likely to help determine the extent and length of the disruption
(i.e. power failure maybe in just one area [circuits, electrical boards], in one building, the whole area or
even the entire region);

— procedures for identifying affected areas including physical locations as well as functions. These may

include identification of the warning indicators (for a power failure indicators may include lights and
electrical equipment not working);
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— the team performing the audit should have defined roles and responsibilities and be selected through an
agreed, documented process;

— agreement on the procedure for audits / inspections which may include check-lists, and written scope;
— relevant personnel should be interviewed; determine if all personnel will be subject to interviews;

— relevant documentation should be examined; determine which are these documents (e.g. policy,
objectives, emergency procedures, permits, training records, etc. depending on the described scope);

— agreement on how results of the inspection or audit will be measured and reported and who would
receive the report;

— agreement on the frequency of audits based on the facility's risk (determined by risk assessment);
additional audits may be conducted after an incident; and

— whether unannounced audits and inspections may be performed under specific circumstances.

Corrective action plans, implementation timelines and any follow-up actions should be developed and
incorporated in the report.

Typical result may include an inspection and audit programme that, depending on the scope, develops a clear
concise report detailing the identification of nonconformities:

— documentation about the audit and auditing team;

— assessments of the effectiveness of biorisk management procedures and practices;
— detailed assessments of levels of compliance with procedures and practices; and
— corrective procedures where nonconformities are identified by the audit.

The report should be documented and shared with relevant personnel, as appropriate.

4.6 Review

4.6.1 Biorisk management review

Top management shall review the organization’s biorisk management system at planned intervals, to ensure
its continuing suitability, adequacy and effectiveness. The review shall include assessing opportunities for
improvement and the need for changes to the system, procedures, policies and objectives. Records from the
management review shall be maintained.

Top management should establish a programme for periodic review of the biorisk management system, to
assess its implementation, to ensure it remains appropriate and suitable for achieving the organization’s
biorisk management policies and objectives, and consider any appropriate changes.

The management review should be conducted at a defined frequency determined by the needs of the
organization, but at least annually.

The biorisk management review process should be documented to describe:

— frequency, based upon risk (typically, a best practice may be at least annually);
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topics to be addressed;
who will participate in the review and who will receive the completed review;
roles and responsibilities in relation to the review; and

expected outcome.

The topics addressed during the review may include:

adequacy of the current biorisk policy;

goals and objectives to determine any needs for modification or need to establish new ones;
adequacy of the risk assessment system, including levels of risk and control measures;
adequacy of resources (financial, people, materials, physical facilities);

effectiveness of inspection process;

effectiveness of the hazard reporting process;

data related to accidents / incidents;

effectiveness of SOPs;

results of the audits and inspections;

effectiveness of the corrective and preventive actions;

preparedness of the organization to deal with emergencies; and

assessment of the effects of foreseeable changes to operations, resources (e.g. human, material,
financial), legislation or technology.

The management review may be divided into components that are conducted at different time intervals during
the defined period. However, the results of the partial reviews should be combined to create an overall view of
the suitability, adequacy and effectiveness of the management system.

The review input should include information on:
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results of audits;

compliance to SOPs and work instructions;

status of risk assessment activities;

status of preventive and corrective actions;

follow-up actions from previous management reviews;

changes that could affect the system;



— recommendations for improvement; and

— results of accident | incident investigations.

The review output should include decisions and actions related to:

— Improvement of the effectiveness of the biorisk management system;

— improvement related to the requirements and risk assessments; and

— resource needs.

CWA 16393:2012 (E)
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