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This paper describes the development of a medical information exchange system based on PKI.
Using the developed secure relay system, medical institutions can transmit and receive encrypted
medical information with secure MIME format, and only destination institution can decrypt the
target information. This encrypted message exchanging is based on a developed public key direc-

tory service of medical institutions. In addition, we developed a function of storing medical infor-

TS R A B A E 8 B *IDepartment of Planning, Information and Manage-
T113-8655 CERAHS 7-3-1 ment, The University of Tokyo Hospital
RLE TR K EREERER 7-3-1, Hongo, Bunkyo-ku, Tokyo, 113-8655, Japan
SERIEREER REEER *2Interfaculty Initiative In Information Studies, Gradu-
HMEREEEALK SRS EHER ate School of the University of Tokyo
SRR AFBORE Y 3 /ijm‘:’ V- *Division of Hospital Administrative Management,
R Yy =y = R Y Hospital Bureau, Ibaraki Prefectural Government
E-mail : katsuya@hcc.h.u- tokyo.ac.jp *Department of Pharmacy, International University of
FArH 20104E 11 A 26 B Health and Welfare Hospital
BIRE 20114 85 H *Todai Policy Alternatives Research Institute, The
(% 14 B A AEEERFSFFFMASHEER ] University of Tokyo

*Graduate School of Medicine and Faculty of Medicine,
The University of Tokyo



184 HuISERFRE L IEHESE 2 By & LRI IEac i OB R

mation for emergency medical care on the system. For both exchanging and storing medical infor-

mation, operations must be performed in the patient’s agreement, so we also developed a status

monitoring and controlling capability by patients of their own medical information on the system.

The developed public key directory service is necessary for wide-area PKI based applications

among medical institutions.

Key words: Regional health, Information sharing, PKI, Information security
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