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In terms of Biosafety and security, providing the environment of secure storage of
pathogens is very important. Physical security with existing technology of freezer lock is
not enough because of its cost and possibility of impersonation. The reality is that most
freezers are tied by chain and locked with padlocks which are bought in supermarket in the

neighborhood.

The weakness of the pad lock is its versatility. Some locks are equipped with simple keys,
which have common shape for other locks. And keys can be duplicated without any
difficulty, in preparation for loss. Malicious act such as malicious act is possible if the key

is stolen.

In our new electric pad lock system, access control is feasible in the following methods in

below.

1. Each key has a unique number on its memory to identify the key, and the same
number is written in the padlock, and duplication is not possible. Only when the
padlock verifies the same key number, the pad lock can be unlocked. If the number of
the key is not a match to that of the padlock, it won’t be unlocked.

2. When the key is taken out of the key terminal, random four-digit number is written
in the key. The pad lock is not open unless the numbers are entered correctly on the
lock.

To keep the unauthorized person away from the prohibited storage is very

cumbersome and complicated. However, in this new lock system, we doubled the

verification by Key ID and one-time random password to enhance the security.
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4 INTRODUCITON
In terms of biosasefty and biosecurity, it is very important to enhance the physical storage of pathogens. Therefore, we lock the
freezers with the padlocks, in many cases, which are commercially available. These padlocks have a lot of advantages because of its
convenience such as easy attachment, removal, and the reasonable price even though there are some security problems. The most serious
problem is that the keys are not unique because they are molded and designed on the assumption that duplication is easy in preparation
for loss. In our new electric padlock system, we adopted the IC technology in order to ensure the uniqueness of the keys.

9 Methods

*Equipment Configurations
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3. Insert 1 IC Key to the lower light key hote. ; 4. Padlock is unlggkeffonly when
11. Hold the ID card over -J-of'the box. An one time four ditigit passcode is ~ E the unjque: id mimber of the key is
ithe scanner to open the written on the memory of the key e verified and passcode is entered
. S i SNSRI ;
Operation hisotry data retreived Operation history data retreived
*Functions
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1. Authentication by IC Card or 1. 16 digit unique id number. 1. Reading the Key ID and unlock.
Passcode 2. Reserved area of memory to write 2. 10 key panel to enter the 4 digit
2. Issuing/writing random passcode a passcode on. passcode.
on IC key memory. 3. LED indicator 3. Low-battery indicator.
3. Auto Collection of operation 4. CR2 Battery.
history data. 5. USB interface.

*Two methods of authentication to unlock

1. Access authority.
The key box opens by registered ID card, and user can take the only authorized keys out of the box. Each Key has the unique ID number
which can not be duplicated. The ID Numbers of authorized keys are written in each pad lock so that unauthorized key can not unlock.
2. One time passcode
When the key is taken out of the box and insert it to the keyhole (see figures above), a random four-digit passcode is written on the
memory of the key. The Padlock does not open unless the passcodes are entered correctly.

4 CONCLUSION

The uniqueness of the keys is important but not secure enough if the key is lost. Therefore, a new function; passcode authetication is
added. This electric padlock enables to control the access authority efficiently and to improve the physical security of storage of
dangerous goods. This research was supported by Health and Labor Science Grants Japan.
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