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1) European Biological Safety Association, 12th Annual Conference, June 16-17, 2009,
Stockholm-Solna, Sweden.

Automated management system in storage of infectious materials.

Katsuaki SHINOHARA, National Institute of Infectious Diseases Japan.; Takeshi
KURATA, Toyama Institute of Health.;

Ayato TAKADA, Hokkaido University Research Center for Zoonosis Control.;

Naruhito HAYAKAWA, Genesis Information Technology, Inc.;

Ryoichi KOMATSU, Yamato System Development Co., Ltd.

Tadayuki KAJIWARA, UPLOAD Co., Ltd.;

Kazutoshi KOGURE, Hitachi Appliance Inc.;

In the point of biosafety and biosecurity, we need to strictly manage the handling
and possession of pathogens. Therefore we are developing the new automatically
management system of the possession of pathogen by the new tag techniques.

In this system, we equipped an individual sample tube and a secondary rack with
IC/Barcode tag, and at every stage we are able to collect the information of each sample
tube by the unique tag technique installed in the freezer/tag scan equipment. After
that, this system integrates the following information of each tube into the database;
Risk level of each pathogen, Storage history of pathogen in Laboratory Freezers,
Shipping history among different locations, Waste control, etc. Therefore we enabled to
automatically manage every possession history of each sample tube under this system.

As a result of verification, we were able to record every history successively and
automatically in each handling stage of the pathogen. We believe that the load of user
in the pathogen management is expected to be reduced by this system. Furthermore
this system is a unique system that achieves the biosafety and biosecurity at the same
time.

This research was supported by the Health and Labor Science Research Grants

Japan.

—321—



2) American Biological Safety Association, 52nd Annual Biological safety Conference,
October 18-21, 2009. Miami, USA.

Reinforcement of automated logging system in storage of infectious materials.

Shinochara, K., Kurata, T., Takada, A., Hayakawa, N., Komatsu, R., Kajiwara, T,
Kogure, K.,

Recently, we should strictly manage the handling and possession of pathogens in the
point of biosafety and biosecurity. The management of the handling history of
pathogens is very important in safety. Therefore we are developing new system which
can automatically record the handling history of pathogens by the new tag techniques.
In this time we introduce the new automatically management system of the possession

of pathogen.

In this new system, we equipped an individual sample tube with IC/Barcode tag and
also equipped tube racks with IC/Barcode tag, and we enabled to manage and record
every operation of each sample tube under this system. This system integrates the
following information into the database; Kind and Risk level of each pathogen, History
of stock or delivery of samples from Laboratory Freezers, Shipping history among
different locations, Waste control, etc. Especially, the history of sample stock in the

freezer was examined in detail.

The handling information was confirmed by the tag at each stage and all results were
automatically integrated by this system. Based on the information of individual tag, we
were able to record every history successively and automatically in each handling stage
of the pathogen. The distribution of each sample in the freezer was able to be observed

in detail.

As these results, we expect to simplify the management process in the handling of
pathogen by using this system. The load of user in the pathogen management is
expected to be reduced by this system. This system is a unique system that achieves
the biosafety and biosecurity at the same time. This research was supported by the

Health and Labor Science Research Grants Japan.
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Reinforcement of Automated Logging System in Storage of Infectious Materials

Katsuaki

@ Objectives

The Infectious Disease Control Law, as a security standards and/or regulations of
pathogen-containing facilities, has been activated on June 2007 in Japan. Although as a
matter of fact, the security level basically relies on the individual’s sense of morals. Strictly
speaking, actually anyone can access to any pathogen in freezers. This new management
system aims to automatically control the movement and storage of infectious materials by
new tag techniques. It is also expected to reduce the user’s workload of pathogen
management by this automatic data-collection system.

© Methods

In this new system, every sample tube is equipped with IC/Barcode tag and tube racks are
also equipped with IC/Barcode tag. As a result, this new system enables the automatic
data collection of every operational history and storage locations. This system integrates
the following information into the database; classification and risk level of each pathogen,
history of storage or delivery of samples out of laboratory freezers, shipping history
among different locations, waste control, etc. Especially, the history of sample stock in
the freezer was examined in detail. *See figures in right and below.

ICBS - Biosafety Control System
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Location management in the secondary container

@ Results

The handlmg information was confirmed by the tag at each stage and all results were
automatically integrated by this system. Based on the information of individual tag, we
were able to record every history successively and automatically in each handling stage of
the pathogen. The distribution of each sample in the freezer was able to be observed in
detail.

@ Conclusion

As these results, we expect to simplify the management process in the handling of
pathogen by using this system. The load of user in the pathogen management is expected
to be reduced by this system. This system is a unique system that achieves the biosafety
and biosecurity at the same time. This research was supported by the Health and Labor
Science Research Grants Japan.
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How GPS works when your pathogens are transported.

Katsuaki Shinohara, National Institute of Infectious Diseases Japan, Tokyo, Japan;
Takeshi KURATA, Toyama Institute of Health, Toyama prefecture, Japan; Ayato
TAKADA, Hokkaido University Research Center for Zoonosis Control; Ryoichi
Komatsu, Yamato System Development Co., Ltd, Tokyo, Japan:

Introduction

The safe packing of pathogens is shippers’ responsibility, but how about the
transportation from one place to the other? Is it transport industry’s responsibility or
the driver’'s? In terms of biosefety and biosecurity, secured transportation of
pathogens is a important issue not only for the industry and the drivers, but also for
both consigners and consignees. Global Positioning System (GPS) is the commonly
installed module in cellar phone these days. We focus on its saturation level and
convenience to inspect the accuracy and reliability of the GPS feature of the Cellar
Phone.

Methods

From Shinjuku, Tokyo to Imizu City, Toyama prefecture, we gathered location data
every one minute. The Methods of transportation are by land (ordinary automobile)
by railroad, by consolidated shipment. After the transportation, we extracted the

location data and plotted on the map.

Result

The data we gathered shows accuracy sometimes and inaccuracy sometimes. Accuracy
depends on the environment of transportation method. The data also shows the
highest accuracy when the parcel is transported by automobile, lowest in the train,
especially in the Shinkansen (Japanese super express train) . We found that the
data is unstable when it is placed in the shielded area such as the office in the

buildings or the warehouses.
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¢ INTRODUCTION

The safe packing of pathogens is shippers’ responsibility, but how about that during transportation from one place to the other? Is it a
transport industry’s responsibility or the drivers’? In terms of biosafety and biosecurity, safe and secure transportation of the pathogens is an
important issue not only for the industry and their drivers, but also for both cosigners and consignees. Until a few years ago, tracking packages
with Global Positioning System (GPS) technology required us to purchase expensive devices and software. These days, GPS is the one of the
commonly installed module in cellar phones. Especially in Japan, Ministry of public management announced that mobile phones released in or
after April 2007 or the third-generation mobile communication (3G) service will basically be able to identify a user's position information by
using the GPS system. Thereafter, the dissemination rate of GPS-based cellular phones is expected to be higher than 80 percent in 2010. And
we focus on its high saturation level and convenience of the mobile phone to inspect the accuracy and the reliability of package tracking system
with GPS.

@ Methods

From Shinjuku, Tokyo to Imizu City of Toyama prefecture (approx. 500km one-way), we packed the
cellar phone connected to the battery (see the picture to the right) and collected the location data every minute.
Three types of transportation are measured as below.

1. Ordinary automobile.

2. Railroad ( Japanese Express train “ Shinkansen”)

3. Consolidated shipment: Packages are carried by Yamato Transport and stay at a loading dock at least
for a few hours.

After the experiment, we extracted the location data and plotted them on the map. Each plot cursor is
numbered, and the accuracy is evaluated by the numbers. 0. GPS FIX... Open Sky. Margin of error: 30
meters 1. Hybrid Fix... Partial view of sky. Margin of error: 5 to 400 meters 2. AFLT FIX...Used if
Hybrid Fix fails when no GPS measurement is available. Margin of error: 20 to 1,000 meters. 4. Cell Sector
Center FIX... the base station is used as the location. s Tl

¥ Results

'In a fast moving train ve

! hicle |
1 (Shinkansen), your phone can identify its !
: location, but can not tell anyone where the :
1 phone is unless you are not connected to

i

: the wireless network. i

1 In mountainous districts, almost no GPS
; Measurement is available, but you can still
1 guess where the object is as long as it is

: moving.

Wil 3. Consolidated shipment el

In a few hours, the package is placed in the
middle of the building (9" floor, away from
the windows.)

e i el e e e e
i

& CONCLUSION

The accuracy of tracking varies. It seems to be dependent on the environment of the transportation. The data shows the highest accuracy when the
parcel is transported by automobile, and the lowest in the train vehicle, especially in Shinkansen (Japanese express train.) In the express train, the reason
is assumed that windows are too small for the cellular phones to find enough number of satellites in the sky to locate themselves. Comparatively
speaking, in these two methods of the transporting, the location of the object is assumable because it is easy to predict the destination and time of arrival
when thing are moving, by its speed and direction which the continuous data shows. On the other hand, it seems to be difficult to find the object when it
remains in one place. The example above (consolidated shipment,) shows that the parcel is waiting to be sorted according to its destination. In the
shielded area such as delivery center, the margin of error tends to be large and unstable. However the conclusion is that the advantage of cellar phone
tracking is that cost is low, location is determined by GPS module, the service provider's network infrastructure or the hybrid, but process does not require
active call. The cellar phone tracking is expected to be used for studies in biosafety and biosecurity field hereafter. This research was supported by Health
and Labor Science Grants Japan.
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Development of Security Padlock

Shinohara, K., Kurata, T., Takada, A., Komatsu, R., Hayakawa, N., Development of a
security padlock.

Objectives

To enhance the security of storage of pathogens in freezers and to release researchers
from cumbersome paper work, we developed electric padlocks. This padlock enables
administrators to control access authority and collect historical log data automatically.

Methods/Implementation

Access control is very important in terms of biosafety and biosecuity. Strictly speaking
only selected researchers should be able to access to certain pathogens. These features
below is realized to control the access.

1. Access authority setting.

Unique key number is written in the pad lock so that unauthorized key can not unlock.

2. Collection of log data.

Every operation history which is recorded on paper now can be collected via USB cable
as an historical log data.

3. Versatility of the shape: Most of the existing freezers are not equipped with electric
locks. A padlock is the most versatile shape for any type of freezer.

Results/Discussion *

Setting Access authority is feasible using the following two methods.

1. Keys with unique ID number are given to each researcher to identify the individuals.
2. Keys are in a key storage box and Individual's access authority is controlled by four-
digit PIN code or his/her ID card. Access log data is also collected and stored in the
storage box.

The advantage of this control method is that researchers share fewer keys with others,
as opposed to individuals carrying them.

Conclusion/Follow-up *

To keep the unauthorized person away from the prohibited pathogen is very
cumbersome and complicated. However, This electric padlock enables administrators to
control the access authority and to collect the historical log data automatically.

Outcomes

This system is very useful for management of the storage of all infectious materials.
This automated log system is able to achieve the biosecurity and the biosafety at

the same time. This system is very useful for biosecurity in both inside and outside of
laboratory.
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Pad Lock System for Secured Pathoge

Katsuaki SHINOHARA, National Institute of Infectious Diseases Japan. Tekeshi KURATA, Toyama Institute of Health

Ayato TAKADA, Hokkaido University Research Center for Zoonosis control Naruhito HAYAKAWA, Genesis Information Technology Inc.

Ryoichi KOMATSU, Yamato System Development Co., Ltd.
Keigo Kanbayashi, Yamato System Development Co., Ltd.

4 Objectives

In order to enhance the security of storage of pathogens in freezers and to release the researchers from
the cumbersome paper work, we padlock the freezers or buy expensive freezers equipped with electric
lock system to control the access authorities. In the past few years, we have focused much on collecting
operational history data by local systems to manage inventory, storage location, and condition of the
individual pathogen. However, in practice of this year, importance of physical security emerged in some
researchers. In ordinary handling operation of pathogen freezers, researchers record their access history
such as who, when, and what in papers. The problems of existing operations are falsifiable and
possibility of incorrect writing, and forgetting. The electric padlock we developed this time is a very
effective solution to solve these problems at the same time.

~— Fig.1 AnExample of Access Authority settings ——
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Tadayuki KAJIWARA, UPLOAD Co., Ltd.

@ Methods

Access control is very important in terms of biosafety and biosecurity. Strictly speaking only selected researchers should be
able to access to certain pathogens. These features below are realized to be necessary to control the access and enhance the
physical security of the freezers

1. Access authority setting.

The ID Numbers of authorized keys are written in each pad lock so that unauthorized key can not unlock. (see Fig.1)

2. Collection of log data.

Every operation history which is recorded on paper now can be collected automatically via USB cable as historical log data .
3. Versatility of the Shape.

Most of existing freezers are not equipped with electric locks. Pad lock is the most versatile shape for any type of freezers.
(see Fig.2)

-~ Fig.2 Production Prototype
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— Fig3. Outline of ICBS (Pathogen Management System)
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@ Results

Access authority setting is feasible in the following two methods.
1. Keys with unique ID number are given to each researcher to identify the individual.

2. Keys are in a key storage box and individual's access authority is controlled by four-digit code or his/
her ID card. Access log data is also collected automatically and stored in the storage box. The
advantage of this control method is that researchers share fewer keys with others than individuals carry
with themselves.

¢ Conclusion

ICBS is the automated data logging system which we have developed until recently. (see Fig.3) Throughout the ICBS system,
this pad lock system plays a role in enhancing the physical security of the pathogen storage. To keep the unauthorized person
away from the prohibited pathogen is not possible only by existing management system collecting operational data log. This
electric padlock enables to control the access authority and to improve the physical security of dangerous goods storage. This
research was supported by the Health and Labor Science Research Grants Japan.



