MIAMIDAD

e CONTINUTY OF OPERATIONS (COOP) PLAN

1. Plans and Procedures
1a. Name/position of staff responsible for developing COOP plan:

Name;, Larg Cameron

Position/Title:_Medical Examiner Director of Ogersmns
Contact number(s). _305-545-2487

This Continuity of Operations (COOP) Plan addresses the response of the Miami-Dade
County Medical Examiner Department (ME) to incidents leading to a partial or total loss
of its facility and/or a loss of personnel.

The Medical Examiner Department's response to other major disasters resulting in
mass casualties is outlined in its Disaster Plan, which is incorporated as Appendix 3 in
its Policy and Procedures Manual.

This COOP Plan will be updated annually by the Medical Examiner Director of
Operations (305-545-2487) for re-submission to the Department of Emergency
Management (DEM). The plan is reviewed frequently by the Director of Operations in
response to ongoing training and testing.

Model

Homeland Security Presidential Directive — 5 (HSPD-5) has mandated that the National
Incident Management System (NIMS) be used by all federal, state, local and tribal
governments to provide a consistent nationwide approach for the handling of disasters.
NIMS incorporates the concepts of the Incident Command System (ICS) for this
purpose.

The management model followed by the Miami-Dade Medical Examiner Department is
based on the principles of the ICS.” The‘ICS model has been recognized nationally as
the model for the command, control and coordination of resources and personnel in
response to a disaster or an-emergency. See Annex to this plan for the Department's
NIMS/ICS madel for disaster management.

The key concepts of the ICS include:

a centralized, unified command system;

adaptabnlltytomulﬂ -jurisdictional and multi-agency involvement;
flexibility for use in any type of emergency or disaster situation; and
use of common terminology.

HPON =
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2. Mission Essential Functions

The Department's Essential Function is to fulfill its statutory. obligations as stated:in
Florida Statutes Chapter 406 (Medical Examiner Law) and Chapter 11G of the Florida
Administrative Code (Deparfmen of Law Enfarcemen Those documents may. be
accessed via: ol :

Examiner Department operates 2417, lncludmg hohdays. provnde death investigative
services o' the residents of Miami-Dade County. The Department's COOP response
identifies seven specific mission essential functions. These are:

Recovery of deceased bodies ‘and other [ Within 4 hours of incident.

evidence from’

Storage of deceased bodies/Pathology

Storage facility within 8 hours of.

2 services to determine cause of death incident/Morgue-Pathology staff
within-24-48 hours of incident.
iT support N Communications support
3 (Phones/Radios) within 8
- Tnarsloom ithin 12-24 hours.
4 Photographic documentation of scenes, Within 8 hours of incident.

bodies and related evidence

Forensic investigation of cases, including Within 8 hours of incident.

5 identification, next of kin contacts and

documentation of medical & social hislory

8 Securily of overall M&g Within 1-2 hours of incident,

7 ¢  festini services Within 1-week of incident,

*Recovery Time (RTO): depends on nalure of the event, exlent of damage and available
resources al the time of the incident. .

Since the ME -assists law enforcement with the removal of deceased persons. from
locations across the entire county, it is understood that Miami-Dade County must have
restored ME services quickly if a major COOP event were to impact the existing ME
facllity and personnel. Thus while the priority listing above attempts to designate the
urgency of each mission essential function, it is understood that many of these items
must occur almost simultaneously. Sections 5 (Devolution) and 7 (Alternate Facilities)
of this plan provide information on where back-up personnel, equipment and facilities
may be located.
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OBJECTIVE

The objective of the Medical Examiner Department's COOP Plan is to provide Miami-
Dade County with a set of guidelines, instructions and resources to maintain mission
essential functions in the event that the Department's facility and/or personnel are
threatened or incapacitated.

ACTIVATION:

The Medical Examiner Department's COOP Plan will be activated in response to the
following incidents:

Loss of 50% or more of its Morgue and Photography facility or function, or

Loss of 50% or more of its Toxicology Laboratory facility or function, or

Loss of 50% or more of its Administrative offices facility or function, or

Functicnal loss of 25% or more of its personnel within any Bureau of the
Department as a result of death, injury or iliness.

Sow>»

Determination of activation of the COOP Plan will be made by the Department Director
or by his/her designated survivors/successors. See “Delegation of Authority/Order of
Succession,” pages18 & 19.

The Department Director or successor will page the Department of Emergency
Management (DEM) Duty Officer at 305-468-5800 and leave a call-back number.

COOP events can vary greatly in scope and nature. A fire that disables the Morgue
building but injures no personnel, for example, would present a very different scenario
than an air crash that destroys the entire facility during business hours. The activation
information above and the instructions contained in this plan are intended to provide
guidelines and directives that must be adapted to each unique situation.
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2a. PRIORITY 1 - Evidence Recovery:

Evidence Recovery - These technicians are responsible for collecting, preserving and
transporting evidence (e.g. bodies, medications) from all death scenes under the
jurisdiction of the ME.

Minimum Personnel
1 - Evidence Recovery Supervisor
10 ~ Forensic Evidence Recovery Technicians

Eauipment
4 — Specially equipped cargo vans designed for body transport (see photos

below)

Supplies
» Standard office supplies
* Bodybags
= Standard PPE, such as latex gloves, masks, etc.
e Numbered ID bands for human remains
e Toe tags

Within 8 hours of incident
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2h. PRIORITY 2 - Morgue/Pathology Bureau

Morgue/Pathology Bureau - These are the medical examiners and the forensic
mortuary technicians who examine and perform autopsies on deceased human beings
to determine cause of death.

Minimum Personnel
1~ Chief Medical Examiner
8 — Medical Examiners
1 - Forensic Odontologist
1 — Operations Director
1 ~Morgue Supervisor
10 - Morgue Technicians

Equipment .
» Emergency responders such as FEMORS and DMORT (see p. 23) will provide
all morgue/autopsy equipment.
o Refrigerator and freezer storage space (for specifications, see REEFER Truck
specifications in the Annex to this plan.) Florida Law stipulates that deceased
human remains be stored at a temperature of 40 degrees F or cooler.

Supplies
e Emergency responders such as FEMORS and DMORT wil provide most
morgue/autopsy supplies. This should include all standard PPE, such as surgical
masks, latex gloves, etc.
o Standard office supplies

o Refrigerator/Freezer stbrage space within 8 hours of incident
Personnel within 24-48 hours of incident 8
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" 2d. PRIORITY 4 - Forensic Imaging Bureau

Forensic Imaging Bureau - The Forensic Imaging Bureau provides all photographic
services to the Medical Examiner Department, including morgue and scene
photography.

Minimum Personnel
2 — Phatographers

Equipment
2 — Nikon D300 Cameras
2 — 18 mm-70 mm Nikkor lenses
2 - 105 mm Micro Nikkor lenses
2 - SB 80 Flash Units
4 — Quantum Battery Packs
2 — SC-28 Flash cords
2 —MKZ2 Battery cords
2 - Flashiights

Supplies
80 512mb Compact Flash Cards
360 AA batteries

RIO
Within 8 hours of incident
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2c. PRIORITY 3 — Computer Services Unit (CSU)

Computer Services Unit (CSU) — This staff provides and sustains all IT and
communication functions for the Medical Examiner Department.

Minimum Personnel
1 — Computer Services Supervisor/Senior Systems Analyst/Programmer
1 ~ System Analyst/Programmer 1

Eguipment
49 - Computers
1 - Server for CME Application Implementation
1 - 48 Port Network Switch
3 - Network Printers High Capacity
1 — Network Cabling Infrastructure

Supplies
General Office Supplies

Applications
15 — Cellular Phones
33 - Land Lines
5~ Fax Lines
9 - Copiers

This is the basic amount of equipment
necessary to sustain emergency
operations of the Medical Examiner
Department, Equipment will be assigned
as noted on p. 30 of this plan
R1O

o Communications support (Phones/Radios) within 8 hours of incident

o Computers within 12-24 hours
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2e. PRIORITY 5 — Forensic Investigations Bureau

Forensic investigations Bureau - Members of this bureau coordinate death
investigations among law enforcement, families and next-of-kin, medical examiners and
funeral homes.

Minimum Personne!
4 — Forensic Investigators
1 — Manager

Supplies
General Office Supplies

RTIO
Within 8 hours of incident
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2f. PRIORITY 6 — GSA Security

GSA- Security - The Medical Examiner Department is- a:limited-access facility that
requires protective services to restrict entrance only to employees and approved
visitors.

Minimum Personne!
6 — Security Guards for 24/7 hour coverage

Equipment
4 - Radios
Barricades (to restrict access)
- Caution signs
Portable light for night activity
Rope (300 yards to form cordon around parking)
Golf Cart
Portable Toilets
2 - Portable Coolers for Drinking Water

W hAO
v ' '

i
General Office Supplies

Within 1-2 hours of incident
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3. Delegations of Authority

ChiefiDeputy Chief
The Medical- Examiner Department -functions in..accordance -with. its. Table of
Organization (See page 20). In the event that:the Chief Medical Examiner is
incapacitated as a result of death or debilitating injury or disease, authority to direct the
Medical Examiner Department as vested in the position of Chief Medical Examiner is
delegated as follows:

o Deputy Chief Medical Examiner (786-229-8329 cell)

« If the Deputy Chief Medical Examiner is unable to assume the Chief's functions,
the County Manager has the authority to appoint another doctor as acting Chief
Medical Examiner and to report that appointment to Florida’s Medical Examiner
Commission (850-410-8600). The acting Chief will operate under the authority of
Florida Statute 406 (Medical Examiner Law).

The delegated authority will remain in effect until such time as the Chief Medical
Examiner returns or until the County Manager determines that a new Chief Medical
Examiner will be appointed.

Director of Operations

The Medical Examiner Department's Director of Operations oversees all operationat
and administrative functions of the department. in a COOP event that results in this
person’s death or inability to serve, the Chief Medical Examiner will need to appoint an
acting Operations Director. This appointee would exercise the authority outlined in the
job description and in accordance with the Table of Organization as found in this plan.
The appointee would serve until the existing Operations Director is able to return to duty
or until the Chief Medical Examiner makes this new appointment permanent.

Morgue Bureau Manager

The Morgue Bureau Manager position is a critical position in the operation of the
Medical Examiner Department. If a COOP event resuits-in this person’s death or
inability to serve, the supervising senior forensic technician with the greatest seniority
should be appointed to serve in this capacity unti the existing Manager is able to return
to duty. The Operations Director or acting Operations Director should make this
temporary appointment.

Investigations Bureau Manager

The Investigations Bureau Manager position is also a critical position in the operation of
the Medical Examiner Department. If a COOP event results in this person’s death or
inability to serve, authority to direct the bureau should be delegated to the bureau's lead
worker. [f this person is unable or unwilling to serve, authority should be given to the
surviving Investigator with the greatest seniority in the Department. The Operations
Director or acting Operations Director should make this temporary appointment.
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2g. PRIORITY 7 — Toxicology Bureau

Toxicology Bureau — Evidence and Record ~ Storage, Security and Maintenance -
This is. the Laboratory Bureau staffed with toxicologists who assay fluid and tissue
specimens removed during the autopsy process to determine what drugs or chemicals
were present in a body at the time of death that may have contributed to the cause of
death.

Minimum Personnel
3 - Toxicologists
1 - Secretary

Equipment
e Refrigerator and freezer storage space (for specifications, see Refrigerated
Truck Specifications for Morgue and Toxicology in Annex (o this plan)
Small balances
Ventilation hood
Personal safety supplies
Emergency wash stations
Plastic tubes and plastic containers for sample collection and storage
100 sq ft. of secured file storage space
300 linear feet of file storage cabinet space
1 copier
2 netwoarked laser printers
1 Bar code reader
1 Label printer
1 Dry ice generator or dry ice source for storage and shipment of specimens

o 6 e 0 8 8 a5 00 6 0

RTO
Within 1 week of incident
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Toxicology Laboratory Director

In the event that the Laboratory Director is incapacitated as a result of death, debilitating
injury or disease, authority to direct the laboratory will be delegated according to the
following line of succession:

e Assistant Laboratory Director
* A senior Toxicologist |1} appointed with the approval of the Chief Medical Examiner

This person will serve as the acting Laboratory Director and will direct emergency
{aboratory operations according to the established Policy and Procedures. Authority will
include managing the work flow, maintaining quality assurance procedures, and
providing support to the medical examiners until normal laboratory operations resume,
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4. Orders of Succession

| . CHIEF M.E./DEPARTMENT DIRECTOR ]

PATHOLOGY | |  ToxocowoeY | | OPERATIONS AND ADMINISTRATION i
; Fyaes -

DEPUTYCHIEF | [ 1ABDIRECTOR | [ DIRECTOROFOPERATIONS & ADMINISTRATION 1
T =

[ TASSISTANTME'S | [ ASSTIABDIRECTOR
T

INVESTIGATIONS i | PERSONNEL /
FELLOWS } TOXICOLOGISTII'S BUREAU MANAGER PROCUREMENT
E OFFICER
MEDICOLEGAL INVESTIGATORS " COMPUTER SERVICES
MANAGER

FORENSIC INVESTIGATORS ASST, :
SYSTEMS ANALYST.
PROGRAMMER | E

PHOTOGRAPHY
SUPERVISOR
'—'—‘—‘i“m -; RECORDS SUPERVISOR
'STAFF PHOTOGRAPHERS g
STUDENT PHOTOGRAPHERS.

1

[ secomoscuenx

MORGUE BUREAU
MANAGER
i ACCOUNTANTHU

[ sarommscrecns
i ronesictecuns i
H v

PUBLIC INTERMENT
PROGRAM SUFERVISQ!

z EVIDENCE RECOVERY |
SuPERVISOR
1 evioencenecoveryTecis E
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Morgue

This plan’s Alternate Facilities section (page 26) provides a description of the Medical
Examiner Department's need in terms of its Morgue operation and recommendations as
to alternate locations.

Back-up Mortuary Assistance Agencies
The Department Director or designee, in cooperation with the Office of the County
Manager (305 ~ 375 — 5311) can utilize the following resources on an as-needed basis:
o FEMORS — Florida Emergency Operational Response System (wwaw.fernors org or
352 — 265 — 0680) is the state-level team responding to mass fatality/disaster
incidents. The Medical Examiner Department requests FEMORS assistance
through the ESF - 8 desks at Emergency Management. FEMORS has a 16-
station portable morgue that can arrive on site within 24 hours. See Alternate
Facilities for more information on this.

« DMORT - Disaster Mortuary Operational Response Team (www.dmort.arg or 202
— 267 — 2675 or 800 — 424 — 8802) is the federal-level team responding to mass
casualty events. DMORT can provide medical support staff and full morgue
equipment, including autopsy tables, - computer systems, x-ray. equipment,
cameras, and fingerprinting supplies.

International Mass Fatalities Center (www.massfatalities.com or 888 — 717 - 2820)

can respond to events that cause loss of life that cannot be handled through usual

individual or local resources.

« Kenyon International (www.kenyonintemational.com or 281 ~ 872 — 6074):also
responds to mass fatality/major disaster events when additional support is needed.

+ Florida Denta! Society (850 — 681 — 3629) may be contacted for fdrensic
odontology services if Dr. Richard Souviron (305 — 445 ~ 4956) is not available.

o The CA. Pound Human Identification Laboratory at the University of Florida
(Gainesville) may be contacted for forensic anthropology (human skeletal remains)
services at 352 — 392 — 2253).

Toxicology Laboratory

This plan's alternate facilities section (page 26) provides information on transferring
specimens for storage and for sustaining toxicology services for the Medical Examiner
Department.
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5. Devolution

In a worst case scenario, a COOP event that results in a destruction of the Medical
Examiner Department’s physical plant and much of its leadership and personnel, the
following should be noted: .

Administration/Leadership
This plan's Delegation of Authority provides information on replacing critical senior
leadership of the department.

Other Specialized Personnel and Vehicles
The Medical Examiner Department employs many people with specialized skills. Loss
of persennel can be temporarily alleviated as follows:
s The Medical Examiner Commission (850.-- 410 — 8600) can be contacted if there is
aneed for medical examiners/forensic pathologists.
o Medical Examiner offices in nearby districts or local funeral homes can be
contacted for forensic morgue technicians to assist the medical examiners in
conducting examinations and autopsies of deceased bodies.

954-327-6500

Colfier ME (District 20)
239-434-5020

Monroe ME (District 16)
305-743-9011

Palm Beach ME (District 15)
561-688-4575

o Forensic photographers can be obtained from local police crime scene units.

Other Medical Examiner offices in nearby districts or local police departments can

provide replacements for medico legal investigators.

s Local police departments can provide staff and vehicles to collect bodies and
related evidence from deceased person scenes for transportation to the Medical
Examiner Department. Privately owned body removal companies can also provide
these personnel and vehicles.

Administrative Offices

This plan’s Alternate Facilities section (page 26) provides a description of the Medical
Examiner bureaus that require office space with estimations of square footage needs as
well as the number of work stations. GSA Real Estate Management will identify an
alternate work location for this portion of the Department.
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6. Staging Area

Staging Areas A and B on the accompanying map indicate gathering points for
employees and visitors in the event of a fire drill/building evacuation.

Staging Areas C and D on the accompanying map indicate protected gathering points
for employees and visitors in the event of a hazard being posed by an actual fire, an
explosion, or armed intruder(s). The building's overhead paging system would give
specific directions for evacuation and employee safety.

See also Section 11 of this plan, Personnel Issues and Coordination.

Revised: March 30, 2011 Page 24 of 60




CONTINUITY OF OPERATIONS (COOP) PLAN

Staging Area and Re-entry Status Form:

Date: : Time:
Staying Area Information

Roll call taken at staging area? Yes [] No[]

Everyone accounted for from your department? Yes [ No[J
How many employees or visitors missing:

Names if available:

Any injuries to personnel or visitors from your department? Yes (] No[]

First aid required to any personnel from your department? Yes [] No[J)

How many injured or require First Aid:

Names if available:

Please ensure that all injured personnel are placed on the “Injury Log” when you
return to your office.

Re-antry Information

Re-entry complete and all personnel accounted for? Yes [ No[]
Time of Re-entry:

Status of Department after Re-eniry

Damage to Department? Yes [} No [
Security problems? Yes (] No[]

Upon completion of this form at the staging area, please submit to Building
Management personnel so action can be taken by the Police & Fire Departments, if
needed.

In an actual building evacuation, designated staff members (see page 38) will carry this
form on clipboards to the staging area and will take attendance of personnel. A current
alphabetical roster of the names of all building staff will be printed on the back of the
form.
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h. The Evidence Collection Team will need 450 square feet with one private office
and two work stations.

i. One large conference room with 350 square feet is needed for staff meetings.

j- Akitchen and a lounge/lunchroom area sufficient for 25-30 people are needed for
employee lunches and breaks. The kitchen should include a sink, a refrigerator,
a microwave oven, a coffee maker, and ice maker, some cabinets and counter
space, and a couple of standard vending machines for snacks and drinks.

k. Outside parking will be needed to accommodate 65-70 vehicles.

Toxicology Laboratory

Toxicology Laboratory Services wil be relocated to the Broward County Medical
Examiner Department. Additional outside reference laboratory services for specific
testing procedures can be provided by the services listed below:

¢ Broward Medical Examiner Department Toxicology Laboratory (Dr. Harold
Schueler at 954 — 327 — 6520)

e Palm Beach County Sheriffs Office Crime Laboratory Toxicology Laboratory

(Tate Yeatman at 561 — 688 - 4203)

University of Miami Forensic Toxicology Laboratory (Chip Walls at 305 — 232 —

7020)

National Medical Services in Willow Grove, PA (215~ 366 ~ 1220)

MedTox Laboratories in St, Paul, MN (800 — 832 — 3244)

Forensic Toxicology Laboratory, 3175 Presidential Drive, Atlanta, GA. 30340

(770-452-1590)

o Wuesthoff Laboratories, 6800 Spyglass Court, Melbourne, FL. 32840 (877-599-
7975 ext. 8020)

o Alabama Department of Forensic Science Laboratory, 2026 Valleydale Road,
Hoover, AL 35244 (205-982-9292)

o University of Florida Center for Environmental and Human Toxicology, 471
Mowry Road, Gainesville, FL. 32611 (352-265-0680. ext. 72002)

Morgue

If the Morgue has sustained significant damage, the state or federal mortuary
assistance agencies identified on page 23 (FEMORS and D-MORT) will be able to
provide the supporting morgue infrastructure, including equipment and supplies.

An alternate morgue facility will require proximity to major highways or traffic corridars,
seclusion from residential populations, and security. There are three properties already
owned by Miami-Dade County and controlled by the Medical Examiner Department that
may be able to serve as alternate sites for a morgue operation:

Potential sites for Alternate Morgue Oparations
* The employee parking fot on the east side of the Department’s existing Morgue
can accommodate a tented morgue operation. When the parking curb stones
are moved, an area of 8,000 to 10,000 square feet can be established between
the tree-and-grass islands immediately outside the exterior walk-in gate next to
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7. Alternate Facilities

ialing Faci
An assessment will have to be made regarding the extent of damage to the facility (total
or partial) and the portion(s) of the operation that will have to be relocated.

The existing Medical Examiner Department facility is operated by a Building Manager
through General Services Administration. In the event that the Building manager is
incapacitated as a result of death or debilitating disease or injury, authority to manage
the Medical Examiner Department is directed as follows:

7a. Physical Plant Manager
200 NW 1° Street
Phone: 305-375-3907
Fax: 305-375-3914

7

o

Assistant Physical Plant Manager
701 N.W. 1% Court, Suite 800
Phone: 786-469-2040

Fax: 305-469-2057

7c.

o

GSA/FUMD Division Director_
200 NW 1* Street :
Phone: 305-375-3466

Fax: 305-375-3914

Administrative Offices

Assistance with relocating the Medical Examiner's administrative offices will be provided
through GSA Real Estate Management (Phone: 305-375-5754; Fax: 305-375-1157).
Approximately 12,000 to 15,000 square feet of office space will be needed as follows:

a. Administration will need 1600 square feet for four private offices, two secretarial
work stations and a small private conference area.

b. Medical examiners will need 2500 square feet for twelve private offices.

¢. Computer services will need 1000 square feetin a secure room.

d. Front desk reception will need 1000 square feet.

e. The Investigations Bureau will need 3700 square feet with at least one private
office, fifteen work stations, and two private family meeting rooms.

f. The Business office will need 80 square feet with two private offices, three

. additional work stations and a secure area for file storage.

g. The Records Bureau will need 1300 square feet with one private office, four work

stations, and a secure area for file storage.
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the Morgue. This temporary operation would eliminate only a couple of dozen
parking spaces.
e The Medical Examiner's Kendall Cemetery, located. at-SW 79" Street and 115™
Avenue, has a flat, grassy area along the west-side fence that:is larger than a
soccer field and suitable for a temporary morgue operation. No bodies were ever
interred in this section of ground. This area'is directly behind the Kendall police
substation. Water hydrants adjacent to the property. can‘provide a water supply.
The Medical Examiner’s Galloway Cemetery, located at. SW 59" Street and 87"
Avenue, has a large, flat, grassy area in the southwest corner that could support
a temporary Morgue operation. This area was never used for interment of human
remains and is adjacent to the GSA radio shop:
e Both county cemeteries: have utility poles®and fire hydrants located along the
property so that electrical: and water hook-ups would be accessible. Portable
generators can also be supplied through FEMORS.

Tents

If a temporary morgue operation is established at-any of the above-mentioned outdoor
sites, it will be necessary to erect a tent. Government mortuary agencies (FEMORS, D-
MORT) can provide these tents. The current county vendor: (A Navas Party Production,
12248 SW 133 Court, Phone: 305-232-7499) may be able to provide a tent more
quickly. These tents are the circus-size, vinyl-structured tents with plain 16-foot panels.

Time:-phased operation

Because of the varying nature of various COOP events, it is important to note that the
Medical Examiner morgue operation can function: in a tented. facilty. for.a limited period
of time. It is not recommended that this operation be continued beyond a period of
three or four months. A tented morgue operation can be used, for example, fora COOP
event that requires decontamination of bodies or processing of bodies in a remote
location. If a morgue operation is to, be sustained for a longer period of time (e.g.
resulting from severe -fire damage to the existing morgue), the alternate morgue
operation should be moved from the tented location to a more permanent indoor facility,
such as a warehouse or an airport hangar facility.

Refrigerated {reefer) trucks

Refrigerated trucks would be used to store bodies of disaster victims as well as
toxicology specimens. There are four electrical hook-ups on the west exterior wall of
the Decomposed Morgue Building to power refrigerated trucks. Truck specifications are
provided in the annex to this plan.
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Contact information for local providers of reefer trucks is as follows:

Local Contacts for Reefer Trucks

Ryder Truck Rental Inc.
3005 NW 87 Ave

Miami, FL. 33166
Contact: Jill Verber
305-500-8110
800-793-3765 Ext. 7095

Tropical Trailer Leasing Corporation
9475 NW 89 Avenue

Medley, FL 33178

Contact: Albert Vara

305-885-6047

Penske Truck Leasing Company inc.
13000 NW 107 Court

Miami, FL 33178

Contact: Kenneth Fisher
305-463-6000

800-736-7531

Security

The Medical Examiner Department is a limited-access facility. GSA provides 24/7
security to the Department. The nature of the Department’'s work requires that this
security be strictly maintained at alternate locations during any COOP event for several
reasons: all cases are brought to the Department through a law enforcement agency
and require confidentiality; all case files contain confidential medical and personal
information; the work in the Morgue and Toxicology Laboratory areas present
biohazards and necessitate restricted entrance.

GSA currently provides security card access to the Medical Examiner facility. Security

cards or identification badges would have to be issued or reissued to staff whose
security cards are lost and to new/temporary employees.
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Computer Systems Needs:

Section Computers Pequested
Administration 2
| Business Office 3
| Comguter Services 3
Forensic Evidence 2
Forensic fmaging 3
EEAISecuity 1
Investipations 12
Morgus 2
PIP
Records & Yranseriptions
Staff Doctors 12
Toxicology 5
Total Number of Computers 49
Special  Requirements  for | T1 or Micro-Wave i
network connections: connection to MetroNet
Router
Wired and/or Wireless
Network Equipment:
Access Point and USB
Cards

I Medical Examiner Software is provided by:

VertiQ Software

18525 Sutler Boulevard
Suite 280

Morgan Hill, CA 95037

Toll Free# 800-722-7947
Telephones# 408-778-0608
Fax# 408-782-0850

Contact Person: Rolf Kessel
E-mail: zgii
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8. Interoperable Communications

8a.Scope of records/data backup:
The Medical Examiner Department will back-up and store data at the Miami
Dade Police Department through Network Attached Storage (NAS) with our Fiber
Optic installed. The ME began using a microwave connection in 2010 as its
primary connection to metronet and for data backup. Forensic Imaging Bureau
data will be delivered to MDPD headquarters in secured storages.

8b.Maintenance of Phones: Below is a tablé indicating how many phones should be
allccated to our alternate facility with special considerations.

Section Land | Cellular | Pager | Fax
Lines | Lines |Lines | Lines | Copiers

[¢] 1

(=1
-

Administration

Business Office
Computer Services
Forensic Evidence
Forensic Imaging
GSA/Security
Investigations

Morgue

PIP

Records & Transcriptions
Staff Doctors

Toxicology

Total Number of
Telephones

olrjojojo] +|oiriniwlo
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-
o

Special Requil ts for Teleph y
PBX

: Small Capacity Telephone

8c. Computer System Scope:
The computer operations would require at least a limited number of computers,
two servers and a wired and/or wireless network to re-establish the support for all
areas of basic operations. See the table on the next page.
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BACK-UP COMMUNICATION SYSTEMS

A Emergency Phone Systems
Medical Examiner Department employees will use their COOP contact card in all
emergency and disaster situations.

Additionally:

1. Hotline
In certain disaster scenarios, the Chief Medical Examiner may instruct
employees to use the Depaitment's Hotline (305-679-7006) to receive
additional or more specific information. The Hotline number is included on
each person's COOP card.

2. Disaster Phones .
There are 24 disaster phones located in a green storage cabinet in Room
A105 next to the auditorium. These phones can be activated by being
plugged into the covered jacks on the auditorium floor (see diagram next
page). The phone numbers should be matched to the outletjack number.

3. Red Bypass Phones
Red bypass phones are to be utilized when the computerized telephone
system in the building is not functioning. Locations and numbers for these
phones are as follows:
305-545-0440 (Morgue)
305-545-0733 (Security)
305-545-5336 (Reception)
305-545-5428 (3" floor alcove desk)
305-545-5732 (Toxicology)
305-545-6014 (Records)
305-545-6123 (Chief's conference room)
305-326-1854 (Next-of-kin desk in Investigations)

See diagram on next page

Revised: March 30, 2011 Page 32 of 60




%@ CONTINUITY OF OPERATIONS (COOP) PLAN

B. Radios -~ Policies & Procedures

M.E. Department key staff members (see p.21) have been issued 800-
megaherz radios that include channels or systems that allow communication
with all local law enforcement agencies

Emergency Operations

1. All M.E. personnel assigned a radio will be responsible to keep the radio
charged and in a secure location and to have it available for use during
periods of activation.

2. Radio com ications may be i whenever the Department is
operating in a disaster mode, during @ COOP event, or when regular
telephonic communication systems have been disrupted.

3. ME. personnel are to operate the radios only in accordance with ETSD —
Radio Division instructions and protocol.

IS

. Unless directed otherwise, ME. personnel are to use only System 11 (the
assigned M.E. channel) for radio communications.

o

. If there is'a need during emergency operations to contact police, we are to ”%
use System 21 (Headquarters Channel). ;

6. Department personnel will not use police codes in their radio
communications. Communications should be made in simple English and
should be kept brief.
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, Miami;Dade County
Medical Examiner Department g%@
IT Off-Site Backup Strategy

Live.On Line Connection via METRONET

Metraonet Replication of ME
Departmental Data (Websites, SQL
Databases, User Data)

ME Data Servers MDPD Off-Site Servers

Off-Line Data Transfer

Forensic imaging Bureau
RAW fmages Data

FIBNAS ) MDPD HQ
‘F Secured IT Facility
D"!D Backup B B D2D Backup
in Seeured Hel o Securea
Storasge  Secured Storage Transported by ME - - Storage
Personnel
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9. Vital Records, Databases and Equipment

Firewsll Equiprucnt/Fort 80 Web Server for Internet  Firewall Kqu‘ipmcnl Port '!433
Qpen for VertiQInternct Access  VertiQ Access Open lor VertiQ Internct Server

ME SQL Server/VertiQ Application
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10. Administration and Logistics

The extent to which the Medical Examiner Department can self-sustain its emergency
operations will directly depend on the size and nature of the COOP event.

If the COOP event impacts the physical plant, this plan’s Alterate Facilities section
gives directions for sustaining operations in other locations of the county.

ifthe COOP event affects personnel, temporary replacements can be obtained from two
sources:

a. Florida's Medical Examiner Commission (580-410-8600) provides for mutual aid
between districts;

b. The County's Department of Emergency Management through its ESF — 8 desks
can request assistance from FEMORS or from DMORT. f

As noted in Alternate Facilities (page 26), the M.E. Department's administrative Offices
can be relocated to any standard office-space facility. T support would come from
Jorge Mederos (ETSD/305-596-8862) for network assistance, George Fleites
(ETSD/596-8441) for SQL Database support, and Gabe Palmer (MDPD/305-471-1856)
for off-site back-up system support.

GSA currently provides 24/7 security for the Medical Examiner Department and would
need to provide similar security at alternate locations during emergency operations.
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11. Personnel Issues and Coordination
11c. Health, Safety, and Preparedness of Employees
Because all ME employees are designated “department essential” they
11a. Employee Alert & Notification understand that they can be called to duty at any time, especially when a multiple
The department's “Contact Tree — Notification Procedures” is located in Annex C fatality disaster occurs within the county. Just as all county residents are
of this plan. All ME employees are designated “department essential”. encouraged to prepare themselves at the start of each Atlantic hurricane season,
ME employees are reminded periodically that they nmust be in a state of constant
11b. Evacuation, Assembly and Accountability readiness. This includes having family communication plans in place and in
Building evacuations will occur in one of three forms — by fire alarm signal, by having homes and property protected in the event that all ME employees are
overhead page or by direct personal communication. called to duty.
The fire alarm signal will prompt an immediate building evacuation through front The ME Director of Operations reviews the department's COOP with supervisors
and rear entrances/exits. All employees and visitors in the front (administration) and new employees each year and also advises all departmental employees to
building should exit through the front lobby doors and assemble in Staging Area prepare their families and properties at the start of each hurricane season.
B (front sidewalk by the driveway entrance). All employees and visitors in the | y
rear (morgue/laboratory) building should exit through the rear doors by the In an actual COOP event or any other disaster that would necessitate all ME
security control room and assemble in Staging Area A (sidewalk/driveway at the employees being called to duty, supervisors and administrators would monitor
service entrance). factors such as employee fatigue or stress and would request county assistance
through the department's personnel representative.
In the event of an actual building evacuation (not a drill), employees may be .
directed to move further from the facility for added or covered protection and to 11d.  Pay Status, Leave Time and Employment Issues o
allow firefrescue vehicles open access to the driveways. Employees would be Ty Should a COOP event occur, or should a multiple fatality disaster prompt ful
directed to Staging Area C (Jackson Highland Professional Building). If chemical department activation. the ME adminisirators and supervisors would approve
or noxious fumes are being directed toward the south of the ME facility, administrative leave time as needed in accordance with directives from the
employees would be directed to take shelter in Staging Area D (lobby to the County Manager's Office. All ME employees receive electronic deposits of their
Ryder Trauma Center). paychecks, and that process would con_ilnue in an emergency situation.
Employees would be advised to plan for their cash needs as in any emergency,
The overhead page system may be used to prompt a lockdown or a building such as an approaching hurricane.
evacuation through specified entrances/exits when there is an intruder on the o L )
premises posing a threat to employees: 11e. Specxa} Situations - Activation of Alternate Work Locations_ o
« A *Code Blue® call will indicate to all employees that they should Poteqt:al alternate work }oca_hons are all centrally located in Miami-Dade County
remain at their work stations, that there is a threatening situation and sit near or along major highways.
developing in a part of the building, and that no one should circulate
from their work station until an “All Clear” is given.
s A “Code Red” call will indicate to all employees that there is a
threatening situation developing in a part of the facility and they
should move to a designated exit. Thus the CODE RED call will
also designate safe exits, as in the announcement: “This is a Code
Red. Employees are directed to use exits on the north and west
sides of the building at this time.”
The Director of Operations, the Morgue Bureau Manager, the Toxicology
Laboratory Supervisor and the Building Manager will all carry clipboards with the
“Staging Area and Re-entry Status Form” and a departmental staff roster to the =
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12. Reconstitution

13. Testing, Training, and Exercising (TT&E)

The Chief Medical Examiner or his designee/replacement (see “Delegation of

Authority") will make a determination for the appropriate time for the resumption of 13a. Departmental Training:

normal operations. Operations may be transitioned from the alternate location to the s The ME COOP Planning Committee meets annually to review the

permanent facility when that facility has been repaired or restored. Department's COOP plan.

« The ME Director of Operations conducts an annual review of the COOP plan
with all ME supervisors and with all new ME employees.

» The Department's COOP emergency contact cards are updated annually.

Notification of return to the primary facility will be given to the Miami-Dade County
Department of Emergency Management and Homeland Security, the Mayor's office and
the County Manager’s Office.

13b. NIMS Training:
o Four members of the Medical Examiner Department have completed 1S-700,
18-100, 18-200, 18-300 and 1S-800.
o Three medical examiners, six forensic investigators and four forensic
photographers have completed 1S-700, 1S-100, 1S-200 and 1S-800.
e Ten forensic evidence recovery technicians have completed 1S-700, 1S-100
and 1S-200.

13c. NTSB Training:

o Four members of the ME Department completed a four-day workshop on
Mass Fatality Incidents for Medicolegal Professionals at the National
Transportation Safety Board (NTSB) Academy in May 2005.

s Three members of the ME Department completed a three-day NTSB
workshop on Transportation Disaster Response — Family Assistance in July
2006.

13d. Joint Agency Exercising:
The ME Department participates on a regular basis with County-sponscred
training and exercising opportunities, including:
s COOP table-top exercise at MiA in August 2005.

Phoenix | (TTX) with DEM in February 2008.

Operation Papa at MIA in February 2008.

MMRS exercise with DEM in March 20089.

Pro Bowl and Super Bowl preparations with DEM in 2009 & 2010.

Operation Quebec at MIA in February 2011.

13e. Departmental Testing:
s The ME Department conducts two building evacuations annually in
conjunction with GSA and the City of Miami Fire Department.
« GSA conducts a monthly generator load test at the ME Department. The
600-kilowatt generator is fueled from a 5,000 gallon underground storage tank
thatis on GSA's priority fueling schedule (305-375-1818).
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14. Health Emergency

14a. Impact on Departmental Operations
1. The release of chemicals or any other hazardous substances within the
department- that cause- harm- or*injury to- persons-would trigger a building
evacuation. City of Miami Fire Rescue would be called. The ME Chief or
Deputy Chief would contact the County Manager's Office.

2. A pandemic influenza outbreak resulting in hundreds or thousands of deaths
locally would most likely fall under Medical Examiner jurisdiction (Florida
Statute 406.11 ~ deaths resulting from disease constituting a threat to public
health). . The ME:Chief or Deputy Chief would contact the County Manager’s
Office to request activation of its MOU regarding Mass Fatality Emergency
(see this plan's Annex).

14b. Impact on Employees and Customers
1. Health emergencies resulting in loss of 25% or more of departmental
employees will activate the department's COOP plan. The ME’ Chief or
Deputy Chief will contact the County Manager's Office and Miami-Dade DEM.

2. Any work slowdown,. affecting - service delivery to the public would be
broadcast through the Government Information Center (GIC) to local media
and to the depanment s website.

14c. Departmental Personnel Policies and Processes

1. Prior to a health emergency's reaching pandemic proportions, the
department’s Deputy Chief and the Personnel Officer will educate department
personnel on specific, recommended health practicés to minimize risk of
infection. Additionally, informational brochures from the Department of Health
will-be distributed, and employees’ will be instructed to obtain additional
information from websites such as mw:ﬁaﬁeheaﬁhom W
www doh state fLus, and Wiy ggndsg;s_ﬁt_}_gg

2. The Department's Personnel Officer would publish and post policies
regarding leave of absence and sick leave for all employees in conjunction
with current county policy or with any emergency memos issued by the
County Manager’s Office or Human Resources Department.
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16. Signatories

This Continuity of Operations Plan (COOP) has been reviewed by department
leadership and has been approved for submittal to the Department of Emergency
Management (DEM)for annual compliance review.

Chief Medical Examiner
Title of Department Leadership:

Bruce A Hyma, M.D.
Name of Department Leadership:

March 30,2011
Date Reviewed:

Signature of Department Leadership:
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Emerasncy Resources
As noted in this plan, agencies such as FEMORS and DMORT can provide fully-

equipped morgues to support emergency operations,

In 2005 the M.E. Department took steps to harden its communication systems. Nine
administrators and supervisors in the department were issued 800-megaherz radios as
described on page 21 & 34 of this plan. Additional radios are available to be issued to
others when the department activates its COOP plan.
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Plan Security

COOP Plan

Copies of the M.E. COOP plan containing complete listings of all emergency contact
information for all employees will be kept with the Chief Medical Examiner, the Director
of Operations, the Department Personnel Officer and DEM.

M.E. Bureau Supervisors and Managers will receive copies of the COOP plan with
emergency contact information for their bureau’s employees only. .

Each M.E. employee will receive a copy of the COOP plan with no emergency contact
information.

Physical Security

As noted in both Mission Essential Function and Alternate Facilities, the Medical
Examiner Department is a limited-access facility and is protected by GSA security on a
24/7 basis. Provisions are included in this plan to maintain that same level of security
during emergency operations.

Cyber Security

All Medical Examiner cases are law-enforcement related. All M.E. case files contain
confidential information, including the scene report, medical history, and personal
information about the decedent and the next of kin. Therefore access to CME, the
department’s software, is limited by user ID and password to authorized persons. This
includes M.E. personnel, law enforcement and the State Attorney’s Office.
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Contact:

Department COOP Coordinators must contact Miky Gonzalez at the Department of
Emergency Management once selected by their department director. Any questions or
concerns regarding the COOP process stiould be directed to:

Mirtha (Miky) Gonzalez

COOP Program Manager

Miami-Dade Department of Emergency Management
Phone: 305-468-5414 '

Fax: 305-468-5401

Email: Mirtha.Genzalez@miamidade.goy
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ANNEX E: NIMS MODEL FOR DISASTER MANAGEMENT

NIMS NModel for Disaster Manag

CHIEF MEDICAL
EXAMINER
Deputy Chief Director of
Medical Director of Operations Toxicology
Examiner
{
" Forensic Forensic Support Personnel
EMed_'C::S Investigations imaging - Toxicologist
xamin Supervisor Supervisor s Business Office
e PP
% Morgue Bureau L § Computer 1 |= Records
| Supervisor i Serices
! P | Supervisor

Forensic Evidence

Supel T

Medical examiners and all employees in operations bureaus will have active and front-
line responsibilities in any COOP event or disaster and will be called to duty by their
supervisor or division director.

Members of the Toxicology Bureau, the PIP Bureau, and the Administrative Services
Division may not have first-response duties but may be called upon to assist with
support functions, such as handling phones or meeting bereaved families. The Director
or his/her designee will make these determinations at the time of the event.
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ANNEX A: ACRONYMS

coor Continuity of Operations Plan

CcMO County Manager’s Office

DEM Department of Emergency Management

DHS Department of Homeland Security

DMORT Disaster Mortuary Operational Response Team
EOC Emergency Operations Center

ETSD Enterprise Technology Services Department
ERG Emergency Response Group

FCD Federal Continuity Directive

FEMORS Florida Emergency Operational Response System
FPC Federal Preparedness Circular

FS Flerida Statues

GSA General Services Administration

HSPD Homeland Security Presidential Directive

ICs Incident Command System

IT Information Technology

ME Medical Examiner

MEC Medical Examiners Commission

MEF Mission Essential Functions

MOU Memorandum of Understanding

NIMS National Incident Management System

NTSB National Transportation Safety Board

PIP Public Interment Program

RA & VA Risk Assessment & Vulnerability Analysis
RTO Recovery Time Objective

sop Standard Operating Procedures

TT&E Test, Training, and Exercise
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ANNEX F: MEMORAMDUM OF UNDERSTANDING
TEMPORARY STORAGE OF MASS FATALITY HUMAN REMAINS

Appendi X to Miami-Dade County Medical Examiner Dapartment Disaster Plan:
. Iemporary Storane of Mass Fatality Human Remains

MEMORANDUM OF UNDERSTANDING

MEMORANDUM OF UNDERSTANDING BETWEEN THE MIAMI-DADE COUNTY
MEDICAL EXAMINER DEPARTMENT (ME) AND THE DEPARTMENT OF
ENVIRONMENTAL RESOURCE MANAGEMENT (DERM), THE DEPARTMENT OF
PARK AND RECREATION {DPR), MIAMI-DADE POLICE DEPARTMENT (MDPD),
DEPARTMENT OF PUBLIC WORKS (PW), AND THE DEPARTMENT OF SOLID
WASTE MANAGEMENT (SWM).

INTRODUCTION

The Miami-Dade County Medical Examiner Depaitment is responsible for certifying the
cause and manner of death in all cases that fall under its jurisdiction as defined by
Florida Statute 406. Jurisdictional obligations include identifying remains and certifying
deaths as a consequence of both natural and man-made disasters. As part of its
disaster planning, the Medical Examiner Department needs to secure locations within
the county for the temporary storage of mass numbers of human remains.

PURPOSE

Threats posed by our modern world have the potential of producing thousands of
human casuaities in a brief period of time. Terrorist attacks, weapons of mass
destruction and avian flu are a few of these threats that have become a common part of
our contemporary vocabulary. Any one of these threats could result in thousands of
human casualties.

Normally human remains are stored in refrigerated facilities until they can be identified,
examined and/or autopsied, and released to funeral homes for disposition. The Medical
Examiner Department has refrigerated capacity for 450 bodies. Funeral homes in the
county may provide refrigerated space for another 300 bodies. Availability of
refrigerated (“reefer”) trucks would vary upon other existing circumstances. The county
must be prepared to handle thousands of bodies resulting from catastrophic threats.

PLAN -

When refrigerated storage is inadequate or unavailable, human remains may be
temporarily interred to provide storage at a temperature lower than surface temperature
and protection from the elements. The plan would involve placing each body inside a
sealed, heat-resistant, leak-proof body bag and affixing an aluminum tag with a unique
identification number to the bag. These bags would be placed side-by-side on the
ground and covered with several feet of beach sand. Numbered wooden markers
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would be placed above ground to expedite retrieval of remains. Adult-sized body bags
measure 7' by 4'. Placed side-by-side, 800 to 1,000 bodies could be placed in one acre
of ground. This calculation aflows for 19’ pathways to provide space for workers and
vehicles.

For appropriate disaster-readiness, the Medical Examiner Department needs to identify
locations in the county where as many as 10,000 to 15,000 bodies can be temporarily
stored. These locations need to be remote from residential areas, secure, and
accessible by main roads and highways. Two areas within the county that meet these
requirements have been identified:

(1.) Two Sections of the Landfill in Daral by GSA Shop 3
a. Area One is the Top of Zone 1 on the eastern mound.
b. Area Two is North of Area D West.

{2.) One Section of the Landfill in South Dade
Old South Dade Landfili — Zone 3, Northern Half

in the event of a major catastrophe, Medical Examiner Department personnel may be
assisted by state (FEMORS), federal (D-MORT) or international (Kenyon) disaster refief
agencies. Assistance would include fully-equipped portable morgue facilities as well as
trained personnel.

Timetables for handling various disaster scenarios can vary greatly. An avian flu
outbreak could produce thousands of deaths, but these would be intact bodies not
needing autopsies and could be processed more easily. Terrorist attacks, on the other
hand, could produce thousands of fragmented or burned remains, necessitating a more
prolonged identification and documenting process and involving investigation by the FBI
and local law enforcement. Depending on the number of trained forensic workers, the
number of casualties and the type of disaster, processing a disaster scene could require
as little as three or four months or as much as twelve to eighteen months. An exact
timetable is difficult to calculate.

It should be noted that the funeral homes in Miami-Dade County collectively have
thirteen retorts (the instruments used to cremate human remains). These retorts have a
maximum capacity of cremating 60 to 70 bodies per 24 hours. Allowing for this
equipment to have necessary cooling time and allowing for the ongoing cremation of
non-disaster-related decedents would mean that local crematories would realistically be
able to process 40 to 45 bodies per day. Thus there is a limited capacity locally to
provide for ultimate disposal of human remains following a major disaster.

UNDERSTANDINGS
1. The County Manager's Office (CMO} will authorize the activation of this
memorandum.
2. This plan will be activated only when it is determined that the number of fatalities
following a disaster overwhelms available refrigerated storage capacity.
3. The sites identified in this memorandum would. be retained in perpetuity by
Miami-Dade County for use by the Medical Examiner Department (ME) for the
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temporary storage of human remains following a mass-fatality disaster. This
agreement would be reviewed every three years to aifow for adjustments in land
use.

4. The Department of Solid Waste Management (SWM) would identify the specific
areas or.locations at these sites that would be. used by. ’(he ME, since available or
stitable areas may change over time.

5. These:sites would be: used by the ME for tempomry storage only when the
number of disaster fatalities: overwhelms existing refrigerated storage capacity.

8. The Department of Parks and Recreation (DPR) will: provide the beach sand that
will be used as a temporary ground cover for the bodies.

7. Personnel from Miami-Dade Police Department (MDPD) will. assist with collecting

bodies at scene(s) and unloading bodies at temporary storage location(s).

. Public Works (PW) will provide trucks and other heavy equipment as available to

transport and transfer sand. - ‘

9. When this memorandum is actwated the ME w1l| operate under the policies and
procedures outlined in its Disaster Plan.

10.The ME Disaster Plan stipulates that all human remains removed from a mass
fatality scene.will be. placedin a sealed body bag These bags are leak proof.
The ME will coordinate its work with the Department of Environmental Resource
Management (DERM) to ensure that no adverse environmental effect results
from the temporary storage of remains as outlined in this plan.

11.With the assistance provided by:other disaster relief agencies, the ME wilb: work
to expedite the processing of the remains of disaster fatalities and thus to utilize
the temporary storage for as:brief a period of time-as possible:

12.Upon demoabilization, all materials and supplies contaminated with bodily fluids or
waste will be removed from the site in appropriate containers for biohazard waste
disposal.

13, All waste water from the autopsies will be collected, stored and removed from the
site in spill-proof containers and will be disposed of as biohazard waste. None of
this water will penetrate the ground atthe site.

14.Upon the termination of the Disaster Plan activation, all vehicles, equipment and
reusable supplies will be removed from the temporary storage site by the ME and
its cooperating agencies. ‘A joint decision can be made to remove the sand or to
spread and leave the sand at the site.

o
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