Figure 4. Overview of the system
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connection makes possible (o manage whole process
from production to bedside.

The 1D on RFID was rewritten after preparation.
Information (o link donor 1D to product ID was securely
managed inside blood center and blocked physically and
nobody could refer to this server from outside. The
process of rewriting was also under process management
and the process can’t be processing without rewriting,

By connecting hospital system to public server in
blood center through internet, it is possible to certify
availability of blood products by original product

database including adverse event information in real time,

When nurse identitied blood produet at the point of care,
PDA checked adverse event information in blood center
database trough middle ware as well as patient
information and product information. All transaction for
identification to ensure Srights and right process was
completed within 2 seconds. If some infected blood were
found at other hospital and the information was putted in
public server, right after the time PDA warn usage of the
blood products prepared from same source. By this
system, nurses can check safety of transfusion from the
various points of view by just one reading RFID with
PDA within 2 seconds. It is effective to improve patient
safety and operation of nursing works.

We evaluated the system based on data captured by
this system. For all 377 blood transfusions captured by
this system, data was perfectly collected and there is no
inconsistency on the data. To evaluate data captured by
the system, we drew the data as traceability graph. An
example of traceability graph is Figure 5. Horizontal axis
shows time tlow and vertical axis shows flow of blood
products from production to consumption. There are two
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lines before delivery. Left line shows blood product flow
in blood center. Before delivery, blood products don’t
timed with any special patients. Right line shows flow of
transfusion order. Followed by the order, a blood product
was malched with a transfusion order at the point of
delivery. From the point, Product ID is associated with
Patient ID.

The advantage of describing traceability graph is
showing result of data capturing visually and easily. If
data capturing system worked correctly, data capturing
point is going right with process progressions. If the line
is going lefl, there are some problems on data capturing
such as ex post data entry, delay of the system and time
lag among systems.

The result of describing 377 traceability shows the
system ensures traceability for all blood products from
production to consumption. Certification at each process
was successfully done. During the experimental period,
there is no accident and medical mistakes on blood
transfusion.

5. Discussion

We construet system with internet and RFID to
manage whole process from production (o consumption
to expand the capability of certification system and
ensure (raceability, Many literatures have been tried to
construct certification system at the point of care for
blood transfusion |1-5]. Compare to these systems, this
system has several significances that other systems don’t
have. This system ensures Srights of transfusion and right
process and information with original information. By



Figure 5. Traceability Graph of blood product
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checking original data base through middle ware, the
correctness of information for certification is highly
secured. This technique makes possible us to check the
original database to certify patient information and blood
products and find any adverse event information on
blood products.

We ftried to evaluate improvement on blood
transfusion safety. The number of medical accidents and
incidents on blood transfusion from April to June 2007
(before implementation of the system) is 0 and the
number of them during experimental period is also 0. It
is difficult to say there was an improvement on satety
based on number of accidents. These data on accidents
were based on voluntary reports by medical workers.
However, administration systems have possibility to
provide new opportunity to evaluate safety. Waming log
sometimes shows there is a possibility that the
administration would be accident or incident without
administration system.  The comparison based on
warning data is our next target for researches.

Sometimes cost including work burden of medical
workers is the highest obstacle to introduce health IT
system [9]. It is useful to investigate feasibility of the
system by evaluating change of time to finish each
activity. We investigated time to finish each activity by
collecting data observationally and computed average
from about 10 observationally data. We compared time
to finish each activity between this system and before
system using paper communication. We chosed blood
receiving, deacqusition and stock taking in the blood
center and delivering to wards, certification before
administration and recording administration in the
hospital.
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For all 6 activities, the time to finish each work with
RFID is shorter than with before system. Work of nurses
and technicians would be effective by introducing RFID
based {traceability system. Especially time for
administration of transfusion is decreasing. This system
has a possibility to improve productivity of transfusion
process as well as transfusion safety.

Figure 5. Work time comparison
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We investigated improvement safety on transfusion with
auto identification and data capturing system. It also has
significant advantages on hospital management. The
ways to storage blood products were strictly regulatedm
because quality of blood products is easy to change with
affects from outside. RBC must be store inside
refrigerators having a function to record temperature and
blood platelet must be inside storage with vibration
system. They require strict methods to store and blood
products delivered once were regarded as consumption
and sometimes wasted. Blood products is scarce and
valuable resource from human blood, and waste of
blood products might cause safety and management
problems. Traceability data can contribute to solve these
issues by visualizing data of distributed blood products.
That would enhance effective use of blood products by
connecting a hospitals to blood center and hospitals.

6. Conclusion

In this study, we focused on identification and data
capturing for patient safety. Data capturing and alibi
management of materials including blood products leads
to effective use of resources. Especially in rural area,
blood produets are scarce resource and effective usage of
blood lead to improve security of residents.

Systems certificating medication and capturing data at
the same time can contribute to patient safety and
improve health care delivery. The important thing to
familiarize this kind of systems is trust for the system. To
be a trusted system, the systems have to use right
information and consider securities of people. Trusted IT
system can contribute to patient safety, effective use of
blood products. reducing waste that might be essential
factors for trusted health care system.
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Abstract

Information Technology has been widely thought as
an important accelerator for patient safety. As “To error

is human’ mentioned, human can’t get rid of all mistakes.

Information Technology has possibility to eradicate
accidents dependent on human mistakes.

Point of Act System was designed to improve patient
safety and quality of care. We have implemented Point of
Act System as hospital information system to prevent
medical errors in 4 Japanese hospitals.

The one of the important feature of this system is its
data capturing concept to prevent medication errors.
Tackling patient identification error through the use of
bar-coded or radiofrequency ID (RFID) chipped tags
worn by the patient is increasingly advocated as an easy
way to address the first of the 5 ‘rights’ of medication
safety (right patient, drug, dose, administration route and
time). Implementations at the International Medical
Center in Tokyo and Red Cross hospital in Morioka
combine these technologies with a ‘Point of Act’ system
that tracks both patient activity and consumable use.
Every clinical contact represents a discrete event
triggered - like the checking out of goods at a cashier till

by the scanning or entry of an identifier tag and
captured by the system with relevant contextual
information that details what was done at what time and
where, to whom and why and by what means. This event-
driven approach provides a robust means to explore
process flows as well as inherently providing stock
management capabilities.

Safer care is anticipated from the constraints that are
placed on patient and medication selection (the universal
use of barcodes should guarantee the identity of both),
the traceable provenance of the latter (managing the risk
of counterfeiting and batch quality issues). In addition,
the automatic capture of care data and the
unambiguous nature of the associated contextual
information ~ makes this a useful resource that can be
mined prospectively for unreported adverse events as
well as a forensic tool to reconstruct the care journey
prior to any incident.

In addition to this feature to prevent errors at point of
care, the data captured by the system is also quite helpful

to investigate hypothesis on methods to improve patient
safety. It captures complete data of medical activities and
ensures traceability of every drug and material.

We presented this system at Technology for Patient
Safety, World Alliance for Patient Safety, World Health
Organization. This alliance consists of 4 programs as
follows.

1.  Information Technology.

To consider interventions like electronic records,
CPOE, decision support, and bar coding. The
importance of IT for data collection systems to facilitate
reporting and learning is also emphasized. Some of the
barriers to the wider implementation of IT, workarounds,
cost and institutional resistance are considered.

2. Introducing New Technology Safely.

To consider the role of regulation, health technology
assessment, clinical engineering and training and
surveillance in the introduction of new technologies.
Particular consideration is given to the needs and
challenges in developing world settings.

3. Making Existing Technologies Safer.

To consider reporting systems, human factors, home
care, hospital care, primary care and quality assurance.
Particular consideration is given to the needs and
challenges in developing world settings.

4. Simulation and Training.

To consider the potential of simulation to improve
patient safety through education and training, moving
the learning curve from patient to simulator. The use
of both low and high-tech simulation will be considered,
as well as the potential for using simulation in research,
design and testing.

This initiative has been trying to collect best practices
and literature on patient safety and facilitate
collaborations among the world to figure global
standards on technology and create better technologies
and systems for patient safety. As a Japanese government
representative, 1 had worked with Information
Technology and Making existing safer. We presented
Point of Act System as complete health care system for
patient safety without any human mistakes.

The initiative might make a difference to attack
patient safety and gain in popularity of information
technology and other technology related to patient safety.
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ABSTRACT

Despite the recognised benefits of electronic medical records and electronic healthcare data,
many organisations have still to implement them. This is not due to doubts about their
benefits but mainly for commercial reasons. The cost of licensing proprietary systems and
customising them to meet their needs is a major barrier to many organisations. Another
problem is the difficulty of choosing a system with the confidence that it is and will remain
the best system and will be able to integrate with their existing and future IT systems. Many
of these problems can be addressed through the use of open source software (OSS). 0SS
is computer software for which the human-readable source code is made available. There
are no licence fees for OSS and the software can be freely modified by an organisation to
its specific needs. At present there are over 150 health-related OSS projects and some of
these have besn very successful worldwide. Japan also has the same problem of high costs,
inflexibility and restrictions associated with implementing proprietary software systems. To
address this problem the Japan Medical Association has provided an information and com-
munication infrastructure based on OSS in a project known as ORCA (Open Receipt Com-
| puter Advanced). Today, nearly 14,000 medical providers in Japan are using products of the
ORCA project. In this paper we discuss the challenges of healthcare information systems and
of OSS development in healthcare, illustrating this with the experience in Japan.

INTRODUCTION

The benefits of electronic medical records (EMRs) and electronic healthcare data
are increasingly apparent, but many healthcare organisations have yet to implement
them. This is not due to scepticism about their benefits but mainly due to commer-
cial reasons. Licence fees and the costs of customising software to their needs are

e S
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significant barriers to many organisations. Further barriers are difficulty commit-
ting to a particular vendor and concerns about compatibility of the chosen vendor’s
system with existing and future systems.

This global problem also affects Japan. It is estimated that to implement an EMR
system in a Japanese hospital will cost approximately $10,000 per hospital bed. If
this was scaled up to full EMR implementation for all medical providers in Japan
(about 150,000), the Japanese Medical Association (JMA) has estimated a cost of
US $180 billion over a 10 year period. Given that the size of the Japanese medical
market is about $300 billion per year, this technology is not readily affordable in
Japan without a significant reduction in costs.

One approach to reducing the high cost of clinical information systems is to
integrate various existing clinical systems. A major barrier to this solution is there
is no established standardised data communication protocol and consequently com-
munication among different systems is problematic. Another potential solution to
reducing the high costs of implementing IT systems in healthcare is the use of Open
Source Software (OSS)~.

OPEN SOURCE SOFTWARE (0SS)

Open Source Software can be defined as computer software for which the human-
readable source code is made available under a copyright license (or arrangement
such as the public domain) that meets the Open Source Definition!, This includes
free distribution of the software, the inclusion of the source code in the program, and
permitted modifications and derived works which can be distributed under the same
terms as the license of the original software. In addition the licence itself should not
be specific to a product, must not restrict other software and must be technology
neutral. In essence this permits users to use, change, and improve the software, and
to redistribute it in modified or unmodified form. This in turn has considerable
commercial and technical benefits.

The availability of OSS source codes allows engineers to avoid reinventing the
wheel and to concentrate instead on developmental efficiency. Proactive use of 0SS
promotes a low cost and short delivery time of software development and this has
for example been beneficial in the development of internet software.

A particularly attractive appeal of OSS is that an organisation (user) gains confi-
dence for future availability and full ownership of its data and customisability of its
software by avoiding ‘vendor lock-in’ Organisations can freely adapt OSS to their
personal needs performing any necessary customisation themselves or by employ-
ing a third party. If in the future for any reason the organisation decides to use a
different company to perform their customisation, they are free to do so. This is in
marked contrast to proprietary software where the organisation is dependent on the |
vendor's willingness to perform any customisation, usually has little control over
how quickly they perform the customisation and will inevitably pay a substantial
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fee for it. The organisation would also not have any control over a vendor’s decision
to change data format or even structure.

OSS IN MEDICINE

A wide range of OSS solutions are already in use in healthcare. Many of these are
technical tools and business applications, e.g. Linux, Apache, Open Office, and
MySQL (Table 1), but a large number of healthcare specific OSS (Table 2) also exists.
At the beginning of 2009 there were over 150 health-related OSS available to down-
load from Source Forge, a website devoted to OSS2

Two widely used OSS for supporting patient and clinical management, are Open-
EMR and VistA¥, OpenEMR supports medical practice management, electronic
medical records, prescription writing, and medical billing. It is used in the United
States, Puerto Rico, Australia, Sweden, Holland, Israel, India, Malaysia, Nepal, and
Kenya. VistA is an integrated comprehensive clinical information system support-
ing clinical, administrative, financial, and infrastructure functions. It was developed
by the Departments of Veterans Affairs to serve the more than 4 million veterans
cared for in its 150 hospitals and 700 clinics. VistA has been adopted for use by
several other health institutions in America as well as hospitals in other countries,
e.g. Egypt, Germany and Mexico.

Table 1. Representative OSS projects

Name Description - URL
| Linux kernel OSkemel http://www.kernel.org/
FreeBSD = OS environment http://www.Fre-eﬁ—éo.orgV
BIND I Berkley Internet Name Daemon hitp://www.isc.org/ =
Sendmail S—N-lTP server hﬂpzﬁw_w_w.send-mail.orél-
Apache- V\-légserver and its pen'ph-érals Wwww.apache.org/
acc GNU Compiler Collection http//gec.anuorg/
Perl Sgrﬁn_t languag-e \Wp://www.perl.org/
Ruby Object-oriented script language http://www.ruby-tang_.grg/

Vim

Text editor
Extensible, customisable text editor

Relational database management

hitp://www.vim.org/

I
PostgreSQL

system http://www.postgresql.org/
MySQL Relational database management http://www.mysal.com/
lJBoss Java enterprise edition container | http://www jboss.com/
Graphical engine and Windows .
X Window System ehvironment hitp://iwww.X.org/

hﬁp://www.ope;omce.org/

GpsOffcaorg
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Table 2. Some medical OSS projects

Project Name Description . URL
Veterans Affairs hospital information . ;
VistA system, electronic health record. hitp://worldvista.org/
OpenEMR ;};:ir e‘fgendly electronic medical record Hitp://www.openemr.net/
FreeMED Electronic Medical Record hitp://www.freemed.org/
OpenMRS Infectious disease management httW.openmrs.org/
Information infrastructure for clinics/hos- L .
ORCA pitals in Japan : http://orca.med.orjp/
Specification standards for interoperabil- .
openEHR ity of clinical information hitp://www.openehr.org/
Image processing software for biomedi- . . ; .
ImageJ cal fesearch 0 hitp.//rsb.mfo.mh.govﬁj/
XMedCeon Medical image conversion toolkit http://xmedcon.sourceforge.net/
NetEpi Epidemiology studies http://sourceforge;net/projects/netepi

More specialised OSS for various medical fields also exists. For example, Radi-
ology Imaging and Visualisation has MicroDicom an application for primary
processing and preservation of medical images in DICOM (Digital Imaging and
Communications in Medicine) format. Public Health and Biosurveillance benefits
from RODS (Real-time Outbreak and Disease Surveillance) a system to collect and
analyse disease surveillance data in real time, and NetEPi a data collection and data
management tool for use in communicable disease outbreaks and other epidemio-
logical investigations and studies®¢. Medical research is supported by OpenClinicaZ
a web-based platform for managing clinical studies and for telemedicine an open
source telemedicine platform (iPath) is available®.

MEDICAL OSS IN JAPAN

Japanese medical practice is generally subsidised by public health insurance pro-
grams. To receive reimbursement, doctors need to submit details of medications
prescribed and treatments administered to their patients. To meet the government’s
accounting rules a health insurance computing system called ‘Receipt Computer’ was
developed during the 1970’ and released in the 1980’. This software was expensive
to deploy, costing as much as US$50,000 even in very small clinics or hospitals.
Nevertheless, it was installed in 90% of clinics/hospitals in the country as it could
meet the complex bureaucratic accounting procedures. The high cost of the software
inevitably placed a financial strain on clinics. In addition all the data entered into the
receipt computer was locked into the vendor’s proprietary software and could not be
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utilised for any other purpose or with any other systems without paying the vendor
additional fees for integrating it.

To address the high costs of commercial software and to avoid any dependency
on a specific vendor or technology the JMA decided to provide its members with an
OSS-based information and communication infrastructure. In 2000 it presented an
OSS project known as ORCA (Online Receipt Computer Advanced) with two major
goals®. The first was to provide a networked system with software for submitting
claims for government reimbursement (named as JMA standard receipt compu-
ter’) atlow or no cost to JMA members. The second was to use the knowledge and
experience from the project to inform healthcare policymakers about the potential
of OSS for other aspects of medical management in Japan and particularly electronic
medical records. :

All the components of the JMA standard receipt computer are OSS. Today, nearly
14,000 medical providers in Japan are using products of the ORCA project, and the
number of participants is increasing. According to the ORCA website in May 2008
more than 6,300 clinics and hospitals have adopted the ORCA accounting system.
The software is free and can be installed by individuals themselves or by IMA
authorised vendors in which case a fee is payable.

Inevitably OSS has many other potential applications in the medical field and
to investigate possible uses of OSS in the medical field in Japan, The Medical Open
Source Software Council was established in 2004. One of the key areas where OSS
may play a role is standardisation of medical data transaction protocols. In Japan
there are few vendors of medical information systems and this inevitably limits
competition and drives up the cost of information systems. The limited number
of vendors also creates other problems such as a ‘data lock-in’ state, in which the
hospital cannot use information entered within its system in intuitive ways as it is
limited by the functionality and features provided by the vendor. In addition there
may be a ‘vendor lock-in’ state, in which an organisation cannot change vendors
because their present vendor will not provide them with the nhecessary information
about their system to allow data migration to take place. These problems do not
occur with OSS and users consequently avoid any ‘lock-in state’

As OSS resources become more commonly used in the medical field, barri-
ers to new vendors should be reduced, and more vendors will be attracted to the
medical field. The increased competition should break the oligopoly of vendors
in Japan and lead to greater diversity and lower costs of medical IT systems. At
present each organisation may operate slightly differently from other organisa-
tions, and clinical information systems usually have to be customised for individual
organisations which increases the initial cost. With greater uses of OSS systems the
diversity of available clinical information systems will increase and therefore be
easier to adapt to the needs of a new organisation without the need for extensive
customisation.
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DISCUSSION

0SS offers great promise for realising the vision of ubiquitous low-cost, electronic
medical record systems to improve healthcare. The absence of licence fees and the
removal of dependency on a single vendor remove some of the most significant bar-
riers to the implementation of EMRs. Another, absence of common data standards
which makes it difficult to integrate systems or change from one EMR system to
another, may also be addressed by OSS.

Although OSS clearly has many attractions, potential drawbacks must also be
considered. As OSS development depends mainly on volunteers and usually pro-
vides its products ‘as is’, some people are sceptical about its security and availability.
However comparisons of OSS with proprietary software have been favourable!®. For
example, the analysis of source codes for the Linux kernel has been reported to have
fewer bugst, and be more reliable than proprietary software!2, OSS has also been
shown to respond more quickly than proprietary software in releasing patches to
identified vulnerabilities. Clinical information systems must inevitably have a high
level of security to maintain patient privacy. OSS can theoretically be made more
secure than proprietary software because it can receive mput from many develop-
ersi®1,

As described earlier, the potential of OSS has been recognised in the medical
field, and many healthcare related OSS projects have achieved success*:!4, However,
many problems remain to be solved. The development of OSS requires many devel-
opers with numerous skills and ideas in order to produce a good product, and as a
consequence OSS projects recruit developers worldwide. Unfortunately, worldwide
projects are rare in medicine, because each country has its own unique medical
system and thus software cannot readily be shared without specific adaptations
and a literal translation of the language. When language is not a barrier and the
practice is exactly the same throughout the world, e.g. viewing Radiology images,
OSS can be readily used with minimal or no adaptation’*Z, Furthermore, despite

differences in medical systems, the workflow at hospitals does not differ markedly

among countries, making it possible to produce a unified worldwide medical appli-
cation. To accomplish this, a worldwide medical project should separate common
and local components (e.g. accounting, insurance claims, etc.) and standardise their
interoperability.

With respect to the implementation of standards, Health Level 7 or HL7 ~comph-
ant OSS is abundant throughout the world. The openEHR Project has standardised
these programs according to their unique modelling method and has released them
as the ISO/CEN 13606 standard!. OSS and open standard products have improved
the interoperability of the Internet, and can similarly improve the interoperability
of medical systems.

OSS is sometimes used for purposes other than those intended by the developers.
Although most OSS has not been developed specifically for clinical use, some OSS

100 The Journal on Information Technology in Healthcare 2009; 7(2): 95-101




Open Source Software in Medicine and its Implementation in Japan

has been adapted for the clinical situation. Similarly, OSS that has been developed
for medical applications may also be used in other fields as OpenCOBOL% or CGL
pm?*2, OSS should be enriched not only for clinical use but also for use by the entire
OSS community, as human intellectual property.

In summary OSS has the potential to improve both clinical operations and the
interoperability of medical systems. A number of promising OSS projects in the
medical field may benefit both medicine and human intellectual property.
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