ERIE®RY 2008

UTEN>TWND, ZD5E. BFEEREE. NMER
MREEH LOELFIREDRZEDOHIREIN T
50T, A—ROFEFEHRPRITARANETINLD
FIHITHRDONTLEN, EFERHDT 7 A8
BEL U TRIEBEREDIIATTHS,
O EEEERUTZEATIH®D ADIMEE
@ ABBEITHED S VX ARBEIEHEEN
8 TX 55+ (URIE)
@ EAADIEENBEHINTOEEFF
ER AT (URIS)

2.3. AAERIERERI AT LADIEM

EFREROBEIAEREITCLHNEEEOHE
ERH R THRERGTEILIIR>TWADT,
ZZ Tk B F A EH % InBox (% 2 ¥ 2).
ViewBox (& §- (& - 2B 4). av I Va
(D AT L DBEHFERITOIS) OHkEER D
kU,
Fo, BFREHADT 72 AT L BEES—RE
EWEEMINTVEN, RTOREA T TIEERTK
DB M RITEIERBREITOZLEFE LTS
DTPKIBHEZE /- IME A—R21ER U,
MRS T — 22U T3, HPKIZBZIZ LV EE
PR RFEL. E iz Y DARIERE P EEKBEE D
WEAEERITD LI IV E(EDORRIEZFMEICL &,
Y= INEHFHDNNIBRTIVAT LD ITORNK
A TERIBEUI, ZO, EEBENSSRBT215
BILEAFIVT - F VTV RVPNZFEMAUZ,

2.4. 7ONIATIRT LD T LAY —E>
FUF
FERYATLRHEETZIHEY. UTOTS LA
—%HET D,

EA(Z—Y)

#2xrr 82—

BT 2V —N(EBFHER)

bt

AEREE Y —E A
BIZMEZ T—2 Y=\ Tk, 72 %@ AR
B3 BHsEE (IRAE Y —/NHHY) 2InBox, B8k 5
T8 2HkEE (B HE Y —/\HY) % ViewBoxt 95,
FHERV AT AIIBWTEEINSG YT VA DR

AHER4AIRT,

e e |
OB el
RERS) g 318

7 7

Elpt_ﬁaﬁ—k(rvﬁzz‘ﬁ&- c;?-;)‘l:
M4 TONATIRT LD )4

ZOFMELLTICEE T,

ORZV2—TCRERE. BHEZH. L&
M M2%E228 L EST -2 AAT T V—
VANEOTT—E%R AN T3,

@BV E—LRBT—EY—N\HEAV
TV RVPNERET 2,

@OANIN/ LT — R fFET A —< I M
U ART—R BT BEG A1 LAY To
Uk LTRSS T2V —\DInBox &9 2,

@YWL T—ZI— /1 INTILAL. B
2 DInBoxMIZEWTWA ST —2%{EAFHPC
ANETVA—RT 5,

GENBEPCAZYO—RUET—R%21ES
{bU. (E2HE R A% T 5,

®EANAPCAZYYO—RUET—4%
ViewBox\E#k$ 5, (ERE)

@InBoxIZ R EINTWVWBT— 4% ViewBox
NEGT B, R/ ZIRME)

®AANFAPCHHViewBox AN EHFHIN TN
BT —2%22RT5, TOBREFELPEIILA
2T DORMERTERT 5.

OViewBox \EEFHRINTNST —X%& I ERE
BV —UEANREL SREE Y- 22 AT
5.

OFFEBEADPCH 5ViewBoxNEEFHIN T
BREST—R2BRIILAIVO—RTE, DR

ETELRINLAZY TOENMEZ RS S,

2.5. 7AORNIA T RAT LADLER



ERIERY 2008

25.1. BEEET—¥

T —ROAIFHAHLTHA D CDA-SIGTHRE
INTVBHEANREHBREZ RS EE V0.
42 HE T VA XMLOZE# A (CDA Release2.
OIS S 5, BT — AW T EFE®D
1% ¥ T » % DICOM (Digital Imaging and
COmmunication in Medicine) G X CHEFEL.
DEMZDEHEBERIZOWTEMFER(Medical

waveform Format Encoding Rule) A& U7, -

BEEET— 2 T AR T & (E k&
TR BT — 2% RUART — 2% )Sr—3
{CU 23— 7 — A% FEHEL TR D, EHEOD
BIXZOT7ANVTBREERSEEZERL. 740V
RS IHE-PDICHEILL 72 [ 2],

2.5.2. A95—4

ARF— 213 BRECHRAIN O LI,
BESHT—Z0HhaBHOY0L>REEHD
FoATHENEEECEBEROAETRT S,
AR TF—RFXMILAO 727V E U CE L 8
BEET— ALty N CEET 3,

253. BEFES

BEEET— 259 6EFERIE HPKIIC
HOCEFELY S S, HPKIIEDKEFELT
W EHEORMARIC I B R T

TED, EFELDARNIOVCIE, HelicsHi&iz
#EYLL TW3C(World Wide Web Consortium)
T % ® 5IXML Signature Processing and

SyntaxJIZ¥ LU /- EnvelopingB D R & Uz,

254 BEL-BES
BEERET 23 EZL2-CESkXh,
I—FPCAA YO R’E LB RISHRER
YN ECBRINET—AOBERIESIh
5. TOBOBE - BESOHFILU T THS,
OEREET — 2 EREOREL
BEEHE T —IA0OBES{LEACZILARES S
ANCEES(AL. LBEREOBRE#EI-YOR
B CIE b a5/ 7 UV R FRE BB 5,018
BShIGERIT BEEET —ADAYT—4
IZHEE 5,

@1—HPCLTOESIL
AR TFT—=RNOBESLIhLEEEI—F DO
BEROREETCESL. EB{bL- AT
BEEHET 228775,

OEFEEHREEY— N ETOESL
BEESHEET—NIBEINTOET—4%5
BB 2RI IBREET —ZDART —
ARIZEMIN TSRS I N mgEsrn—
PICEMA U VB EHAORERTESL
T8, EELU BRI EEEEY — N A
U BB N IRl CBEER
T—REEEL. Y NERERTT S,

2.5.5. 1—HEREF
A—-YPEFEERER TN AT I AT EEIC
ETL KBS HWEICH—REHER2TO. R
FEANIK. SHEERE AN EHVAEFYL I &L
ARY AR RE U AP RB U583 251
T Y MUINR—27 2 (Cookie) 34555,

2.5.6. 757 TV RVPN#ELE

AT TV RVPNER ORI, R D AR
HREL T 5D RV —Vl YT DR EIERE
BETHHEILERBLL. ZORAFELLT
HPKUZE OB FELEFIHLZ[3],

2.5.7. HEpEis

ViewBox A B &L ET— 2O HMhs0n<oh0
T—REBIRL SNREEY —C AR RS 5P —
NANHB U SMREE T —E AR S hr
TR ARERBL, a— PR
5. 52O =R U T ARV I VR
H-AHUTORBEHAENTIZ VAT LAD
T—REMLEDOY AT AOFIAET o,

3. ER

3.1. TOMATORAT LADIEE

AHRCEY FARUELN-FEE PR S D
S BEN DT — 2 EFAEEITHNE TS
Y NR . PKIN—RIZ kD 7 24 A205E 5 L US
EREEUCELSHRY) RELT— 22 EF




E#EEHRE 2008
FAEFITBHL T BEIGL., EEEEIGERT
XD LEERU £ T—ADEEMEHPKI
%%@ﬁ;nc\l J:UB &Zé\—t%%ulhbf—o
MSITIBEEL - TONA TV AT ADNERRT,

[zt 2— I

E5 7ar9A T AT LDHER

3.2. 7ANIA TV AT LDOENEREER

TFVANHE DX BMERER R T o7, LTITEN
ENOFIEIZDNTIRAS,

3.2.1. {E/T yljj

L 2— )%PCL:/(/Z}\—)V*?LtéﬁﬁAP%
FIAL, 2—YIERICE T 2 E RS bl
T 5EHREZ U BT, [, Ak,
WIEDRERE AN U, E72 MEREIZ B ERNE
WEAZT—RLUTAA U, =Y EHFORRIZ
L BEEET 42552003 —Y 0
AFIGEAEAE % F 8k U7,

322 EBEVI— BT —IT—/1\H
DAV T RPN

AVvF <V RVPNEEEAPRFIHLUC BT —
Y —NABHEEREB IR0/, ERER T S0
I =N\, 751 7V R B, Bk
EEEN o,

3.2.3. @24 —h5InBox~DT—%
A

IV T YV RVPNO#ERRSE T . gty 2—0
ERAAPZAALTESZ T —ZY— /"D InboxN
T—REEM U, ZOBR IZRE T A —TY I DE

7

i T —ADEME. BFEL. ZTLARY TDME
MPITONEDERER L,

3.2.4. InBoxHBEABPCADY O~
k
I—YPCOEFMAAPRFIALCHFBEEE T — &%
57"’7‘/13 RU7z, 2—HFiFInBox\ 77 23 5L
SEFESRNZBD T, ICH—REZFHELTCa—Y3ER
FE&1T o7, FRAE %, InBox EDT—4&— ﬁjﬁ
FERINBDT, RERT—A%RIRL, FUvO—
RUZ, &y B—RUET =213 AZT—RIERR
INBH, T—RDAEKIIRE S XN IRIERDT
RAZLIETERNI 2R LKL,

3.25. BABAPCTOT—9EZLELV
%
a—YPCOERAPERIALUCHRREE T —4D
BEEFO A EBINELT RIS RA
Viewerh»H 2D T, TN2FIHLUTEZERD
T—REMEL /-, £z, 2R ViewerzfI LT
EFBLROEALARY T OBREERITIZENT
Sieh

3.2.6. BAAPCAFIYO—RLET—%
MDViewBox D& &k
I—YPCOHEFAAPEFI AL TInBoxb A IV
O—RUAET— 4% ViewBox B8k 572D T —
BIA—IYRANEWU I, Web T 70 N5
ViewBox~\7 7t AL B BiE2FELAZ1—Y
PRI AT o7z, ViewBoxA\F ik § 27 — X% &R
U, Zi 17577,

3.2.7. InBoxIZRTFINTWET—4D
ViewBox~ D& &
I—YPCOERAAP2FAL TInBox LD 7T—4%
ZEANAPCAZ Y O—REFIZEFEViewBoxN
ok HHSRERRERR L, BEN T T §5LWeb
TV BN BUERESRTI A,

3.2.8. (A NFAPCH BViewBox~NEfxRIN
TWBEZST—IDSHR

ViewBoxA\7 7€ AL, A— Y B2 1T o7z, A
Za—0HFrb, —BEULIIKRRIZI>TRRT



EMERZF 2008

57— 2% BIRL. BYE RSB UL, BEYE
BEWeb7 5OV ECHEMRETH ok, £/ 8
FEABLUILAAR Y TORIFER L HE
BILMTHE,

3.2.9. S EREE Y —E 2R FIFE
ViewBox COZEEE T, B2 ENIIRREIN
TVSHMNBEIERA 2T L T OBRBBREDRE
BHASEEEY—C AN SRR
EA(NIIVAT Y IWEB) BB DOWeb 7 599 £ T
BEIT AL EMRU, 20T AT /L
ERBREERICEOIBETF Iy ROy —
VARZIFTEIENTEE,

3.2.10. BRAPCTOT—9BRR OIS
va—~K

FRAOPCTS BT SHAICI. X3z
HIREE Y- N\ D2 AT Y RVPNEESL
T X DBA—Y OPCE R ViewBox~ T 74
AU BZ#ERE22 B 2-EROE &k
T—ADAYYO—REARETHY, v o—RL
AT AFA—YPCTHEELAT— 2L A E
AViewers T —22BE W RECH 72,

4. ER

4.1. A0S VIR EA VSR
AT —2%RBELCEBESHT 85 405
A CRERIEUSBARY—Z AN T BHITIER
WEDEZ FEHE,UHLIOUEEE  BESEE
ORBMOT — 2D RIHE TR, USBETEITT
BGEERIHIBA T B0 TC. BEFHERD
SOIHMTESL /—REN B SVHEA R RN
ERBLEZLNS,

4.2. FhEFEES/MIMEE D HLER

BERBHLE S GEEB5S/MIMETH4 L
DiFmddd. UirL,. EFRERORBITEEE
PEREREILINAEL SV TCORARERNT
ICWS/—RTHEI LD EFaT1 LEEIR
EINTVEILRE EYFPZIFIINT 2R
DERME NERERED RN ARATZEORILY
UTHEZ S E PR SNSRI CELE ST WA,

4.3, F=T250—

EEIIDE>TRREBHREZEFAERIBAELT
BLEBBL BRILIN TR, 77 A h—R%
MERUED  ERBUBRIESTIRRS, @56
PORBA-FEOFENBEIIRS, SEDY
AT LD InBoxid REF M M ETH B0
THF—TAZE-FMBEZHER DS, £
K> THEEINSViewBoxii A X alon 0 T
RPBECHE, - BRIIBERT—RTEE
DA—FP RS CEHBE CEDMBEL AL ERD
NEDRLZ I EROWAKE AL E
EZLTETMLTIREN DS,

5. 4518

SHBRRIRKOMEDEH SORREELETELT
EHARBRETOFETHIA. TDAITITRM
T—ADBEN GUIDKRBBLY. £XaT7h
CRLOTER R HA LAY 7D BOFIRIN A
AR NI DHEEEEDEF Y TR
VY—DRNPBETH D, AV
AYSROBETHS,

6. iEE

X7 DB RIS BB E TS
ERttg: (R by 2ROV T YT IR A
G OM LR IZB\ W UiTbhs,
BFIEFROBEFC ABEES B SR Z AR
FPEAMRERAERIC IO ER SIS,

ZE Xk

[1] #REIREFIVT VAT A hitp:]/www.
mihama-med.acjp/emr/. Michio Kimura,
Hamamatu University Hospital.

[2] EZHh—. CDA R2ICEEYLU -8 ASRBLH
BEZUEEREELNHU-AAEEEREE
VAT A BLTHERIERFESKS,2007,P7-4.

[8] EZHE—. HPKIXAA)3Iv7 T ek
VPNEDBEIL Lo Xa T RERR ALY Fyhy—
7. BIREREREESAS,2007,1-H-3-2.




J Kor Soc Med Informatics 2008;14(3):213-220

Review Article

The Personal Health Information Reference System
based on eP.0.Box Conception

Kouichi Kita, Joong-Sun Lee, Hiroyuki Suzuki, Naoko Taira, Masuyoshi Yachida,
Hiroshige Yamamoto, Yuji Homma, Takashi Obi, Masahiro Yamaguchi, Nagaaki Ohyama

Tokyo Institute: of Technology

Abstract

IT Strategic Headquarters of the Japanese government compiled the Priority Policy Program 2007, in which
“Betablishment of the structire for every citizen to be able to manage and utilize his health information by himself” and
“Foundation of the & Post-Office box for the realization of the social security service in aspects of people” are declared.
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to be individually selfadministered by the owner. A patient can register his data, and download or reference it from any
medical institution of home when necessary. We made a prototype system to realize such a personal health data referring
system based on the e postoffice box concept. The system is to be used in field trial experiment with the staffs and
students of Tokyo Institute of Technology using their ID Card. This prototype system is expected to be available for the
policy suggestion in the realization of the ¢P.OBox stated in the Priority Policy Program of the government.
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The Personal Health Information: Reference System based on e-P.0.Box Conception

Introduction

Japan is facing unprecedentedly rapid aging society of
longevity and low birth-rate shrinking labor force and
economic growth with the problems of pension funds and
public fiscal sustainability. The medical expenses are
expected to rise apace in the coming years making it
difficult to keep the balance between satisfaction of service
and financial resource. Accordingly, the government is
struggling to improve the disease prevention and early
detection, and the quality and efficiency of health care, in
addition to the health disparity.

To. achieve these goals, measures are described in the
Priority Policy = Program 2007 compiled by the IT
Strategic Headquarters of the Japanese government”.
These measures include the establishment of the structure
for every citizen to be able to manage and utilize his own
health information and to receive adequate care that is
particular to his constitution and medical history. By such
structure, interruptions in the health information of
patients - between various  medical  institutions are
prevented, and higher quality medical care is anticipated
based on the analysis of pathologic information and
clinical data. The information infrastructure Japanese
government will construct is provisionally titled the
Personal Digital Documentation Box, alias the e-P.O.Box,
aiming for the start of its service in FY2010. With the
mechanism of the e-P.O.Box, citizens take control over
their own health information that is currently managed
separately by medical institutions and health insurers.

We introduce a prototype of the ¢P.O.Box Basic
System developed for personal health information
reference system, whereby health information is delivered
from medical institutions to the server, i.e. ¢P.O.Box, for
patient to manage his own. The patient can access to the
server using his ID card, download his information,
register other necessary information, and refer to them
when required for the treatment or health maintenance
from a medical institution or from home.

We plan to do field trial experiment of the developed
system with the staffs and students of Tokyo Institute of
Technology using their ID Card. This prototype system is
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expected to be available for the policy suggestion in the
realization of the e'P.O.Box stated in the Priority Policy
Program of the government.

Methods

Concepts of eP.O.Box

The introduction of the e'P.0.Box is for the purpose of
disclosure of information on a person to the person
himself by administrative and social security-related
organization. Every Japanese resident is given a personal
account in the cyberspace, not mandatorily but by the
voluntary ~ application, which is for good social
acceptance.

It is just like a bank account through which people
manage his monetary flow trusting the baking service
provider.. The use of the account is fully under the
holder’s control and the status could be checked at
anytime. In the ¢P.O.Box service, there are additional
functions, such as navigation of public services, letter box
to receive and send the confidential mails, and validity
check of digital signature etc., having loose connections
to the back offices.

The concept of the eP.O.Box was proposed in the
meeting of IT Strategic Headquarters of Dec. 2006, and
adopted in the Priority Policy Program 2007. The
eP.0.Box project is supported by the Cooperation of the
Cabinet Secretariat, Minfstry of Intemal Affairs and
Communications (MIC), and Ministry of Health, Labor
and Welfare (MHLW)".

All the eGovermnment services are expected to be
converged aiming for the one stop setvice, including the
social security status check, national pension, health
insurance, employment insurance etc. as well as
healthcare service of private sector.

The eP.O.Box is similar to the portal sites and PHR
(Personal Health Record) systems already exist in the
Internet sites’” . However such systems are presently
servicing with management of information flow under the
service provider’s control, not users who usually having
‘windows’ or ‘gates’ only for seeing their information.
Moreover, the existent services are separately provided by
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Figure 1. Concept of the e-P.0.Box

health

institutions. In private services, protection of user’s

local governments, insurers, and medical
privacy is always concerning matter’®.

The e-P.0.Box account has a role of reliable point in
the cyberspace trusted publicly and definitely tied to the
user, like the address of home in the real world which is
registered in the local government. The cyber home
position provides a method of certification and
qualification of the user in public services to which the
access is securely guarded by the use of IC card,

supposedly the Social Security Card.

Secure health domain network

In treating personal information through a network, the
security must be guaranteed on the communication path
from the sender’s to the recipient’s device protecting the
transmitted data from all the threats ”. For the healthcare
information system, Ministry of Health, Labor and
Welfare of Japan prepared the minimum guidelines for
networks used on the health domain. The eP.O.Box
system is necessary to meet the guidelines to deal with
personal health information. The second revision of the

guideline issued in March 2007 is as follow”:

@ Protection must be taken against the threats
tampering such as virus injection into. the network,
wiretapping by crackers, and spoofing such as session
hijack and IP address spoofing.

@ Authentication is necessary between the sender and
the recipient at the entry and exit of their facilities, at their
networking devices, at the functional units of these
devices, and at other units that the user wants to use.

@ Protection should be made against spoofing as
authorized users or devices in the facility.

@ Routers and other network devices must be
confirmed safe and routing must be properly configured,
so that routers cannot be used for communication with
different facilities via a VPN.

® Security measures including encryption of data
must be taken by both the sender and the recipient. The
encryption keys must conform to the e-government
recommended cipher list.

® Responsibilities must be assigned to relevant
in telecommunication and

organizations involved

demarcation points of the responsibility must be clarified
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by contract.

@ Prevention of unnecessary login during remote
maintenance by setting appropriate access points, limiting
the protocols to be used, and controlling access privilege,
if necessary.

When signing a contract with a network provider or
an online service provider; institutions must make sure
that there is nothing wrong with the scope of managerial
responsibility for threats and telecommunications quality
including line availability and that the above guidelines 1
and 4 are followed.

As a secure network, VPN (Virtual Private Network) is
widely used by its reasonable cost, which offers similar
functionality and services: like a private network even
though implemented on the existing shared networks”'%.
However,. there are many types of VPN with various
security levels, some not satisfying the government
guideline to use in healthcare domain, and others
expensive in popular use; but most of them have to do
troublesome environment setup whenever to connect with
new point. The Dynamic On-demand VPN is considered

to be one of the solutions for the problems'”. The

Certification
authority
for device
certificate

The service certificate is
delivered according to the

device certificate
on the 1stjayer.

specification is now being proposed to ISO/TC215 WG4
for the international standard in health informatics'®.

The Dynamic On-demand VPN has both advantages of
good security level as in IP-VPN and of inexpensiveness
of Internet VPN. It has higher authentication level than
Internet VPN, and other superiority, such as easy
connection establishment between any points on demand
and light load for setting: VPN environment of users.
Furthermore, unlike a conventional network, which is
built at the initiative of the providers, Dynamic On-
demand VPN is a network platform positioned as a user-
initiated social infrastructure that allows dynamically
changing user connection policies.

The key feature of Dynamic On-demand VPN is that
connection points can easily be changed by simply
downloading a new service certificate from VPN Service
Provider, so that enabling N-to-N. VPN connections. It is
allowed by using the doublelayered PKI (Public Key
Infrastructure) function incorporated in a PKI chip (IC

- chip) used in a VPN device, router. At the first layer,

device authentication is performed using PKI certificate
for the device which is registered at purchase by the VPN
service provider with the PKI chip. After device

Certification
authority
for service VF’_N
certificate service
S s
o b
. *
o bt
- @
-

VPN service is securely
provided based on the two-
level PKI

VPN deviceg:

Figure 2. Device and service certificates in a PKI chip
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validation, a necessary service. certificate is downloaded.
At the second layer, the service authentication. is carried
out. using: the PKI . certificate  for: the -service, and
connection - information .is- downloaded; then the VPN
service starts securelyw).

 With security and flexibility in use, the Dynamic On-
demand VPN is applicable as a suitable communication
scheme to meet the government guideline for networks
used on the health domain'®. In the application to
healthcare region, it is desirable for healthcare institutions
to use HPKI(Healthcare PKI) for the digital signature.
HPKI is defined in ISO 17090(Health Informatics - Public
Key [Infrastructure), which contains qualifications and
titles of  healthcare professionals in the Certificate
Extension-. hcRole  (healthcare role) field. HPKI
certificate is issued by MEDIS-DE (Medical Information

System Development Center) in Japan'*'®'").

Social Security Card

In coordination with the e-P.O.Box project, Ministry of
Health, Labor and Welfare is going to implement the
Social Security Card that will act as a pension book,
health insurance card and nursing care insurance card etc.
The facial photo of the cardholder would be printed on the
surface if required as photo identification card. The card
is expected to be an access card to the e-P.O.Box through
that the cardholder is allowed to check his pension
premium record as well as other information of the public
services. The personal record written in the card is so
rigidly secured that no one can steel it. .

In view of the situation of the health insurance card, the
number of the new cards would be 110 millions for
people of age 10 or older. The amount of work in issuing
a Social Security Card with photo attached and digital
signature certificate is cbmparable to that of e Passport,

‘which is being issued 4.5 millions per year of total 40
million volumes. As for issue of the total number of
Social Security Cardes, it takes about five and a half years
even at the pace of 20 millions of a year. The fact that the
available period of an IC card is at most ten years should
be taken into account.

Who issue the Social Security Cards is still under

J. Kor. Soc-Med. Informatics . 2008;14(3):213-220

discussion. and: linking . with_ the resident registration
network or not is not yet determined: The Priority Policy
Program 2007 states that the Social Security Cards start to
be delivered in FY 2011.

Outline of the prototype system

A prototype of the eP.0.Box Basic System was
developed in Tokyo Institute of Technology for. personal
health information reference system. It consists of three
parts, the inBox, viewBox, and the Concierge. The inBox
has the function mainly to receive data from healthcare
institutions. The viewBox is used to register, store, refer
the data in inBox. The Concierge is a bridge for
cooperation with external services, which: effectively
utilizes the personal health data for the user. We plan to
do field trial experiment of the developed system with the
staff and students of Tokyo Institute of Technology (often
called Tokyo Tech). For the experiment, The Tokyo Tech
ID card is substituted for the access card of is the e
P.O.Box. The Tokyo Tech ID card has PKI function.
Figure 3 shows the schematic diagram of personal health
information reference system. In this diagram, the part of
the Examination Center is taken out of the laboratory and
put in the hospital near Tokyo Tech to collect the medical
examination data of users. For the upload from the
hospital to the server, HPKI signature is used to confirm
the potential authentication of the data'®'?.

The workflow is as follow;
(1) The medical examination data including diagnostic

_ images and electrocardiograms, if any, are digitally

signéd by the doctors and sent to the account of the
patient in the Examination Data Server, i.e. inBox of the

. prototype eP.O.Box. lhe data pass through the OD-

VPN(a Dynaniic On-demand VPN) Router is encrypted
by a secret key of symmetric key cryptography and the
secret key is encrypted by patient’s public key and
attached to the data *%.

(2) The patient accesses to his account with
authentication by his ID card, and download the data from
the hospital. The secret key used in the encryption of the
data is decrypted using his private key packed in the ID
card.
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(3) The data is decrypted by the secret key. The
medical examination data with digital signature of the
doctor is securely registered in viewBox at patient
discretion.

(4) Dynamic On-demand VPN authenticates the sender

e
I Data Server
(e-P.0.Box)

Examination Center |

.. B EGary Bata (e External
: AN | Related
%/ Tokyo TechID Card (Access Control, Decoding) | Services
W o R e S B s S AR T T LN AT e e B S S

' Tokyo Tech ID Card |

B — o i3

Examination Center

ta Serv
(e-P.O.Box)

to be a healthcare professionals by HPKI and the
connection control is performed by the policy.

(5) By HPK]I, the referring side of the data can confirm
that it is provided by healthcare institution or by a source

of the public responsibility.

External relatecd
Services

BRIl o

Figure 4. The arrangement of developed proto-type system
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Discussion

Healthcare messages* through  the ¢P.O.Box are
necessary to be standardized to be effectively shared and
usefully utilized. In the experiment of Tokyo Tech, data is
converted based on the HL. CDA R2 .

Access to e-P.0.Box box is necessary to consider more
easily just like bank account. The server could support
different access schemes: ID with password, token, IC
card etc. The server opens or blocks the secure access
pass to: the application subject to its policy. It is
recommended to have the existing Resident Registration
card and net Social Security Card coexist for the access to
the eP.O. box through the use of public personal
authentication service.

To spread the system for the public use, who pay the
cost of the system. is one. of the most significant
considerations in the future. It sounds reasonable that the
sender of the information bears the cost. Other data such
as EHR could be treated in the ¢P.0O.Box box at the
user’s choice; even more life event such as employment,
retirement, graduation, move; etc.: could be included with
a good navigation of the Concierge function.- The more
widely used, the less expensively it would costs.

The access method of the system is another key factor
for the diffusion of the system. The Ministry of Internal
Affairs  and Communications (MIC) is. going to
inaugurate a study group and make an examination in
next year for the adoption of various terminals for the
access to e'P.0.Box. Mobile phone and kiosk terminal are
considered as the candidates. Access through the digital
TV for terrestrial broadcast that wholly starts from Jun.
2011 is also under discussion. It is from the perspective of
dissolving digital divide and providing universal service
for the people who are not familiar with using computer.
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A suggestion of the offer and management system of the individual
prescription and medication history
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Abstract Now the investigative committee on the medical information network infrastructure examines about the digital
prescription. And when the individual medication history including the digital prescription and dispensing
information is managed, the use of “e-post-office box” to which the government is scheduling operation is

expected. However its concrete requirements haven’t examined yet.

In this study, I suggest that the system could manage the digital prescription, dispensing information and
information of taking medicine by cooperation with “the e-post-office box”. And I repot on the details of the

examination of the basic requirement of this system.
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