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Abstract

Information security and assurance is an increasingly critical issue in health
research. Health research deals with information that is highly sensitive, be it genetic,
new drugs, disease outbreaks, bio-chemical, or radiation effects, and could be targets
by rogue individuals or groups, corporations, national intelligence agencies, or
terrorists, looking for financial, social, or political gains. The advent of the Internet and
advance in recent information technologies have also dramatically increased
opportunities for attackers to exploit sensitive and valuable information, by leaps and
bounds.

Government agencies have deployed legislative measures to protect privacy of
health information, and developed information security guidelines for epidemiological
studies. However, risks are grossly underestimated and little efforts have been made to
strategically and comprehensively protect health research information by institutions,
governments and international communities.

There is a need to enforce a set of proactive measures to protect health research
information locally and globally. Such measures should be deployed at all levels, but

will be successful only if research communities collaborate actively, governments



enforce appropriate legislative measures at national level, and international community
develops quality standards, concluding treaties if necessary, at global level.

The best information security and assurance proactive measure would be
through a rigorous management process with a cycle of “plan, do, check, and act”.
Each health research entity, such as hospitals, universities, institutions, or laboratory
centers, should implement this cycle, and establish an authoritative security and
assurance organization, program and plan coordinated by a designated Chief Security
Officer who ensures implementation of the above process and putting appropriate
security controls ir; place, with key focus areas such as policies and best practices,
enforcement and certification, risk assessment and audit, monitoring and incident
response, awareness and training, and modern protection method and architecture.
Governments should enfc;rce comprehensive scheme, and international health research

communities should adopt standardized innovative methods and approaches.



