Glossary

Term

Definition

Access

Read, write, modify, or transmit/receive data or otherwise make use of any system resource
[45 CFR Part 164]

Administrative
Safeguards

Administrative actions, policies, and procedures to manage the selection, development,
implementation, and maintenance of security measures to protect electronic Protected Health
Information and to manage the conduct of the covered entity’s workforce in relation to the
protection of that information

[45 CFR Part 164]

Anti-Virus Software

See Virus Checking

; Archive

. Store (data) for extended period of time (e.g., years)

Auydit Trail Data collected and potentially used to facilitate a security audit
= . [45 CFR Part 142]
Availability The property that data or information is accessible and usable on demand by an authorized
person
[45 CFR Part 164]
- Biometric 1D - A biometric identification system identifies a human from a measurement of a physical feature or
‘ ' repeatable action of the individual (e.g., hand geometry, retinal scan, iris scan, fingerprint
- patterns, facial characteristics, DNA sequence characteristics, voice prints, handwritten
- signature)
. [45 CFR Part 142]
] Compact Disk ;(CD) Optical storage media

Compact Flash (CF)
Card™

Any of a family of solid-state memory cards

- Confidentiality

I The property that data or information is not made available or disclosed to unauthorized persons
. Or processes

' [45 CFR Part 164]

Digital Versatile Disk
(DVD)

Optical storage media

Electronic Media

(1) Electronic storage media, including memory devices in computers (hard drives) and
any removable/transportable digital memory media, such as magnetic tapes or disks,
optical disks, or digital memory cards

(2) Transmission media used to exchange information already in electronic storage
media, including, for example, the Internet (wide open), extranet (using Internet
technology to link a business with information accessible only to collaborating
parties), leased lines, dial-up lines, and private networks, and the physical movement
of removable/transportable electronic storage media. Certain fransmissions,
including of paper via facsimile and of voice via telephone, are not considered to be
transmissions via electronic media because the information being exchanged did not
exist in electronic form before the transmission

[45 CFR Part 160]

EPHI

Individually Identifiable Health Information that is (1) transmitted or (2) maintained by elecfronic
media

 [45 CFR Part 160]
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-
" Term

Definition

' Individually
. ldentifiable Health
. Information (IIHI)

5 Any information, including demographic data collected from an individual, that
(1) is created or received by a healthcare provider, health plan, employer, or healthcare
clearinghouse; and
(2) relates to the past, present, or future physical or mental health or condition of an
individual; the provision of healthcare to an individual; or the past, present, or future
payment for the provision of heaithcare to an individual, and
a. identifies the individual, or
b. with respect to which there is a reasonable basis to believe that the information can
be used to identify the individual

fr—lwntég rity

. [45 CFR Part 160]

The property that data or information has not been altered or destroyed in an unauthorized
manner

 [45 CFR Part 164]

Local Area Network
(LAN)

See Networks

Memory Stick™

One of a family of solid-state memory cards

Networks

. A communication capability that allows one user or system to connect to another user or system
. and can be part of a system or a separate system; examples of networks include local area or
- wide area networks, including public networks such as the Internet [NIST SP 800-26]

Operating System

A collection of computer programs that manages the hardware for other computer applications;
- examples include Microsoft Windows, Novell Netware, Unix, Linux, Mac OS

- ldentification Number
‘ ilf’IN)

] Pasgwgrd Confidential authentication information composed of a string of characters
[45 CFR Part 164]
PC Card A standard laptop personal computer device that plugs into a personal computer slot
approximately the size of a credit card (formerly known as PCMCIA™ card)
;_Iz‘grsonal A number or code assigned to an individual and used to provide verification of identity

[45 CFR Part 142]

Physical Safeguards

The physical measures, policies, and procedures to protect a covered entity’s electronic
information systems and related buildings and equipment from natural and environmental
hazards and unauthorized intrusion

[45 CFR Part 164] :

Remote Service

Provide support service (e.g., testing, diagnostics, software upgrades) while not physically or
directly connected to the device (e.g., remote access via modem, network, internet)

X Removable Media

- See Electronic Media

Risk Analysis

Conducting an accurate and thorough assessment of the potential risks and vulnerabilities to the
© integrity, availability, and confidentiality of electronic Protected Health Information

[45 CFR Part 164]

Risk M;nagemenF

The ongoing process of assessing risk, taking steps to reduce risk to an acceptable level, and

! maintaining that level of risk [NIST SP 800-26]

Security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate
level [45 CFR Part 164]

Secure Digital (SD)
| Card™

- One of a family of solid-state memory cards
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Term

Definition

|

Technical i The technology, policies, and procedures to protect electronic Protected Health Information and
. Safeguards . control access to it
: [45 CFR Part 164]

Token A physical authentication device that the user carries (e.g., smartcard, SecurelD™, etc.). Often

combined with a PIN to provide a two-factor authentication method that is generally thought of as
superior to simple password authentication

Virtual Private
Network (VPN)

See Networks

Virus

- A computer program that is either:
(1) Atype of programmed threat-—a code fragment (not an independent program) that

reproduces by attaching to another program. it may damage data directly, or it may
degrade system performance by taking over system resources, which are then not
available to authorized users

(2) Code embedded within a program that causes a copy of itself to be inserted in one or

more other programs; in addition to propagation, the virus usually performs some
unwanted function

" [45 CFR Part 142]

Virus Checking

 Vulnerability

A computer program (“anti-virus software”) that identifies and disables another “virus” computer
program, typically hidden, that attempts to attach itself to other programs and has the ability to
replicate (unchecked virus programs result in undesired side effects generally unanticipated by
the user)

[45 CFR Part 142]

A flaw or weakness in system procedures, design, implementation, or internal controls that could
be exercised (accidentally triggered or intentionally exploited) and result in a security breach or a
violation of the system’s security policy

[NIST SP 800-30]

Wide Area Network

MDS? v 1.0 (2004-11-01)

See Networks

Page 7 of 7 © 2004, HIMSS. All rights reserved.



