S ERALAR

ARETIEIXMLEBALTA 77 ) OFMREICKT L, 2 bNHTe T _RE RO & T 5,

3.1 XAdES-T XML B4 O/ERk

3.1.1 XAJES-T IZEML T, X1 ARZ T35 XML Z45 DfERE
XML EZL D7+ —<v b & LTIEXAJES-BES 3. 77, TN~DF A LRF T
o7 x—<v h& LT, XAJES-TZ8AT D, 20K, 7x3—~v F& LTHKD
O EMBET 5,

XAdES-BES ® 7' 11235 ¢ |3 SigningCertificate =L A > b (FH D 1d26) K,
SigningTime =L A (25) OAZHERT 5, -

B4 EDAPIGEFAED A% Keylnfom L Xk (15) &y M5,
ZDAREIFAZED SR % SigningCertificate =L A > b (26) &y M5, 3

TREORIE, KXMLEA T A7 7 V05 XAJES XML E4 O#iE+2 KT (XML
BLAOY AT [ 4-1 XADES XML 24 0% 7] #58) .

#* 3-1 XAdES XML &4, OfhiE

Id Element Attribute AR

1 ds:Signature XML B4,

1.1 Id Signature = I’ A > (1) Id,

2 ds:Signedinfo XML ¥4 OFA S DF RS,

3 ds:CanonicalizationMethod B FHNEED, Signedinfo L A ¥ NODEHLT LTI R
AEBET D,

3.1 Algorithm | ER{LT AU X AD URL,

4 ds:SignatureMethod BAENEED, BLETAT) RALEEET S,

4.1 Algorithm | B4 7)) XA URI,

5 ds:Reference BERNBOZ—F P o AV F~OBRETEET D,

5.4 URI BEKEDL—F F¥ o AV M EKEHT 5D Object T LAY
FO 116 DVEBRT D,

6 ds:Transforms Reference =1 A ¥ hSYD /Ny =25 ERT 5, EfL
FTNIYXLERET D,

7 ds:Transform

7.1 ' Algorithm | EHUET VY R A0 UR],

8 ds:DigestMethod Reference L1 AV bSOy V= ftRBICERT 5, N~y v
27 NVAY XBERET B,

8.1 Algorithm Ny ¥aFd) AAD URL

9 ds:DigestValue Reference = L AV MNSYD /Ny ¥ = {l,

10 ds:Reference BEZIBD XAJES 711357 4 = 1 A 2 h(SignedProperties,
N~DBWBETEET D,

10.1 Type “http://uri.etsi.org/01903/V1.3.1#SignedProperties” ([EE{H)
BAIHRD XAJES 7HRAF 4 LAY O 1d(23.1) B

10.2 URI
BN

11 ds:Transforms Reference = L' A > MI0)D NNy vV a 3HEICERT S, ER
7 NFY XAERET b,

12 ds:Transform

12.1 Algorithm FEHE T TY X LD URI,

° XAJES BHIB4 707 7 A V] p.15
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13 ds:DigestMethod Reference T A MDAy V2 HECERTZ, ~y
a7 RAFRET S,
13.1 Algorithm | Ny a7 A3 ) XA0 URL
14 ds:DigestValue Reference == 1’ 2 o MIO)D N ¥ =1,
15 ds:KeylInfo BAYMER,
16 ds:X509Data BAEOLNREEE,
17 ds:X509Certificate B4 EOARYGTIAE,
18 ds:SignatureValue XML E4 DERHE,
19 ds:Object BEAWMBOD—Y P o XAV FEEHTS,
19.1 Id Object = L 2 > M19)D 1d,
20 UserDocument BARBD—HF KX a AU,
21 ds:Object
22 XAdES:QualifyingProperties XAdES 71235 ¢
T RT A BRER LT 5 Signature =LA L MDD Id R R
221 Target
T 5,
23 XAdES:SignedProperties BEXIED XAJES a7 1,
23.1 Id SignedProperties o= 1 A 7 }(23)D 14,
24 XAdES:SignedSignatureProperties
25 XAdES:SigningTime B4 Uiz B,
26 XAdES:SigningCertificate BAFOAMNYGER 05 BT,
27 XAJES;Cert
28 XAdES:CertDigest NRAMEERED Ny = i
29 ds:DigestMethod ABMEERT Oy Vo B INCERT S, Ny T AT
UV XAwRRET 5,
29.:1 Algorithm Ny Va T A Y X AO URIL
30 ds:DigestValue ARJEER N DNy & il
31 XAdES:IssuerSerial A IHBEFERR H~ 0 2 BRI
32 ds:X509SerialNumber AFEYGER ROV Y TAES,
33 ds:X509IssuerName APRSEEERA1E D DN,
34 XAJES:UnsignedProperties WA RBED XAJES 7 u 237 1,
35 XAdES:UnsignedSignatureProperties
36 XAdES:SignatureTimeStamp BAWAS)~NDI A LRE T,
37 XAdES:Encapsulated TimeStamp BALRE T =2,
A LRB T b= 36Dy a— FERERETD
374 Encoding (DER) ,
“http://uri.etsi.org/01903/v1 2. 24DER”  (EHEfH)

3.1.2 Enveloping Z o XML E4£ ~D 5 i

XML Signature {13512 13 XML E4 D & L T Enveloping B, Enveloping B,
Detached B 3 FEEENEZIN TV S, S EIOBA% TIE, Enveloping B0 XML E4
DHEXIEETSH ([ 2-1 XADES-T XML B4 OERL) #2088

3.1.3 ARFHEEDZEES DIEH

BB OEBICHET 2, 2 2T O EEES L13 XAES FERICER S L

CounterSignature = L' X > b & L /- EFIE4 Tid/z <. Enveloping D XML E4 T
KRLp DY RFa X v ME2EHE, AW TFEETEL LD THL (THB

M)
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XAdES XMLE 42
XAdES XML& 1

UserDocument

4 |
)

[ s1azson |

| E4 (1

B2 j

BALRBUT2

L

3-1 XAdES XML 24, L H#EA4

3.1.4 RSA BUFDSA 45—
BFELTNTY XhE LUTRSARDDSA #HR— b5, (ZOHEET, XML
BETAT T VREKTYHR—-FENB, )
3.1.5 SHA-1 ZTFSHA-256 (Z/=iF#HLLE) DVFF— P

Ny a Ty XhE LT SHA-1, SHA-256, SHA-384. TR SHA-512 % ¥ 78—
b3, (ZO#MEER., XMLEZA 5477 )2 CHR— a5, )
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3.2 XAdES-T XML 24 Ot

3.2.1  XAdES-T (1#EIZHER L /&=, 54 ARLZ 735 XML Z5 DFFF
XAJES-T XML £4 %, U FOFIETHIET S, °

3211 BAH 73—~y FERIETS
XML AF—< 2 LT XML E4 (Signature = L' X > ) BEL LB E{
TWAHHEEHERT D (LEL, BANBOZ—Y X2 A b DOT74—vy hO
BEEAT 220
MZTHRDBEYIZ, XAIES-THERCHERL L CIELL S /87 o o —Y R
2 A MRy FERTWDEEHERT D, 7
3.2.1.1.1 SigningCertificate =L A > + (26) BNEET 5 FLHRT S

3.2.1.1.2 SignedProperties =1 A kb (23) ~DO&R%EFET % Reference = L A
>k (10) @ Type BIE (10.2) I
“http://uri.etsi.org/01903#SignedProperties” 23t v F &N TV AHHEEHR
‘j—‘éo

3212 ZELFOLARESEHAECOTETS

X509Certificate =L A > | (17) 2»bEBHEFORBEEAELBET S,
3.21.3 ARGEEAELRIET D

3.3 X.509 FEEAE DRG] % SR,

3.2.1.4 XML Signature DHEEIZFEVY, XML B4 & /ARSI E Claar 3 58

Z DALERE XML Signature DRI L7z > TITh b, €07, SHEHO
XML Security 74 77 VIZABEELEDH 2L &L, 22 TIRABEOFEMITRR L

AT
3.21.5 SigningTime =L A > (25) IZFdik XN 7R, KA L VI CTH D FETH
BTD

3.2.1.6 SignatureTimeStamp =L A | (36) ML HA A LAZ VT h—0 VERETS

3217 FALDRELT b =0 L ERETD
345 A4 LAE T b—2 v OWBFE] %53,
3.2.1.8 SignatureValue =LA >+ (18) 2 b, BAELZEMET D
3219 FALRFUT =T VIZEENBE Ny Vafil, BAHEO NNy V2B —K
T HEEERT D
O, BESIZT AT Y X AT SignatureValue T L A ¥ b OTERAL KON
vV aOBEEIT O,
322 ZEEE IHE XML EE DREGE

XML Z4 DRGEICBW T, BARBO2— R 2 A NP AILTF O XML E4
(Signature =L A §) Tholzlfhd, E®TOBLR VI A LAZ VT ERIET HE

® FETSITS 101 903 W1.3.2] p.89 G.2
" FETSITS 101 903 W1.3.2] p.89 G.2.2.1
8 IXML-Signature Core Syntax and Processing.l
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3.3 X.509 FEBIEOMREE

3.31 HTTP 72 p a4z 3 YRS R Y06 DL R (FCRL D Hig
T HTTP 7’0 h aic X AHEY— DY V—ZR~DT I EARYR— 5,
332 [HEHDGHET x — FEER O

KOFNETRBAGEREHEOIERAEFT = — L OBER U

FEZAT D
3321 FEHET = — O
EHER O CAFEHEE TORIENALHMET S (Microsoft OFBFE S AMET Vv
Y RAEBR)

i

3.3.2.1.1 ABRGEEHZED AKI (Authority Kei Identifier) 7w /37 ¢ DOfE % % —i2f

T
AX—A NTZRBETS

u(ll

3.3.2.1.2 3321 1TREATFR R 09 6261 Issuer Z ] CA L 272 L, AlA
(Authority Information Access) 7135 4 B R U CHIFARZ WET5
AIA BHEET 5 URL ~O7 7 ¥ X HTTP 7' F a OBz 4R — b
ERSR

Fe 0B, AINOURINZw v TREVH DHEIL, TORECHE e —
HNT 7 A NEBRT D,

3.32.1.3 FIEAOFEREZEE L, FFHET = —VEMETHE T, 3.3.2.1.1~
3.3.2.1.3%#& 0 RY

3.3.2.2 CRL - ARL Ot

3.3.2.2.1 FERT = — 2 EORTOIEHE D CRLDistributionPoints RN 5
CRL - ARL ZEU5 %%

CRLDistributionPoints 238%E9 5 URL ~D 7 7 ¥ AIZIZ HTTP 7o k=
VDI PR — T B,

F 7~ = ofF, CRLDistributionPoints @ URI 12w SREDNR H A AT,
FORETE N —H VT 7 A IVEBRTH
3.3.2.3 FERA#HT = — 2 ORREE

33231 NRLEOLTOERENTE LT E#ERT 2 GEHEZRIT L CADOA
BREECIREES 5)

3.3.232 NALOETOMAZEIZSDWTEHBHIRRZ B X TORWVELIERTS
3.3.2.3.3 RR EOLTOIHAEIZHOVWT CRL - ARL R LU, SEFEMNLZ LT
NIRRT S

3.3.2.3.4 RFC 3280 121V A FOATOIEHBIC OWTIFREILEOR Y v —
Bl Rt R LCWD b w510
T DMBIIERER 72 X 509 FEBIEDREET LT Y A AL LTedi - Tirb

N5, Tod, HEO Security 74 7 Z DICABAEERIZ L EL, Z
T TR OFEMIEREE LRy,

o hitp:/iwww.microsoft.com/japan/technet/prodtechnol/windows2000serv/deploy/confeat/cryptpki.mspx
10 RFC 3280 Chapters
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3.3.3 M 5T X 509 FEBIE T 1N ¢ DEFE
MR EFEALS B PRI SREER SEREARY ] cE&E Sz, (hcRole & o 72)
PLIRSEE 2 & e X509 SEAED TS 08T 4 ~DT 7 ARV R~ bT 5,
PR— b 425707 (2O TCRRAMEED [R7.1L.1EHAZEO v 77 A1 (B
AR ) RO TR TI2FEHEO T a7 7 A v (PEEFEIE Extensions) ] #& M,
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34 ZALRZ T b—7 L DRRGE

341 TSPover HTTP >z fp 2Z LB TSA H—NPo DL oA AR L T f—2 B8
HTTP 7' k = )b&F|H L7z TSA ¥—s3 & D TSP Request 2 (! TSP Response 2 v 3 =
VEYR— T B,

342 L AARZ T P—2 o DERFE
ROFIETH A LAX T =0 OBRIEETT D,

3.4.2.1

3.4.22
3.4.23

3.4.2.4

BANAL T b= DT 3 —~ v b OWREE

AABRAZ T h—=0 veBYHL, 2O 74—y MRIELWERHERT 5,
BADRZ T M= o nbELE (TSA) OFEHZEZEY K,

BA DAL T M= DERIE

TSA DAB@EZFER LT, FALARZ ST b—0 LV OBLBERIET 5,
TSA FEFE ORRFE

3.3 X.509 sEBHEDREE] #58, 777 L., TSASEHEDI RIS v a v
BHAEEIEZDAT » TP EEWT B,

343 SAARLZTN—Z DT RNNT p DEFE
FADRZ LT b= DT NRT 4 ~DT I REP R~ F 3, YR— T35
BRF LICONWTEITRORE B (MEEP) .
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4. XML EB£A DY)
ARETIIXMLEAL T A 75 ) BMMER - BREEOX SR & T 5% 7V XML 2777,
41 XML B4 DY TV
WD [ 4-1 XAJES XML B4 OV 7] id, XAdES LD XML B4 OY TN TH D,
EFIOFEFIL, i [# 3-1 XAJES XML B4 0ifiE] 251,
3% 4-1 XAdES XML B4 DY 7' )v
<?xmi version="1.0" encoding="UTF-8"7?>
1 <ds:Signature xmins:XAdES="http://uri.etsi.org/01903/v1.3.2#"
xmins:ds="http://mww.w3.0rg/2000/09/xmidsig#"
xmins:xsi="http://mww.w3.0rg/2001/XMLSchema-instance"
1d="Id_Signature">
2 <ds:Signedinfo>
3 <ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315#WithComments"/>
4 <ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
5 <ds:Reference URI="#ld_Object">
6 <ds:Transforms>
7 <ds:Transform Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315#WithComments"/>
</ds:Transforms>
8 <ds:DigestMethod Algorithm="http://mww.w3.0rg/2000/09/xmlidsig#sha1"/>
9 <ds:DigestValue>8iEa14qyWsANS4FW5T 1zvINX7 Y=</ds:DigestValue>
</ds:Reference>
10 <ds:Reference Type="http://uri.etsi.org/01903#SignedProperties" URI="#Id_SignedProperties">
11 <ds:Transforms>
12 <ds:Transform Algorithm="hitp://www.w3.0org/TR/2001/REC-xml-c14n-20010315#WithComments"/>
</ds:Transforms> :
13 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
14 <ds:DigestValue>pJcypcijrxfuxJ5//+m/xDxtyF Je=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
15 <ds:SignatureValue>T/wAXnzjC+agAT4lcTPcSB0+wFtsUDwpZvYe5HhR5uJSRQC6 1XzumQ==</ds:SignatureValue>
16 <ds:Keylnfo>
17 <ds:X509Data>
18 <ds:X509Certificate>P/lpDHIgpjGCejHe Jauae53U/y1j3Wecl//WtJ2Nx3BXd5SNRHw4Odg==</ds:X509Certificate>
</ds:X509Data>
</ds:Keyinfo>
19 <ds:Object [d="Id_Object">
20 <UserDocument />
</Object>
21 <ds:Object>
22 <XAdES:QualifyingProperties Target="#ld_Signature">
23 <XAdES:SignedProperties Id="ld_SignedProperties">
24 <XAdES:SignedSignatureProperties>
25 <XAdES:SigningTime>2006-04-01T12:00:00.00000+09:00</XAdES: Signing Time>
26 <XAdES:SigningCertificate>
27 <XAdES:Cert>
28 <XAdJES:CertDigest>
29 <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmidsig#sha1"/>
30 <ds:DigestValue>f+pDsT3LzyKV9SgbrdK5bBrQlbo=</ds:DigestValue>
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31
32
33

34
35
36
37

</XAdES:CertDigest>
<XAdES:IssuerSerial>
<ds:X509IssuerName>CN=Human Welfare, Inc.</ds:X509IssuerName>
<ds:X509SerialNumber>1906523</ds:X509SerialNumber>
</XAdES:IssuerSerial>
</XAdES:Cert>
</XAdES:SigningCertificate>
</XAdES:SignedSignatureProperties>
</XAdES;:SignedProperties>
<XAdES:UnsignedProperties>
<XAdES:UnsignedSignatureProperties>
<XAdES:SignatureTimeStamp>
<XAdJES:EncapsulatedTimeStamp Encoding="http://uri.etsi.org/01903/v1.2. 2#DER">
ThwAXnzjC+aqAT4lcTPcS60+wktsUOwpZvYe5HhR5uJSRQCB1XzumQ==
</XAdES:EncapsulatedTimeStamp>
</XAdES:Signature TimeStamp>
</XAdES:UnsignedSignatureProperties>
</XAdES:UnsignedProperties>
</XAdES:QualifyingProperties>
</ds:Object>
</ds:Signature>
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Manufacturer Disclosure Statement for Medical Device Security — MDS?

Device Category 1 i Manufacturer 1 ! Document ID - i Document Release Date
Device Model : Software Revision : Software Release Date
Manufacturer or ' Name . Title ¢ Department
Representative e I b
Contact Information. ' : .
i Company Name + Telephone # ¢« e-mai

MANAGEMENT OF ELECTRONIC PROTECTED HEALTH INFORMATION (ePHI) As defined by HIPAA Security Rule, 45 CFR Part 164)  Yes No N/A Note #
1. Can this device transmit or maintain electronic Protected Health Information (ePHI)? ' ....cccoiieiiiiirriine i esieecrreeenas
2. Types of ePHI data elements that can be maintained by the device:

a. Demographic (e.g., name, address, location, unique identification nUMBEr)? ... s e

b. Medical record (e.g., medical record #, account #, test or treatment date, device identification number)? ...........

c. Diagnostic/therapeutic {(e.g., photo/radiograph, test results, or physiologic data with identifying characteristics)?.

d. Open, unstructured text entered by device USEr/OPErator? oo i ee e ea s
3. Maintaining ePHI: Can the device

a. Maintain ePHI temporarily in volatile memory (i.e., until cleared on by power-off or reset)?

b. Store ePHI persistently on local media?..........

T T

c.  Import/export @PHI With other SYSIEMS? i e e e a s a e ees
4. Mechanisms used for the transmitting, importing/exporting of ePHI: Can the device

a. Display ePHI (€.9., VIAEO diSPlay)? .uiuciirereniiiniitiiiiirrsssstiritsearean e ttas et ranssreastessrasesrnsnssasscerenssssessnssenernss
b. Generate hardcopy reports or images containing EPHI? . ..iiviiriiiiiiii e
c. Retrieve ePHI from or record ePHI to removable media (e.g., disk, DVD, CD-ROM, tape, CF/SD card, memory stick)?.
d. Transmit/receive or import/export ePHI via dedicated cable connection (e.g., IEEE 1073, serial port, USB, FireWire)? ...
e. Transmit/receive ePHI via a network connection (e.g., LAN, WAN, VPN, intranet, Internet)?.......c..cooceivvvniiiininanns
f.  Transmit/receive ePHI via an integrated wireless connection (e.g., WIiFi, Bluetooth, infrared)?’..

g. Other ?

ADMINISTRATIVE SAFEGUARDS Yes No N/A Note #

6. What underlying operating system(s) (including version number) are used by the device?

PHYSICAL SAFEGUARDS Yes No N/A Note #
7. Are all device components maintaining ePHI (other than removable media) physically secure (i.e., cannot remove without tools)? __
8. Does the device have an integral data backup capability (i.e., backup onto removable media such as tape, disk)? .......covevenens
9. Can the device boot from uncontrolled or removabie media (i.e., a source other than an internal drive or memory component)?

TECHNICAL SAFEGUARDS Yes No N/A Note #
10. Can software or hardware not authorized by the device manufacturer be installed on the device?......c.ocevivnviniiiniinnes
11. Can the device be serviced remotely (i.e., maintenance activities performed by service person via network or remote connection)?.
a. Can the device restrict remote access to specific devices or network locations (e.qg., specific IP addresses)? ........
b. Can the device log provide an audit trail of remote-service activity? ....cccviiiiiiiiiiniiciii
¢. Can security patches or other software be installed remotelY .. ... e e e
12. Level of owner/operator service access to device operating system: Can the device owner/operator
a. Apply device manufacturer-validated SeCUNtY PaAtCRES? cuuiicir et e re ettt s enc e eea e s er s aere s aneensensssaes
b. Install or update antivirus SOfEWEIE? ..., iiiiicr it i s et s et ra s st s s s rr bt e s e n s eaneaa s
¢. Update virus definitions on manufacturer-instalied antivirus software? ..c..covvece i s
d. Obtain administrative privileges (e.g., access operating system or application via local root or admin account)? ..
13. Does the device support user/operator SPecific ID and PassWOIrAd? ....c.icriieiieiiiniiri s st seass s rarassransens
14. Are access sessions terminated after a predetermined length of inactivity (e.9., auto 10goff)? ......viiiiiiiiiiniiiiinenens
15. Events recorded in device audit log (e.g., user, date/time, action taken): Can the audit log record
3.  Login and 10gout DY USEIS/ODEIatorS? ..ccuiiiiiiereririinierersensecestanneeuerrrensrrnstarreerirsssroneeninrsecanmsrnrnnserssersnnrsrisesnss
b.  Viewing of ePHI? ...ciciiiiiiiiiiininiininninnn
¢.  Creation, modification or deletion of ePHI? ....
d. Import/export or transmittal/receipt of ePHI?

16. Does the device incorporate an emergency access (“break-glass”) feature that logs each instance of use? .........coovvvens
17. Can the device maintain ePHI (e.g., by internal battery) during power service interruptions? .......ccccoviiiiiiiiinenarinens

18. Controls when exchanging ePHI with other devices:
a. Transmitted only via a physically secure connection (e.g., dedicated cable)? .........cccviviiiiiiiiiino
b. Encrypted prior to transmission via a network or removable media? .......c.coierieiiinn
¢. Restricted to a fixed list of network addresses (i.e., host-based access control list)? ......cooiiiiiiniiiininnn

19. Does the device ensure the integrity of the ePHI data with implicit or explicit error detection/correction technology? ....

T T T

tRecommend use of ECRI’s Universal Medical Device Nomenclature System (UMDNS).

Adapted from Information Security for Biomedical Technology: A HIPAA Compliance Guide, ACCE/ECRI, 2004.
ACCE - the American College of Clinical Engineering; ECRI — formerly the Emergency Care Research Institute.

MDS’ v 1.0 (2004-11-01) Side 1 © 2004, HIMSS. All rights reserved.



Manufacturer Disclosure Statement for Medical Device Security - MDS?

RECOMMENDED SECURITY PRACTICES

EXPLANATORY NOTES (from questions 1 - 19):

IMPORTANT: Refer to Instructions for the Manufacturers Disclosure Statement for Medical Device Security for the proper interpretation of
Information provided fn this form.

1.

©®NO ;A WN

[ I S S T S e e i
SV ®WNOOU AMWNRO

Adapted from Information Security for Biomedical Technology: A HIPAA Compliance Guide, ACCE/ECRI, 2004.
ACCE - the American College of Clinical Engineering; ECRI ~ formerly the Emergency Care Research Institute.
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Instructions for the
Manufacturer Disclosure Statement for Medical Device Security — MDS?
Version 1.0

Introduction

In light of increased focus on medical device security and the upcoming April 21, 2005 deadline for compliance with the
HIPAA Security Rule, the HIMSS Medical Device Security Workgroup has created a standard Manufacturer Disclosure
Statement for Medical Device Security (MDS?). The intent of the MDS? is to supply healthcare providers with important
information that can assist them in assessing the vulnerability and risks associated with electronic Protected Health
Information (ePHI)" transmitted or maintained by medical devices. Because security risk assessment is a broad,
organization-wide effort, this document focuses on only those elements of the risk assessment process associated with
medical devices and systems that maintain or transmit ePH!. A standardized form allows manufacturers to quickly
respond to a potentially large volume of requests from providers for information regarding the security-related features of
the medical devices they manufacture. The standardized form also facilitates the providers’ review of the large volume of
security-related information supplied by the manufacturers. This form was adapted from portions of the ACCE/ECRI
Biomedical Equipment Survey Form, a key tool found in Information Security for Biomedical Technology: A HIPAA
Compliance Guide (ACCE/ECRI, 2004). HIMSS recommends that the information in the MDS? be used to help complete
the ACCE/ECRI form and associated processes as part of each organization’s HIPAA Security compliance efforts.

The manufacturer-completed MDS? should:

(1) Be useful to healthcare provider organizations worldwide.
While the form does supply information important to providers who must comply with the HIPAA Security Rule, the
information presented is intended to be useful for any healthcare provider who aspires to have an effective information
security and risk management program. Outside the US, providers would therefore find the MDS? an effective tool in
addressing such regional regulations as EC 95/46, HPB 517, and PIPEDA.?

(2) Include device-specific information addressing the technical security-related attributes of the individual device model.

This completed MDS? form provides a simple, flexible way of collecting the technical, device-specific elements of the total
information needed by provider organizations (device users/operators) in pregaring for their first round of medical device
risk assessments. Providers around the world should find a completed MDS® form useful in controlling information
security (i.e., confidentiality, integrity, and availability) risks. Note, however, that the MDS? is not intended and should not
be used as a basis for medical device procurement. Writing procurement specifications requires a deeper and more
extensive knowledge of security and the provider's mission.

Using the information provided by the manufacturer in the MDS? combined with information collected about the care
delivery environment (e.g., through tools like ACCE / ECRY's guide for Information Security for Biomedical Technology),
the provider’s multidisciplinary risk assessment team can review assembled information and make informed decisions on
implementing a local security management plan.

The Role of Healthcare Providers and Medical Device Manufacturers in the Security Management Process

Responsibility for effective security management must ultimately lie with the provider organization. Generally the device
manufacturers can assist providers in their security management programs by offering information associated with

e the type of data maintained / transmitted by the manufacturer’'s device or system

e how data is maintained / transmitted by the manufacturer’s device or system

e any securffy—refated features incorporated in the manufacturer’s device or system

! As defined by HIPAA Security Rule, 45 CFR Part 164,

EC 95/46 is the European Parliament and Council's Directive 95/46/EC on the Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of
Such Data,

HPB 517 is the Japanese Efectronic Storage of Clinical Records law ; and

PIPEDA is the Canadian Personal Information Protection and Electronic Documents Act.
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In order to effectively manage medical information security and comply with relevant regulations, healthcare providers

must employ administrative, physical and technical safeguards, most of which (other than some technical safeguards)

must be adopted and employed on-site extrinsic to the actual device. Other than some general recommendations with
regard to medical devices:

e there are few ADMINISTRATIVE safeguards manufacturers can address beyond providing assistance in security
fraining

e there are few PHYSICAL safeguards manufacturers can address beyond incorporating physical security features
(e.g., component lock & key, theft/intrusion alarms) in their devices

The greatest impact manufacturers can have on medical device security is to incorporate TECHNICAL Safeguards (i.e.,
security features) in their devices to facilitate the providers efforts in maintaining an effective security program and
meeting any relevant regulations. The medical device manufacturing industry is increasingly aware of the importance of
having effective security features in their devices and systems. Manufacturers are generally including such features in the
production of new devices and systems based provider needs and requirements.

Instructions for Obtaining and Using the MDS?

Information provided on the MDS? is intended to assist professionals knowledgeable in security and risk assessment
processes in their management of medical device security issues. The information on the MDS? is not intended and may
be inappropriate for any other purpose.

Completed MDS? forms for many devices and systems may be available directly from the device manufacturer. Check
the manufacturer’s web site first for relevant forms and, when not available there, contact a manufacturer’s representative
to request a MDS? for the appropriate device(s)/system(s). If a manufacturer does not have a completed MDS? for the
appropriate device(s)/system(s), enter the device category, manufacturer and model information in the appropriate boxes
on the top of a blank form® and submit the form(s) and these instructions to the manufacturer's compliance office for their
completion.

Note that HIMSS suggests that a standard naming convention be used for the device category terms and manufacturer
names listed on the form. This assists providers in matching information from the form to their equipment inventories.
ECRI's Universal Medical Device Nomenclature System (UMDNS) is the most widely used. Adopted by thousands of
healthcare providers worldwide, UMDNS has been adopted by the National Library of Medicine into its Universal Medical
Language System, and has been recommended by the Institute of Medicine for inclusion in the US Department of Health
and Human Services (HHS) National Committee on Vital and Health Statistics (NCVHS) core terminology group. For
more information about UMDNS contact ECRI at www.ecri.org.

Side 1 of the MDS? contains descriptive information on the fype of data maintained/transmitted by device, how the data is
maintained/transmitted, and any security—related features incorporated in the device. Side 2 contains manufacturer-
optional recommended security practices and space for numbered explanatory notes that may expand on answers to
questions 1 through 19. Manufacturers may elect to attach supplementary material if additional space for recommended
practices or explanatory notes is necessary.

Question-specific notes,

1. Maintaining ePHI includes storage on an internal disk, removable media, short-term computer memory, etc.
Transmitting ePHI includes receiving/sending external to the device via network, telephone, direct connect cable,
removable media, etc.

3 Additional form copies and instructions may be downloaded from hitp:/iwww himss ora/aspimedicalDeviceSecurity.asp
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2. The four sections of this question relate directly to the 18 data elements referred to in HIPAA, any of which, if
present, render the entire electronically transmitted/maintained data set as ePHI. The 18 data elements included
in the Rule are:

o Name e Account No.

e Geographic data (e.g., address) e Certificate/license numbers

e Dates (e.g., date of birth, admission, discharge, death, treatment) e Vehicle identifiers

e Telephone No. e Device identifiers

e Fax No. o Universal Resource Locators (URLSs)

o E-mail address e IP address numbers

e Social Security No. e Biometric identifiers

o Medical record No. e [ull face (or comparable) photographic images

o Health plan beneficiary No. e Any unique identifying number, characteristic, or code

The open, unstructured text question (2d) is intended to indicate an additional element where a provider might put
further identifying information.

3. Here the manufacturer provides more detail on how ePHI is maintained. Note that a fully networked device is
likely to have all three items with a ‘Yes’ response.
e Persistently on local media refers to media created or directly attached to the device under consideration (e.g.,
MR Scanner, 3-D workstation), not a remote archive.

s Import/export ePHI refers to data that is sourced or destined to remote storage devices (e.g., an MR scanner
that relies on an image server in a PACS system).

4. Import and export refer to movement of information via published open protocols to devices outside of the medical
device under consideration (e.g., medical information bus (IEEE 1073), serial port, and published protocol that
allows general access to ePHI). Dedicated cable here refers to communication via a point to point cable to a
device or system outside of the device under consideration.

5. This question includes either explicit security training or explicit sections of administrator or user manuals that
detail the device security features and their use.

6. This question identifies the underlying 3™ party system software platform (operating system) name or indicates if
there is no 3" party platform (i.e., proprietary system created for this manufacturer alone).

7. Refers to the typical installation of the manufacturer's device.

Refers to an integrated feature that supports information backup onto removable media (e.g., optical disk,
magnetic disk, tape).

9. |dentifies whether it is possible to start the device with software from any source other than the manufacturer's
normal startup device (e.g., an integral hard disk or ROM).

10. Does the device allow, through root access, administrative privilege, or other non-intrusive method, a local user
and/or IT staff to install software not provided and not explicitly authorized by the manufacturer (e.g., email client,
office applications, virus scanner, browsers, games)?

11. Remote service refers to device maintenance activities performed by a service person via network or other
remote connection.

12. Level of owner/operator access to device operating system. Here the manufacturer details what is technically
possible if the device owner (generally the healthcare provider) has the technical ability to install security controls
on the medical device under consideration. A MANUFACTURER ANSWERING ‘YES’ TO ANY OF THESE
QUESTIONS DOES NOT MEAN THAT THE MANUFACTURER AUTHORIZES THE OWNER TO PERFORM
THESE FUNCTIONS. THE OWNER ASSUMES ALL RESPONSIBILITY FOR UNAUTHORIZED INSTALLATION
or REPAIRS. UNAUTHORIZED INSTALLATION or REPAIRS MAY VOID APPLICABLE WARRANTIES AND
SERVICE AGREEMENTS. Authorization to perform these security-related services or changes to a medical |
device should be obtained in writing from the device manufacturer. Unauthorized changes to a medical device
may remove it from government regulatory controls (e.g., FDA) and render the device an experimental medical
device.

13. Self-explanatory.
14. Self-explanatory.
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15. Clarifications:
= Controlled viewing refers to operations that have to do with the display, printing, or other use of ePHI (e.g.,
image display, record print-out).
s Creation, modification, or deletion would mean that all these events are tracked in the log file.
= Export or transmittal refers to the movement of ePHI outside of the device under consideration.

16. Emergency access features allow operators emergency access to the device in cases where the normal
authentication cannot be successfully completed or is not working properly.

17. Self-explanatory.
18. Clarifications:

s Physically secure connection is a cabling system that is not accessible to the general public. (i.e., itisin a
physically controlled space such as examining rooms, communication closets, or building plenum).

= Fixed list is an explicit mechanism that limits the connections and nature of connections on a per-device basis.

19. Ensure integrity refers to methods that can detect and/or correct differences between the source makeup of an
ePHI message and the ePHI message received by an external device. Is such a method available for use as part
of the device under consideration {either in transmission or receipt of ePHI)?

Disclaimer
This document is intended to assist healthcare providers in meeting their regulatory obligations regarding medical device
security. It is the obligation of the users of this document (e.g., the healthcare provider) to employ all necessary and

appropriate safeguards to meet their regulatory and organizational requirements. HIMSS does not assume any
responsibility for the application or the content of this form.
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