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On-demand VPN System Using Two Layer PKI

SHIGEFUMI TAKAHASHI,* ATSUNORI HIGASHIKAWA, !
SHUICHIRO YAMAMOTO,™ TAKASHI OBI,2 MASUYOSHI YACHIDA'S
and NAGAAKI OHYAMAt

Due to recent progress of VPN technology, secure environment for internet communica-
tions becomes available for end users. However the secure communications with VPN is not
widely deployed for business or home use at the moment. Because professional skills are
expected for configuring and maintaining, extra time and cost are required to employ it to
existing networks. Moreover, the users have risks such as spoofing caused by leakage of en-
cryption keys or illegal reproduction of setting information. We have been developing the
secure key distribution infrastructure over the Internet, which we call Secure e-Key Network,
in a research project supervised by Ministry of Public Management, Home Affairs, Posts and
Telecommunications. This paper presents the On-demand VPN system which enables imme-
diate establishment of VPN connections whenever users request. It provides a way of secure
distribution of configuration parameters to relevant devices for establishing VPN connections
from remote site by authenticating both devices and services. For evaluating its feasibility, we
developed a prototype system consists of VPN routers with smart cards and verified if VPN
connections could be established on demand between any given sites. Finally we report the
evaluation result through the analysis of turnaround time measured during the experiment.
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