acquiring hazardous materials, the key is in preventing insider incidents, the most probable cause of a
security breech, is discussed in the Personnel Consideration section.

Summary

The intent of this chapter is to give a broad overview of the security management considerations for
biotechnical/biomedical facilities or institutes. It has not been intended to set policy, replace current
SOP's, or become an "off the shelf" standard operating procedure. Rather, it has provided information
that can serve as a conservative starting point for those looking to establish or redesign their facility's
or institute's security management concept in order to meet current, new, and emerging threats.

Security management, the process of developing a plan to protect assets, ensuring individual
employees are protected, maintaining technical countermeasures, and integrating operational security
into daily activities may seem to be a concept that could rapidly overtake the business or academic
necessities of a facility or institute. However, in the past decade, the world has changed and these
aspects of security are more often becoming necessities. Professional activists, bioterrorists, and
competitive intelligence agents are rapidly becoming threats in the new century. Only through the
development of a staffed endorsed, management supported, integrated security management program
can these threats be properly addressed. When the threats are properly addressed, the security
program they will be recognized as an asset, not burden.

APPENDIX
Table 1
Overview of Security Requirements Analysis. (Hamilton E, 2000).

Identify the assets to be protected.

Assess the value of the assets.

Assess the potential threats.

Assess vulnerabilities.

Assess risks.

Determine countermeasures options and estimate costs.
Make risk management decisions.

@mMmooOw»

Table 2
Explanation of Components Considered in a Security Requirements Analysis (Hamilton E, 2000).

A. Assets to be protected may include:
o People.

Material (biohazardous, chemical, radiologic, etc).

Intellectual Property/ Products/ Processes.

Equipment/ Facilities.

Corporate/ Institutional Reputation and Mission.

Records/ Computer Databases/ Personnel Sensitive Information.

B. An institute can then assess the value of its assets by asking the following types of questions:
o What is the impact of loss, damage, compromise, or interruption of operations?
o What does the facility stand to lose?
o What does an adversary stand to gain?

o © 0 O ©°
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What is the impact of loss on the institutes mission, or in terms of national threat (i.e.,
theft of biohazardous material)?

What is the potential impact on peoples' lives?

Can the asset be replaced or repaired, and at what cost (not just monetary
consideration)?

C. Determine who constitutes the most likely potential threat, this may include more than one type
of category:

[o]

o 0 0 0 ©

Extremists/ Fanatics (right wing "animal rights" activists)?
Criminals/ Vandals?

Political Activists (right wing "right to life" activists)?
Drug/Alcohol/ Psychologically Impaired?

Disgruntled Employees/ Students?

Terrorists/ Racists (domestic and international)?

Keep in mind they may be:
= Insiders.

= Qutsiders.
= Both (Collusion).

D. Part of assessing vulnerabilities making an integrated assessment of the following aspects:

o]

What weaknesses could be exploited to result in loss, damage, compromise, or disruption
of assets at your institute?
Location of facility: is it in a high threat area, what is the accessibility of facility, what is the
proximity of other buildings and the nearness of response forces, vehicle access roads?
How may the adversary gain access or otherwise achieve their goal: forced entry, covert
entry (in collusion with insider) authorized entry (insider), extortion of insider, unescorted
walk-in, stay behind after hours, arson, diversionary tactics?
Determine site specific requirements of the physical security system by assessing:
= Physical aspects (i.e., perimeter barriers, building construction and layout, facility
layout, access roads, response vehicles and equipment),
= Technical aspects (i.e., existing physical security systems and equipment,
communications, power and signal distribution infrastructure, lighting),
» QOperational aspects (i.e., personnel, concept of operations).

E. To assess risks include or consider the following:

o

The motives/goals of your adversaries (greed, revenge, sabotage, societal unrest,
vandalism, ego, opportunity, national harm, propaganda, theft, perceived right, no known
reason).

The adversary's level of knowledge, capability, dedication, skill, and potential that they
have "inside" assistance.

Prioritize assets according to severity of impact of loss, damage, compromise, or
disruption of your mission goals and values.

Select most realistic threat to that asset.

Select most realistic vulnerability to that asset.

Determine the probability of occurrence, probability is a function of vulnerability and threat
to the asset.

F. Options for countermeasures:
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Do nothing.

Upgrade, augment or replace existing security.
Modify concept of operation.

Retrain or re-equip personnel.

Relocate assets to a more secure site.
Re-evaluate physical security objectives.

cC O 0O ©C 0 ©
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