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ABSTRACT

Although our hospital has an electronic order entry system, physician order entries must be performed using one of a
limited number of terminals which are Iocated in places like nurse stations. Due to this limitation, the mobility of the
ultrasound machine cannot be fully exploited if a physician wants to perform a mobile ultrasound examination far from
an entry terminal. In addition, this situation increases the possibility that a physician will fail to issue a paper voucher of
the examination. In an attempt to resolve these problems, we have developed a mobile physician order entry system that
incorporates ultrasound machines equipped with handheld wireless terminals, which use the 802.11b standard and the
bandwidth is 11 Mbps. This is an efficient way to order ultrasound examination entries because physicians can register
entries at any location in a hospital ward. In addition, the proposed system is a reliable method by which to attach
images upon ulirasound examination entry.

Keywords: ultrasound examination, wireless LAN, order entry system, handheld terminal, DICOM MWM, PACS
1. INTRODCUTION

The Ash et al. survey' says that computerized physician order entry (CPOE) was not available to physicians in the better
part of the hospitals in United States of America and another report” says that installation of such systems might be
harmful, especially in overall medical costs. However, in Japan, considering the advantages/disadvantages of CPOE,
most unjversity hospitals have one of such electronic order entry systems used by the medical staffs of the hospitals for
many years. One of the big problems is that physician order entries have to be performed nsing one of a limited number
of terminals that are located in places like nurse stations or examination rooms. Due to this limitation, the mobility of
the ulirasound machine cannot be fully exploited if a physician wants to perform a mobile ultrasound examination far
from an entry terminal. In addition, performing ultrasound examinations at such locations in a hospital increases the
possibility that a physician will fail to issue a paper voucher of the examination, because the physician can not remotely
provide an examination entry electronically.

[n an attempt to resolve these problems, we have developed a mobile physician order entry system that uses ultrasound
m:}uhincs equipped with handheld terminals, which use the 802.11b standard and the bandwidth is 11 Mbps. As well as
heing used for some applications of today’s Picture Archiving and Communication Systems (PACS),>* wireless devices,
personal digital assistants (PDAs) or hand-held tablet-PCs, are used for many medical applications such as drug
certification before injection and supply processing and distribution (SPD) in a hospital. The proposed system is a
reliuble method by which to attach images upon ultrasound examination entry. In this report, we introduce a new mobile
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physician order entry system used ultrasound machines equipped with handheld terminals under the wireless network.
Throughout this report, the term of “order entry” shall denote not only the ordering of an eniry, but also the registration
of an execution of the entry.

2. METHODS

This wireless order entry system has been used in practice since Tuly, 2003 at University of Tokyo Hospital, a 1,100-bed
facility located in Tokyo, Japan. Our hospital cares for over 3,000 outpatients per day, and 375,000 cumulative
inpatients annually across all speciallitics. University of Tokyo Hospital is one of advanced treatment hospitals in
Japan. Our hospital performs over 4,000 ultrasound examinations per month. These are performed in examination
rooms, in the department of radiology, and also at patient bed side.

Prior to using a wireless handheld terminal via wireless LAN, the terminal’s Media Access Control (MAC) address has
to be registered to specific access point devices in the inpatients' ward. The wireless handheld terminal alse requires
some initia! preparations before use. The handheld terminal requires an Extended Service Set Identifier (ESSID) and a
40-bit Wired Equivalent Privacy (WEP) encryption key to communicate to access points that the MAC address is
registered. The initial setting of a handheld terminal is registered within the handheld device itself and the terminal is
mounted upon an incorporable ultrasound machine by the technical staff in the hospital. The default setting must be
reinstalled again in case the battery power of the handheld terminal is interrupted. First, we will explain the network
structure of out inpatients’ ward. Second, an overview of our order entry with handheld terminal will be described, and
screen transition on a handheld terminal and some screen images will be illustrated.

2.1 A network structure and deployment of portable ultrasound machines

The network structure of our inpatients’ ward is shown in Fig.1. We have thirteen floors for inpatients and each floor
has two or three portable ultrasound machines. The network of the inpatients ward, which is a part of cur hospital LAN,
is composed of two Level 3 (L3) core switches and 93 intelligent switching hubs. In addition, we have 238 wireless
access points in the network that allow us to use wireless LAN in the ward. The network in the ward is divided into four
logical networks using Virtual LAN (VLAN) technology as follows; a network for medical care (for hospital
information system), a network for multimedia use, 2 network for education and research, and for bed-side terminals for
inpatients. We use the logical network for medical care to order entries from wireless handheld terminals.

Accessing one logical network from another logical network is controlled by an Access Control List (ACL). The ACL is
built in accordance with our security policy. In particular, the logical network for medical care is fully isolated [rom the
other three networks because patients’ data is sent across the network, and the data must be protected from illegal

accesses.
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2.2 An overview of the wireless order entry system

Performing a bed-side ultrasound examination, a physician has to relocate a portable ultrasound machine from a
specified place at each floor into the patient’s room. Just prior to an ultrasound examination, the physician can register
an order (the order is at once processed as an order and is executed) by reading the bar-codes on the physician's name
tag, the patient’s wrist-band, and the ultrasound examination sheet through a Web interface. The handheld wireless
terminal (Symbol Technologies; Palm operating systern), as shown in Fig. 2, has an optical bar-code reader and a
wireless LAN interface (IEEE §02.11b, 11 Mbps). Orders are quickly sent to the hospital information system (HIS),
which then transmits the order to the DICOM MWM server through a server which translates protocols between HE7
(Health Level Seven) and CORBA (Common Object Request Broker Architecture) (“HL7-CORBA gateway”). The
ultrasound machine can then fetch information about each order entry registered by the handheld terminal. The
ultrasound machines used were of two types: the SSA-370A (Toshiba medical) and the HDI-500 (Hitachi Medico), all
ultrasound machines can communicate with DICOM MWM and C-STORE under conditions when they are connected
to a wired or a wireless LAN. After registration, the physician can start examination by clicking the order listed on the
display of the ultrasound machine. After the examination, images are sent to the PACS (TechMatrix) with an
examination order ID that identifies the order and the associated images.

, RN M e Mmoo . . \
I Physician' s ID card ‘I HIS Accounting
‘ L TE . | A . M System
|
' B ' (wirsless)
i |
) i

VI |
b e , HL7-CORBA
i L ! I gateway
i .
| "\iz !
1 L reet | CORBA ...
I Handheld terminal I HITP f Terminal in hospital
1 |
: o] DICOM MWM .@

server
[ | ot PACS
I I
i ' picom sToRE j
]
i I
| Portable ultrasound machine |
\
Em Ee o B am e

Fig.2 The w.i reless order entry system is represented schematically in the dotted rounded square. Solid squares depict systems
that work with a witeless order entry system, which are made up of HIS, a HL7 - CORBA gateway, a DICOM MWM server,
und PACS. The physicians can easily look up images of results of ultrasound examinations on terminals in the hospital.
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Fig.3 This workflow shows an order entry of an ultrasound examination via handheld wireless terminal. A handheld
wireless terminal is equipped with every ulirasound machine and the power source of the wireless terminal is the
ultrasound machine to which the terminal is attached. An ultrasound machine has a wired LAN interface (IEEE 802.3) and
a wireless LAN bridging adapter. (a) Just prior to a bed-side ultrasound examination, a physician can register an order. (b)
The uvltrasound machine can then fetch information about each order entry registered by the handheld terminal. (¢) After
the exarnination, images are sent via wired LAN to the picture archiving communication system (PACS) with an
examination order ID that identifies the order and the associated images. (d) Physicians, laboratory technicians and nurses
can look up images of results of ultrasound examinations on any terminal in the hospital. (e) All order entries from the
entry system are imported to the medical accounting system every day at 6 o’clock in the morning.

In addition, since HTTP server software is run on the PACS server, physicians, laboratory technicians and nurses can
easily look up images of results of ultrasound examinations on any terminal in the hospital. The proposed system is
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represented schematically in Fig.2. Order entries which are registered with a wireless handheld terminal can be modified
or deleted with any handheld terminals in the inpatient ward by 6 o’clock on the following morning if necessary. The
time series of ultrasound examination performed using a wireless handheld terminal is shown in Fig.3.

We next explain the “HL.7-CORBA gateway” briefly for readers who are unfamiliar with this system. Our hospital has a
gateway server to allow modality systems to communicate with HIS.>® We call the gateway the “HL7-CORBA
gateway”. As a general hospital policy, all modality systems that want to talk with HIS have to communicate via this
gateway. From the view point of modalities, HIS delivers a unified common access method using this gateway. There
are plenty of different modalities in our hospital, but through the gateway, we need not prepare different
communications methods depending on the modality.

2.2 Screen transition on wireless handheld terminal

The completion of an order entry using a wireless handheld terminal requires three bar-code-reading operations, A
single bar-code-reading operation takes about 10 seconds in order to refresh screens. In this operation, the speed of the
response depends on the performance of the portable wireless terminal, the WWW server's performance for processing
the messages, and the network bandwidth. This order entry system usually needs no keyboard input or screen touch
except the input of a physician’s password and the selection of menu items on the screen.

A physician starts an order entry operation with the “login” screen on a terminal (Fig.4). By reading the bar-code on
his/her ID card, the data is sent to the WWW server, and the server feeds back a message stating whether the ID is valid.
The physician can proceed to the next step if the ID is valid. Just like reading the bar-code on a physician’s ID card, the
physician reads the bar-code on the patient’s wrist-band. After that, the screen displays the patient’s information and
menu items to be select among (Fig.5). After this, select “bar-code mode” and read one of the bar-codes on the
examination sheet attached to the ultrasound machine.

We have an alternative way to order an entry with Palm operating system’s graffiti facility or screen touch in case bar-
code reading does not work. Trying to correct or delete the orders, we also require input by hand. After completing an
order entry, a physician can start the examination which was ordered just before. The screen transition on wireless
handheld terminal is shown in Fig.6.
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Fig.4

This screen shot shows the “login” screen for
physicians. A physician must have an authentication
conversation before ordering an entry. The physician
reads hisfher bar-code on the ID card and inputs hisfher
mssword in order 1o receive authentication, The
physician can then proceed to the next step if the
Password/ID combination is valid.

Fig.5

This screen shot shows the “patient information and
action selection”. A physician touches one of the menu
items (dotted circle), usually “bar-code mede” to select
a type of examination by reading the examination sheet,
and go to the next step, The patient information shown
here is for an imaginary patient.
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Fig.6 This figure shows a flow chart of the transitions of the screens on wireless handheld terminal during the ordering of
an entry of ultrasound machine. Each rounded square corresponds to an equivalent handheld terminal’s screen. Solid lines
show usual transitions of eniry, modification, and deletion of wireless order entry. Dotted lines show alternative transitions
of originals if bar-code-reading entries do not work,
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3. RESULTS

This is an efficient way to order ultrasound examinations entries because physicians can register examinations at any
location in the inpatient ward. In addition, the proposed system is a reliable method by which to attach images upon
ultrasound examination entry. The proposed mobile order entry system eliminates the need to issue paper vouchers for
ultrasound examinations.

3.1 System usage

This wireless order entry system has been in use in our hospital since July, 2002. Over the subsequent six months, 489
order entries were registered using this wireless order entry system. Figure 7 shows the monthly usage of this system.
The reason for the decrease in utilization of this system from January, 2003 to March, 2003 will be discussed in the next
section.
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Fig.7 This graph shows the wireless order entry system usage from July, 2002 to March, 2003.

3.2 The system performance of wireless order entry system

Our proposed mobile entry method requires relatively little time compared to the conventional paper-based order entry
method. It takes approximately 60 seconds to complete one order entry of ultrasound examination using a wireless
handheld terminal. In addition, it takes about 30 seconds to retrieve a patient list from the MWM server to an ultrasound
machine. Roughly 90 seconds is required before starting ultrasound examination. However, some physicians may feel
90 scconds js a long time because not many tasks are performed (The doctor need only read three bar-codes and perform
i few sereen touches) in order to get ready to start ultrasound examinations.

4. DISCUSSIONS

Phyician order entry of ultrasound examination using the handheld wireless terminal in our hospital is advantageous in
that ph ysicians can register order entries and perform the ultrasound examination at any tocation in the inpatient ward,
but we found several drawbacks in this system outlined below.

4.1 Dgcrease in usage after the turn of the year

'I'hc.wnrclcss order entry system was started on July, 2002 at our hospital. Over six months from that time, 489 order
vhirles were registered with this wireless order entry system. Figure 7 shows monthly usage of this system. This graph
“hows the decrease in the usage of this system from January, 2003 to March, 2003. Why had physicians not used this
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system during this period of time? We think that one of the main reasons was battery shutoff of handheld terminals. The
battery of a wireless handheld terminal will lose power after approximately one week unless the unit is recharged. In our
operational design, a portable ulirasound machine supplies power to the handheld terminal which is attached to the
machine. This was not a good assumption. After finishing an ultrasound examination with a machine, a physician moves
the machine to a specified place and rarely plugs in the machines. We guess that most of the batteries of the ultrasound
machines went dead during the year-end and New Year holidays.

Once the battery of a handheld terminal is shut off, the terminal is initialized at the next boot-up, but a specific default
setting is required before use. The initial setting must be set up by one of the engineers at our hospital, but physicians
would likely rarely contact the engineers, because bringing the terminals to the engineers requires a great deal of time,
and moreover physicians must wait for the terminals to be made ready for use. A physician might return to performing
this procedure in the conventional way when a handheld terminal does not work. We need to adopt a periodical working
rule, which is to check that computer terminals are shut off by the operating staff at our hospital. Although this was not
an advantageous aspect of the system, we feel that it did provide a useful lesson.

4.2 Improvement of failing to issue a paper voucher of examination

Unfortunately, without paper vouchers, we can no longer grasp precisely how many ultrasound examinations have been
performed. Even though a physician describes a prescription on a paper voucher, we can not detect how many paper
vouchers have not been sent to the accounting division. Paper vouchers for ultrasound examination are wasted or lost
unless the vouchers are sent to the accounting division before the examined patient leaves or is discharged from the
hospital. Although we can not know the number of paper vouchers which must be sent to the accounting system, it is
almost certain that failing to issue a paper voucher of examination can be decreased using this system.

4.3 Wireless LAN support of ultrasound machines and registration of images to PACS

Our initial plan was merely to develop a mobile order entry system for an ultrasound examination in order to eliminate
paper veouchers but the authors came up with the idea to “let portable ultrasound machines communicate over wireless
LAN". We found that doing so was a reliable method by which to attach images upon ultrasound examination entry.

From the very beginning of this system's operation, a wireless handheld terminal can use wireless LAN to order an
entry, but a portable ultrasound machine can not communicate an MWM server or a PACS server via wireless LAN.
Although a portable ultrasound machine has a wired Ethernet interface, there is no Unshielded Twisted Pair (UTP) LAN
access facility in the inpatient room. Therefore, physicians could not retrieve a patient list from the MWM server to the
ultrasound machine and instead had to type inpatient information by hand on the display of the ultrasound examination
machine. The physician then had to transmit examination images outside the inpatient’s room. In addition, even though
the physician wansmitted the examination images to the PACS server, the images could not be retrieved easily on
terminals in the hospital because the physician has no accession number.

We thus attached a wireless LAN bridging adapter to an ultrasound machine, a physician could then perform an
examination by wireless LAN from beginning to end. The physician was then able to order an entry, retrieve the patient
list which was ordered just before, and transmit the associated images identified by the order ID. The number of images
sent to PACS servers is increasing.

4.4 The need for faster handheld terminals

It takes approximately 60 seconds to complete one order entry of ultrasound examination using a wireless handheld
terminal. We now use Symbol Technologies' handheld terminal SPT1746 operated with Palm operating system, and a
single bar-code-reading operation takes about 10 seconds in order to refresh Web browser's screen on SPT1746. The
browser refresh accounts for the greatest part of the 10 seconds. Therefore, we scheduled a performance measurement in
order to improve the usability of the system, comparing the SPT1746 with Symbel Technologies' new handheld
terminal, the PPT8846, which runs under Windows CE.NET. In order to complete a single bar-code-reading operation,
PPT8846 requires only 3 seconds on average. However, the PPT8846's battery life is short compared to that of the
SPT1746. The PPT8846 is somewhat faster than the SPT1746, and this should improve the approximate time required
for order entry, but there is room to hope for a handy terminal with a longer battery life.
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5. CONCLUSIONS

We developed a mobile physician order entry system using ultrasound machines equipped with handheld terminals
which provides an efficient means by which to order entries of ultrasound machines at any location in an inpatient ward,
In addition, this mobile order entry system eliminated the need to issue paper vouchers for ultrasound examinations and
provided a reliable method by which to attach images upon ultrasound examination entry.
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