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PART 11—ELECTRONIC RECORDS; ELECTRONIC SIGNATURES
PART 11 - BTii&. BTEL

Subpart A—General Provisions
Sec.

11.1 Scope.

11.2 Implementation.

11.3 Definitions.

HIN— P A— —REHE
11.1 E A SR,

11.2 EHOFER

11.3 AREDER

Subpart B—Electronic Records
11.10 Controls for closed systems.
11.30 Controls for open systems.
11.50 Signature manifestations.
11.70 Signature/record linking.

¥ 78— F B—ETFRE

11.10 20— X ¥y A7 LDER.
11.30 7 L A5 L OEH.
11.50 EXDORBET L LD,

11.70 F%& GEROME ST

Subpart C—Electronic Signatures

11.100 General requirements.

11.200 Electronic signature components and controls.
11.300 Controls for identification codes/passwords.
HIR—C—BFEL

11.100 —#xEYEM

11.200 EFEAOHBER L EH,

11.300 #B) 2 — F 78237 — FOFH

Authority: Secs. 201903 of the Federal Food, Drug, and Cosmetic Act {21 U.S.C. 321-393);

sec. 351 of the Public Health Service Act (42 U.S.C. 262).
Subpart A—General Provisions
HS— PA— —REHE

§ 11.1 Scope.
§11.1 EFKEA.

{a) The regulations in this part set forth the criteria under which the agency considers
electronic records, electronic signatures, and handwritten signatures executed to
electronic records to be trustworthy, reliable, and generally equivalent to paper

records and handwritten signatures executed on paper.

(@)= ZWBIF o o HECT. CofEN:, TTFisG. EFELAUEFEfIfEIN
FFHEBRY. BETZICRY ., AOKOWMRICRK ST EOBE L EARMICFEF

THbL, BEVPEDL-HDOIEEETT,



{(b) This part applies to records in electronic form that are created, modified, maintained,
archived, retrieved, or transmitted, under any records requirements set forth in
agency regulations. This part also applies to electronic records submitted to the
agency under requirements of the Federal Food, Drug, and Cosmetic Act and the
Public Health Service Act, even if such records are not specifically identified in agency
regulations. However, this part does not apply to paper records that are, or have been,
transmitted by electronic means.

(b) ZOREIF, URORBITRENALERICL T, RS, LHEE R, HFsh,
i, BEINDLVREESNLITRTORTFHLEFIERN S L, F/o, HICR
EFIIIARSN TV CTH, GEHAGR - BRES - fbiEdhiE(the Federal Food, Drug, and
Cosmetic Act) B UAFARME — Y A#E(the Public Health Service Act)iZ & » TH -~
DIEEFRDONAEFIEFIOEHEIN L, UL A0, EFHFERIZL > TEES
N5 UZERERHOTRIITERH s h kv,

(c) Where electronic signatures and their associated electronic records meet the
requirements of this part, the agency will consider the electronic signatures to be
equivalent to full handwritten signatures, initials, and other general signings as
required by agency regulations, unless specifically excepted by regulation(s) effective
on or after 13465 Federal Register / Vol. 62, No. 54/ Thursday, March 20, 1997 / Rules
and Regulations August 20, 1997,

QETERE PN E SN BEFUEF COREBIRENLEGLFH L TWAESIE,
LEREOESFERT, YROHEFBERTLIFRHEEER. 12TV EFOMO—IEHL
FHELEFOLDEER 5,7:72 L. 13465 Federal Register / Vol. 62, No. 54/ Thursday,
March 20, 1997 / Rules and Regulations August 20, 199738 & ' # L LAREC %1 28
EDPTHIZBN SN BB HEEORY Tl v,

(d) Electronic records that meet the requirements of this part may be used in lieu of
paper records, in accordance with § 11.2, unless paper records are specifically
required.

D DRECESFTEATETRHFIMOTLORELE UTHHTES, 22470, §11.2
RIS, RO LEFERSIN T BIGSIEEFDR Y Tid e,

{e) Computer systems (including hardware and software), controls, and attendant
documentation maintained under this part shall be readily available for, and subject
to, FDA inspection.

EIDHEII S THFENS, 2V Ea—F P AFLN=FI2TEV 72T %8
ULjm%@&wﬁmiﬁuﬂmwﬁﬁwﬂﬁﬁéh\%@tbuﬁ%tﬂ%?éé:
kv s,

§ 11.2 Implementation.
§11.2 EROER

(a) For records required to be maintained but not submitted to the agency, persons may
use electronic records in lieu of paper records or electronic signatures in lieu of
traditional signatures, in whole or in part, provided that the requirements of this part
are met,

@BEHEROLNTVWAEY, BRFREBETLIZ RO TV AVIHIZEWTIE, 2O
HELETLRD, MOXFOH» LY ICHFEHE, DL2VERROBELZOPDYIZETF
BEEPRTHIIHL2CEZEHEMICEHLTL v,

(b) For records submitted to the agency, persons may use electronic records in lieu of
paper records or electronic signatures in lieu of traditional signatures, in whole or in

part, provided that:
LHFITRET2XHF BT, LTFOEHFIZBWT, OXHFOL b ICETREHY.
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(1) The requirements of this part are met; and
(1) COREDQDEHREZHB-LTVEIE, 2.

(2) The document or parts of a document to be submitted have been identified in public
docket No. 925- 0251 as being the type of submission the agency accepts in
electronic form. This docket will identify specifically what types of documents or
parts of documents are acceptable for submission in electronic form without paper
records and the agency receiving unit{s} {e.g., specific center, office, division, branch)
to which such submissions may be made. Documents to agency receiving unit(s) not
specified in the public docket will not be considered as official if they are submitted
in electronic form; paper forms of such documents will be considered as official and
must accompany any electronic records. Persons are expected to consult with the
intended agency receiving unit for details on how (e.g., method of transmission,
‘media, file formats, and technical protocols) and whether to proceed with the
electronic submission,

(2 RELLIETHIEH L VI EOMEEFES. public docket No. 925~ 0251 2B\
TREOFEL L TEBIETHREA RO TVwELOOHRIEINL L, 2D
docket THE MOLEL LIEETFHLHACRILT A2 L 2RO 5N TV AIRIHITE,
HAEVITOBREROERE, RUZO L) L RAMKIHIRD 6TV 5 BRHGE LI,
BEOLYY—, BHER. 8M. ZWEHFEL T 5, 2@ public docket IZEHEN
TWEWERICIRER S 230, BFMeETRE S ATEEAADL O LIETAL
ANk, Thbt, SEIBREOBAFAR L0 LAk N, TARETHLE
HEKOXHE LR L2 IR s 2w BB L LS LT3 HBICETHIRBOFED
FMR(B 2 0F, (o, EHRER. 774 MER. RUBEMBH 7O F a2 VMRUEF
PR AT ) D EI DOV THWEbE I LAk L5,

§ 11.3 Definitions.
§11.3 HEBEOER

(a) The definitions and interpretations of terms contained in section 201 of the act apply to
those terms when used in this part.

() T DA Dsection20 LI E F h 5 MO ER R UFRIL 2 OBEF THER S h 5 AEEITE
Hanbd,

{(b) The following definitions of terms also apply to this part:
OUTORBOERD OB IZHEASND |

(1) Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-903 (21 U.S.C.
321-393)).
(DS LIRS - BES - L fiE(secs. 201-903 (21 US.C. 321-393) £ BT %,

(2) Agency means the Food and Drug Administration.
@) HEE 3 EREESBEFDA) L EKT 5,

(3) Biometrics means a method of verifying an individual’s identity based on
measurement of the individual’s physical feature(s) or repeatable action(s) where
those features and/or actions are both unique to that individual and measurable.

QVEBZFCNT T A F Y 2 Z)E ik, FFEOEAD SEMFH L TR 2 BIfE SO
TEABNET ) FETH S, ST HHPBHEIVTRL ZOBACKEADLDT,
WETRELZSDET L,

(4) Closed system means an environment in which system access is controlled by



persons who are responsible for the content of electronic records that are on the
system.

W2 0—RF2RXFLENG, VAT LANDT 7 L APED L AT LA LOBFEBOAEFL
HEEFRHOAMIZE s TEHSN TR TEWRT 5,

(5) Digital signature means an electronic signature based upon cryptographic methods
of originator authentication, computed by using a set of rules and a set of
parameters such that the identity of the signer and the integrity of the data can be
verified.,

GFYINELLE, FRELEBT 2000 LECESVT, —EOBRR L 3T 2
— S EFERLTERSN CEFELATHY, BEEORLET S OEEELRIETS
LOTH LD,

(6) Electronic record means any combination of text, graphics, data, audio, pictorial, or
other information representation in digital form that is created, modified,
maintained, archived, retrieved, or distributed by a computer system.

Q)T Fafbd. 7V VEROTH. B, 77— ¥, EF. BE. £0E»0EHEHD
FEOHREETH->T, IVE2—F AT AL > THEE IR, EFBEA, #F 31,
BREEA, BESNH, BLVEEHMINLEDTHE,

(7) Electronic signature means a computer data compilation of any symbol or series of
symbols executed, adopted, or authorized by an individual to be the legally binding
equivalent of the individual’'s handwritten signature.

(MEFEELIL, BALPORFX —HORFOIVE2-FF—FDHFETHY, &
PR N > T EOBADFHEIOZFLLEHEDLDE LT, RAIZL - THERS
h, BRAEN, 50VIIZHEAEhHDOTH S,

(8) Handwritten signature means the scripted name or legal mark of an individual
handwritten by that individual and executed or adopted with the present intention
to authenticate a writing in a permanent form. The act of signing with a writing or
marking instrument such as a pen or stylus is preserved. The scripted name or legal
mark, while conventionally applied to paper, may also be applied to other devices -
that capture the name or mark.

®FFEFLLIE, KNI o TXHLIHEPNBAOZR DD VIERHL~Y— 2 Th
2T, #OXTOFEEME L KAMITERT 5BHELEETHF > TER. »5WidRAS
NbDTHd, NrRPHEEDI IR, BV — 220 T 5EEHH - THT
PREZDFLHECITHRIRESNLE, FEZOGMSHL VBN~ — 7 I3EEK
DEIERENLZIDOTHLY. EDAFLT—2MEFEINL O THhEENLUAND
EBIUEHINIBEEGLH A,

(9) Open system means an environment in which system access is not controlled by
persons who are responsible for the content of electronic records that are on the
system.

QF—F>2XFLEE, PAFLANDT VL ANREDL AT A LOBFELEBOREICH
EERH AL > THEIR TR WRBETERT 5,

Subpart B—Electronic Records
$Tr—-r B—BTEE

§ 11.10 Controls for cloaed syateﬂxs.
§1110 JU—XFY AT LADEH.

Persons who use closed systems to create, modify, maintain, or transmit electronic records
shall employ procedures and controls designed to ensure the authenticity, integrity, and,



