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public abstract void Open () :
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@ Close
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public abstract void Close() :
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public class XmlVerifier
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if ( openFileDialog ShowDialog() != DialogResult. 0K )
{
return;
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XmlDocument xmlDocument = new XmlDocument () ;
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xmlDocument. Load { openFileDialog FileName ) :
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ImlNodeList signatureElements =
xilDocument. GetElementsByTagName " Signature’, "hitp://www. w3. org/2000/09/xmldsigh
"}
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XmlVerifier xmlVerifier = new XmiVerifier () :

try
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for{ int i=0 ; i<{signatureElements. Count ; itt+}
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//Signature % 27 OREE
xmlVerifier. Verify( (XmlElement) signatureElements[i] ) ;
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catch( X509CertificateNotFoundExceptiion error )

I
Console. WriteLine ( error. Message ) ;

]
catch( VerificationException error )
l
Console. WriteLine { error. Message } ;

)
catch( CertificateChainException error }
l
Console. Writeline ( error. Message + "¥nl0}" |
error. ChainTrustStatus ) ;
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XmlElement signatureElement,
ChainCheckType chainCheckType

NFTA—F
signaiureEtement
BFE$ 2 Signature ¥4/,

chainCheckType
SEEHEASIRTF = — RALFF DS IKIEMEE ¥ 1 7,

fiRs .
HX 507 Signature ¥ JAZRR SN T WA ABREAEZEE L WM. EF24E
& RIE. '
NHEMEENEEEREN T A EAIT TR TOAME AR TEA R,
BERARZTRIY, BARIICER LA NMBIEREOE NN ZHIET 520D
Windows DFLEAZEA b 7T AD L NFRBHASEHERA LERBEERF L — > DN
A

#x
Bl DREE it
X509CertificateNotFoundException Signature ¥ 7 RIZ/ABFIBIAAENTR I N
TWizhE &,
VerificationException BREFIZHRMLI-& &,

45



)

CertificateChainException sEFAREWMF = —  OBRFLICKBMLIZ & &,

Al

@ Verify({mlElement, ChainCheckTvpe, out X509Certificate)

XML B4 Z L
HE

public void Verify(
XmlElement signatureElement,
ChainCheckType chainCheckType,
out Xb09Certificate signingXhb09Certificate

T A=K
signatureElement
#ELd 2 Signature ¥,

chainCheckTvpe
FEEABIEET = — AREER D RENRIBRREE ¥ 1 7

signingX509Certificate
BRFLVCAE R U7 S BHREE RS, 2B L 7=Fld nut 1,

i
g&

HEz s/ Signature ¥ /RIS I N TS NHATERZZMEHEL ML ETE4
R,

DNHBHEENEECBIN TV ARSI TR TONBRAATICTELERIL.
BAWIT THRIL, BHREICHER LU/ 0HRERETOSHEEERT 720
Windows DFEHEZ M 7RO LA NHBIHE2EH LAHSERF = — > D/A
R,

s
FIst OFEEE &M
X509Certif{icateNotFoundException Signature # Z/NIZ- AFEBHEIGRR N
TWiahEE
VerificationException BRAFICERML=EE .
CertificateChainException FEMAREIF = — > OREEIZRM LIz & &,

)

46



4. NI 2
4. 1 CertificateChainException
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public class CertificateChainException : ApplicationException
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public CertificateChainException (
ChainTrustStatusType chainTrustStatus
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@ CertificateChainException (string ChainTrusiStatusType}
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public CertificateChainException (
string message,
ChainTrusiStatusType chainTrustStatus
)
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message
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chainTrustStatus
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@ CertificateChainException(string Exception, ChainTrustStatusType)
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public CertificateChainException(
string message
Exception innerException,
ChainTrustStatusType chainTrustStatus
)
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message _
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innerException
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chainTrustStatus
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public ChainTrustStatusType ChainTrustStatus [get;]

pa=VAVEd -0
SEIEEET ©— LN AR,

49



4. 2 SelectCertificateException
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public class SeleciCertificateException
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public SelectCertificateException( ;

® SelectlertificateException (siring)
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public SelectCertiflicateException{
string message
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public SelectSigningKeyCancelException () ;

@ SelectSigningKeyCancelException (string
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public SelectSigningKevCancelException (
string message
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@ SelectSigningKeyCancelException (string Exceplion)
SelectSigningKeyCancelExceplion 73 XA DEH LA A% - A 2FHEL,

|m
T

public SeleciSigningKeyCancelException (
string message,
Exception innerException

)

NI A—F
message
PN DEERERBTEZILI— Ay t—3,

innerException

BREOHADOHERETH BH 5. innerException /ST A—44 null 2B THN
BAE., NEFNZ0AET S calch 7Oy 7 TIREOFHNDFAE,

53



4. 4 ToSignElementXPathException
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string message
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public ToSignElemeniXPathException (
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public VerificationException (
string message,
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public ¥509CertificateNotFoundException () ;

@ X509CertificateNotFoundException (string)
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