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2) YMENRReEE WENZIEL—F
— VAT LAY, HEODLEY EREE. B
AT TRIKBLIUOMO BREE LOMBERN
BRI MU EER., WENRTEE
B, asicoy s, F—, BXUOaYEa
— = VAT ABIUVRENOY VA&
RO TEEOIHEAINGER LOFER
DERBEFENTVS,

3) BitfimiatFa)rs—H—EX  FHRY
P AEFEL, AMO—J)VLEZS—T D
OICEFTICENINS T A —E XA,

4) HEiffMatzFa T4 c AR AL D EE
vy b= LICHEEIND T —F O EF ]
DY A EOHEFTIICENI NS TOR
Ao

ELU, b4 D0hF T —ICEENDE
HrRAEBREFNTNOEBRBRICODET
RN LEAADOE TEHTNEINDOTD
D, ZIRENDZTRTEEHTLILEND S
ENIbITIERRnEL TS,
UEodaoohsd)—RlicEHE1 T
AVF—a FEEEENELEADORE, &
FELICHET 52EKRDE 5D DED HIPAA
Security Matrix SIREN 2 HDTH %,



3. HIPAA Security Matrix

3.

1 THEOFREE

= xR
(REQUIREMENT)

FERAFEIMPLEMENTATION FEATURES)

BTS2 B BB S

FIEEAR
Certification

47

BEEN—hF—8BE
DY

Chain  of  trust
partner agreement

12,47

BRI PR BT (3
BT RTEESX
Nz THEARL R
)

Contingency  plan
(all listed
implementation
features must
implemented).

be

Ty —a ETF Y ORBELWN
Applications and data criticality analysis.

17,47,53

F—& D)\ 277 v T Data backup plan.

12,17,47

K 2mE |HETE Disaster recovery plan.

12,17,47,53

RABT—RFRTOHESHE Emergency mode
operation plan.

47,53

F A K E{EIE Testing and revision.

12,17,47

La—RAEDED
WWIEHD AT Z XA

Formal mechanism
for processing

records.

12,17

HFHY 72X -0
ho—Jb (EL R
I RTEEINRG
<THEHRSRRY)

Information access
control (all listed
implementation
must

features be

implemented).

7 272 A FREE Access authorization.

12,17, 47, 53

7 272 A HEST Access establishment.

17,47, 53

7 272 Z{EIE Access modification.

12, 17,47, 53

AN B EE & Internal
audit

12,17, 43, 44, 47

ANBEFal)rqg—

(BREHETTT
EE Nz TEER
57%%y)  Personnel
security (all listed
implementation
features must be

implemented).

Rl X NABNERBADIC L > TRFABRZE
B 4 5 & Assure supervision of
maintenance by  authorized,
knowledgeable person.

personnel

17, 47

7O AR DOEH Maintenance of
record of access authorizations.

-10 -

12,17, 47




BECHRTABRNEUI Y VA EL TS | 17, 47
Z & Operating, and in some cases,
maintenance personnel have proper access
authorization.
ANBJUT I XAFFE Personnel clearance
procedure.
ANEBEOEFa2 T4 —F#HELIETFERE|12,17,47,53
Personnel security policy/procedure.
TFa) T4 —OFIMEZTRFAERZZTD I | 12,17, 47,53
A5 A ¥ B #F System users, including
maintenance personnel, trained in security.
F a2l F 1 BERIE | B+ a2 AT —3 3 > Documentation 12,17, 47, 53
HoEH (EZER/RHE
BT NTRESNG k15707 by o P RIB&A VT F VR | 12, 17, 47
STHRESBY) s nr e Fal 5 BHEDEDDF 2 K
Security Hardware/software installation &
configuration maintenance review and testing for security
?Jgrnt. (aH. listed features
implementation MBI Inventory 12, 17
features must be
implemented). F 2 7 4 i8R Security Testing 12,17, 47
71 )V AF x.w & Virus checking 12, 17,47, 53
TFRal) T4 BRTF | BREEFEREZ  Report procedures. 12,17, 47
B (FEFHEETTA
TREINE TR L AR > AF K& Response procedures. 17, 47
257 Ww) Security
incident procedures
(all listed
implementation
features must be
implemented).
tFR o) T4 BT | UZXZHH Risk analysis. 12,17, 47,53
Nt R (BEREE | ) 22%® Risk management. 17, 47
TATREINAS #1#ER ) > — Sanction policy 12, 17, 47, 53
TR SENn) -
Security tF 1) 54— — Security policy. 17, 47, 53
management
process (all listed
implementation
features must be
implemented).

-11 -




WTFIE (EEEE | KFHEHEDOEH# 0L ¥ Combination locks | 12, 17

39 R THEE I N | changed.

<TWEHAESRKRW) | 7720 X MORBE Removal from access | 12, 17, 47, 53
Termination lists.

procedures @UFABEEY Y > b OBEE Removal of user| 12,17, 47
listed account(s).

implementation TORAEHWTHE, b0, H—ROERHA | 12, 17,47
features must be |Turn in keys, token or cards that allow

implemented). access.

M=z (EE | 2A B EHBEEITD) \otFa U541 —FE#H| 12,17, 18,47, 53
BRI RTRES | ORNL—22 7

N/ < T 5 7| Awareness  training for all  personnel

W)
listed
implementation
features must
implemented)

Training (all

be

(including mgmt).

EHME R ELF )54 —HEBEWE Periodic
security reminders.

12,18

ANV ABEICET 52— —HEF User
education concerning virus protection.

074 ORI/ REOREOTF =y 7 ODERME
PEOA—BOBREHELZDVWTOL—THE
User education in importance of monitoring
log in success/failure, and how to report
discrepancies.

12,17, 18

NADT— REBRICET 22 —YHEF User
education in password management.

12, 18, 47

-12-




3. 2 YHWRREERE
= R | EEEMEIMPLEMENTATION FEATURES) B S B RS
(REQUIREMENT)
Y THENEEF 47
2 U 5 4 B &
Assigned  security
responsibility
AF4Y arbho| 7ot a2 ho—)b Access control. 17, 47, 53
= (EEREIT | S0 EE (FSvF P« AB X A)|17,18,47
NTHEE INE < T | Accountability (tracking mechanism).
372 5720)  Media | 57— /Ny 77 v 7 Data backup 12, 17, 47, 53
controls (@ll listed | > 5 znpmitm Data storage 12, 17, 47
implementation 45 Disposal. 17,47, 53
features must be
implemented).
WME R Y 7R - | KEHEIH Disaster recovery. 17
arybho—Jb GHR | BR2E—R - XL —3a > Emergency mode | 17
Y 7t X) (EE&EH | operation.
PIETRNTRESIN | #Ea> ho—)L (1 boHFAD, BROYA | 17,47
RS TERAELRW) | M5 O)Equipment control (into and out of
Physical access | site).
controls  (limited | @t 2. U 5 4 FHE Facility security plan. 12,17, 47
access) (all listed ['y zmpg 20 5 1 b 242 vt o e 7 2 £ ARAEORER | 17, 18, A7
implementation D= DFENE Procedures for verifving access
features must  be authorizations prior to physical access.
implemented). A5+ AL 3— R Maintenance records. 17
HoTWBREABT7 V27 A0EDDFNE| 12, 17,47, 53
Need-to-know procedures for personnel
access.
FEE L MEE O AZEF A Sign-in for visitors | 17
and escort, if appropriate.
F Ak &EIE Testing and revision 17, 47
J—0AF—a v 18
HHICET SR >
—/HARI1
Policy/guideline on
work station use
FERT — 5 AT — 17, 53

T a V{Li# Secure
work station

location

-13 -




tFa)T s BEO
ML = T
Security awareness
training

12,17, 47
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3.

3 HWRtEFaUT4—P—EX

- X
(REQUIREMENT)

FEEREIMPLEMENTATION FEATURES)

BIEY 5 BEF B E S

TrEA-arhbhnO
=) (EEREDD
BRIAE, S5
BHUADIDDI B
1 D) Access

control (The
following
implementation
feature must be
implemented:
Procedure for

emergency  access,.
In addition, at least
one of the following
three

RICEHITNWET 7+ X Context-based access.

5, 12, 14, 16, 17, 40,
47

%54t Encryption.

1, 6, 12, 14, 17, 21,
22, 23, 24, 26, 36, 28,
29, 30, 31, 47, 49, 53,
o4, 55

RAT 2 EEADFIE
emergency access.

*Procedure for

14, 17, 53

ENTH TNz 7 7 X Role-based access.

14, 16, 17, 40, 41, 47,
o3

FIFFEICE DW= 7 7t X User-based access.

11, 12, 14, 16, 17, 40,
41, 47, 53

implementation

features must be

implemented:

Context-based

access, Role-based

access, User-based

access. The use of

Encryption is

optional).

BEEHarbho—)b 12, 14, 18, 47, 53

Audit controls

Farhko—) (&
EREEDSB 1D
#AZE) Authorization
control (At least one
of the listed
implementation
features must be

implemented).

HENzE DW= 7 27t X Role-based access.

0,14, 16, 17, 47, 53

FIBEICE DO W=7 7+ X User-based access.

14, 16, 47, 53

5 — % B F Data
Authentication

11, 53

-15-




ITT 4T 4 —abalk
(HEha 4o &
A ID FRdnE,
SIEDDH B 1D
[IAZR)

Entity
authentication (The
following
implementation
features must be
implemented:
Automatic  logoff,
Unique user
identification. In
addition, at least

one of the other
listed

implementation
must

features be

implemented).

H#) 027 Automatic logoff.

14, 16, 17, 18, 40, 53

A=A REREE Biometric.

14, 16, 18, 40, 47, 53

INA T — RERGE Password.

14, 16, 17, 18, 19, 40,
47, 53

fE A 1D #-55EAE PIN.

14, 16, 18, 19, 40, 47

E3E1—)1)\Nw 7 Telephone callback.

14,17, 18, 47, 53

~—2 > F83E Token.

14, 17, 47, 50, 53

d = — 7 Jz 2 — ¥ # Bl Unique user
identification.

14, 47, 53
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3. 4 Bt Fa) T4 ANZAL BEERY M- ORBTEBINEGT—F2HTIN
BNWENT VAT B EIHT DHRENE

TECHNICAL SECURITY MECHANISMS TO GUARD AGAINST UNAUTHORIZED ACCESS TO
DATA THAT IS TRANSMITTED OVER A COMMUNICATIONS NETWORK

= X
(REQUIREMENT)

FEEREIMPLEMENTATION FEATURES)

BT 2 B &S

WBE/ xy hU—22
ho—J)b (LA
BEEERY T —
INEHLNDDTH
nig, sEetkar bk
O—J)vERAy -2
RALNMAE, THIT,
A bho—
V. SO EL S
MN—DRWHE, 5
blxy bT—2
MNEHINZDTDH
N7 o—h, BE
ek, LT 4T+
—#RFE. TN MV
R—bhoD 4D
Ho, [BRE: *xvy kU
A v S VA
v, GBAE & ERR
BRICED 1 18
BEHRbDNB])
Communications/n
etwork controls (If
communications or
networking is
employed, the
following
implementation
features must be
implemented:
Integrity
Message
authentication.

controls,

77+ A3 hO—)I Access controls.

14, 17, 22, 23, 39, 47,
48, 53

7 I—A (EZIZOWTOER) Alarm.

14, 17, 18, 35, 36, 37,
38, 44

HESREE R Audit trail.

&5 (¥, Encryption.

1, 6, 12, 14, 17, 21,
22, 23, 24, 26, 27, 28,
29, 30, 31, 47, 49, 52,
03

25 Entity authentication.

H
\/
NI
N
Ny
N

[
=

12, 14, 17, 18, 20, 22,
23, 31, 32, 34, 33, 51,
03

TR hLR— k Event reporting.

524t 2 ho—)b Integrity controls.

-17-

14, 15, 17, 18, 22, 23,
45, 46




In addition, one of
the following
implementation

features must be

implemented:
Access controls,
Encryption. In
addition, if using a
network, the
following four
implementation
features must be
implemented:
Alarm, Audit trail,
Entity
authentication,

Event reporting).

A —JFEE Message authentication.

14, 15, 17, 18, 22, 23,
25, 45, 46, 52
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