The secure storage of paper records in
- locked cabinets and disposal qf material no

longer needed are always required. Storage -
~ of data in @ computer that is dedicated to the |
registry, and not accessible to outside users,

is more secure than networked systems, or
those linked to outside users. The 'firewall
principle ensures that extemal contact is
~ prohibited (external link up can only be done
~ from within the registry). -PCs and poriablé
computers outside the registry are often
easily stolen, so that there shouid be 7
precautions to preserve anonymity of the
records in them (encryption, or separaté
storage of personal and medical data). -
Computer systems used for demonstration

purposes should be set up with dummy data.

Release of Registry data

A cancer registry has no value unless the

data it collects and stores are actually used.

The requirement is, therefore, to ensure
: maximurﬁ use, while preserving
confidentiality of the data subjects and
suppliers. Access to the data in cancer .
registries should be carefully controlled.
‘Most registries have defined quidefines for
_ this purbose.

In the absence of written consent from all
parties cdncemed , registries should not
release identifiable data about a registered
cancer case (data subject), or the treating
physician or institution (data sﬁpplier),
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I -1.
except for defined clinical or research-

purposes.

- For clinical purposes, a physician who is '

treating an individual would be given

‘unrestricted access to that person’s record "

(as for any other pertinent medical data held

- inahospital or laboratory afchive).

‘For research purposes , there is no problem

with the release of aggregéte or tabllar data

i which it would be impossible to deduce

-'the presence (or absence) of a particular
individual, Thus, for example, cells of -

tabulations which contain very small
numbers may be suppressed, or subjected

. to random additions/subtractions (to

maintain the correct marginal totals). A
more intelligent approach is o be concemed

with the size of the denominator of such
* cells, and not to publish resuits based on

_ _populations at risk of less than, say, 50, or '

100.
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* When the data required are confidential
 (containing, for example, personal

identifiers), the registry director must decide

whether the request comphes with |

. previously agreed policies/guidelines, or

~whether it should be referred for an ad hoc
degcision by, fér example, a review board or

ethical commlttee Cancer reglstnes shouid'

establish a written set of guidelines for
release of data (especially identifiable data)
which can be provided to potential users.
Such guidelines would nommally include -
aspects such as the need for: |

~» Written request (purpose, nature of

data, why data items are required)
e Formal undertakings: '

- not to use data for purposes other -
than those agreed;,
- not to pass data to persons not
specified in the request;
- not to contact registered subjects
{unless authorised to do so)

- notto publish identifiable-data.- -~ -~ -

-« A time limit, with destruction of the .
data '

Any user of registry data should be prepared
to observe the same rules of confidentiality
as the staff of the cancer registry itseif.

Guidelines for confidentiality in cancer

registries

~ Some countries have a legal basis for
cancer registration, requiring that cases be

—41—
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notified in the same spirit as for infectious
- diseases, in the interests of public health.
* This is the exception rather than the rule,
however. Storm et al. (1998) in a survey of
cancer registries in the European Union in
1994 found that reporting of new cancer
_cases was compulsory in dnly 16% of
cancer registries, and completely voluntary
in 80%. In this latter instance, the registries
~are operating on the principie of collective
confidentiality (Wald et al'., 1994), applying
to all members of the medical team when
involved in clinical work, teaching, audit and
research, and by anonymising the data
" before publication. | :

However, by the 1980’s, public attitudes to
the storage and use of personal data were
clearly changing, probably as a
consequence of the increasing availability
and power of computers to_stor_e,',link and
transmit such data. |n the medical field,
. suggestions were beihg put forward that,
“gven ¥ informed cons ent’ was not.
appropriate to apply to the instance of using
medical records for research, then ‘implied
consent’ might be. This means that patients
" would be informed about the potentiél use of
their medical records, and given the
opportunity to ‘opt out’ (Medlcal Research

Council, 1985)

In this climate, the Intemational Association
of Cancer Registries (IACR) setup a
working group, which prepared a set of
guideﬁnes on confidentizlity for cancer
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registries, published in 1992 (IARC, 1892)
which took into account national and _
intemational legislation existing at the time.
Below is a summary of conclusions ahd ’
recommendations. |

1+ Principles of confidentiality and the
role of the cancer registry |
1.1 The purposes for which data
- collected by the cancer registry are
to be used should be clearly defined
12 Identifiable data may be providedto
- aclinician for use in the treatment of

cancer patients . .

1.3  Identifiable data may be transferred

' to a collaborating registry for the

purposes of compiete and accurate

+ cancer registration .

. 1.4  The cancer regisiry must malntann
the same standards of oonﬁdentlalrty :
as customarily apply to the
doctor-patient relationship; this
obligation extends indefinitely, even

- afterthe death of the patlent
1.5 ltmaybe necessary to ensure that
physicians have legal authority fo
report cancer, where registraiion is
_ " not compulsory . . .

1.6 The scope of confidentiality extends
not only to identifiable data about
data subjects and data suppliers, but
also to other directly or indirectly
identifiable data stored in or provided
1o the registry . _

1.7 Data on deceased persons shouid
be subjéct to the same procedures
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SII-1)
- for confidentiality as data on living
persons. |
18  Guidelines for c:onﬁdentlallty apply
not only to data stored on computer,
but also to data stored in dﬂner forms,
such as paper, microfilm, microfiche,
efc. '

2 Measures for data security
21 The Director of the registry is
' responsible for data security.
2.2 ' The staff of the registry should' sign,
~ as partof their contract of
employment; a declaration that they -
will not release confidential

information to unauthorized persons :

This declaration should remain in

force after cessation of employment.

2.3 Suitable locks and alarm systems

| should be 'ins{alled to control access .
to the registry, and a list of persons
‘authorized to enter the registry

. should be maintained by the Director.

The Dirsctor should maintain a list of
staff members indicating the nature

M
e

and extent of their access to ‘rlegistry .
.. data. - _ o o
2.5  Notices reminding staff of the need
o maintain confidentiality should be
prominently displayed.
26  Registry staff are responsible for the
- confidentiality of ail data encountered
during active registration.
2.7 Cahcer registries should consider
provision of proof of identity to staff
engaged in active registration.
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2.8

23,

240

Requests to complerﬁent incomplete
data should be addressed to a
named individual at the source by

:conﬁdenﬁal enquiry.
Identifiable data should not be

transmitted by any means {post,

telephone, electronic) without explicit
 authority from the Director or a staff
member to whom such authority has -
‘been delegated.

Cancer registries should consider -

 use of registered post or courier

2.1

212

213

2.14

services for confidential data, as well
as separati'ng names from other data
for transmission . |
Precautions should be taken for both
physical and electronic secuﬁty of
confidential data sent 6:.1 magnetic or

. electronic media.

The telephone should be used rarely,
if at all, for confidential information, '
and only under specific constraints,
by a staff member specifically '
authorizedto doso.” )

Use of the computer for conﬁdentlal
data_should be controlled by

_ electronic and, if possible, physical
measures to enhance the security of

the data, including use of a separate
room, use of passwords, automatic
logging of all attempts to enter the
system, and different levels of
access to data.

Demonstrations of the computer
system should be done with separate
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2.15

216

217

and fictitious or anonymized data
sets. '

Special precautions stiould be taken
for the physical security of electronie
backup media. '

Consideration should be given to
- obtaining expert advice on security

against unauthorized remote
electronic access, ifitis not possible

 touse lsolated data processmg
: systems
‘Measures should be taken to ensure
the physical security of confidential
records held on paper, microfiim,

.- microfiche, etc,

2.18

219

3

3.2

3.3

A policy should be developed for

safe disposal of confidential waste.

Security procedures should be
reviewed at suitable intervals, and

*_ consideration should be given to

obtaining specialist advice.

Release of registry data

Release of cancer registry data for . -
-clinical purposes, for research and

* for health care plann'ing is central to
" the utility of the registry, and the

registry should develop procedures

- for data release which ensure

maintenance of confidentiality.

‘The Director of the registry is

respansible for deciding if requests
for data meets the registry's
guidelines on conﬁdentiality.
Identifiable information about data
subjects or data suppliers should not

218
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be released for purposes other_ than
those previously specified by the
registry, unless all parties concemed

' provide written consent for such

34

35

3.6

3.7

3.8

39

310

3.1

release.
Physicians should be given access
to data needed for management of

~_their patients

Requests for data to be used for
research should include a suitably
detailed justification of any need for

" identifiable data.

Measures should be taken to avoud

‘the possibility that individuals might

be identifiable from tables containing
cells with very few entries.

Data should not normally be
provided to individuals about
themselves,'unless required by law.
For multi-registry or intemational
studies, identifiable data should not

-nomally be transmitted to other

registries or countries.

referred to the Director of the registry
or to a staff member nominated for
this purpose. |

The Director of the registry should
obtain evidence that researchers
using registry data will adhere to the
i'egistly's guidelines on conﬁdentiality
of the data. | :

It is recommended that registries
provide a document describing their
procedures and criteria for releése of
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312

| data (especially identifiable data) to
researchers who request access to

the data.

Itis recommended that advance
plans should be made for the

possible cessation of registry activity,
in order to maintain the subsequent

' utility of the database whilst

safeguarding the confidentiality of its

 data. :

312 MABBESTODEICELT, FOF

— ZDOBEEERBLODTF —F~_—
AEBEFNTEATAEDIZ, B

S TCRELTREIIE BHEREND,



REFERENCES

IACR Guidelines on Confidentiality in the
Cancer Registry (1992). IARC Intemal
Technical Report 92/003, International
Agency for Research on Cancer, Lyon
France.

Medical Research Council. Responsibility in

the use of personal medical information
- for research: principles and guide to

practice. Br. Med. J. 1985; 290: 1120-4.

 Michaelis J, Miller M., Pommerening K and
Schmidtmann 1. (1995) A new conceptto
ensure data privacy and data security in

- cancer registries. In: R.A, Greines ef al.
(eds.) MEDINFQO'95 Proceedings, IMIA,
1995, '

Michaelis J. (1995) Towards nationwide
cancer registration in the Federal
Republic of Gerrany. Annais of
Oncology 6, 344-346. :

Newcombe H.B. Handbook of record
linkage: Methods for health & statisticd
studies, administration & business..

(1988). Oxford University-Press.

Royal College of Physicians Committee on
Ethical Issues in Medicine. (1999)
Research based on archived snformatxon
and samples. J. Royal College of. '
Physicians (Lond.) 33, 264-266.

Storm H, Clemmensen | and Black R.
(1998) Survey of cancer registries in the
European Union. 1ARC Technical Report
No. 28, Intemational Agency for
Research on Cancer, Lyon, France.

Wald NJ, Law N, Meade TM, Miller G,

Alberman E and Dickenson J. (1994)
Use of personal medical records for

confidential research purposes. Brit. Med.
J. 309, 1422-1424



Cancer epidemiology and the EC
Directive 95/46/EC of 24 October
1985 on the p_rotet_:tion of
“individuals with regard to the

processing of personal data and

on the free movement of such
data.

By Hans H Storm, MD, Danish Cancer Society,

Strandboulevarden 49, DK 2100 Copenhagen
Denrﬁark, hans@cancer.dk

INTRODUCTION

‘The confidentiality between patient and doctor,
- not disclosing information to any irrelevant third |
party, and thus respecting the patients integrity

~ has been subject to change in particular during

- the last decades. Patient treatment and care
has increased in complexity, involving both

specialists, hospitals and primary health care

““workers, and thus more persons will have'a

need for access to data on a person, but may
also get access to data which is irreievant for
the service to be provided.

Patient data, which were primarily used by the
treating physician is now to é greater extent
shared with others, also non-medical persons,
o the benefit of the population in identifying
causes for diseases, evaluating outcome,

equity in health etc. Whereas clinical research

in most countries to day require the informed
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“consent of the patient and thus also sets the
terms for use of the data, th.e issue of ‘

* confidentiality and ethics is more difficult where

. the data subject is not contacted, even if

: resuhs do not disclose the idéntity of

. individuals. The latter situation emerges when

data are collected from available sources and
linked on the level of the individual for later
. grouped analysis. . '

The linkage possibilities on an individual level
for even large volumes of data, increased the
fear in ﬂ'ue public of misuse and errors, and
stimulates the ever ongoing public debate on
ethics and confidentiality. This has early lead
to -ciear recommendations in epidemiology
safeguarding both ethics and conﬁdentiality‘
(Gordis 1977, Last 1996, Coughlin 1996). .

- However, living in a society, individual actions
-and desires may be constrained fol-r benefit of

the society‘as such. ltis recoghised that

" certain public health issues require the

acquiescence of the public in matters that are

or nio direct concem to them perssnally, andté™ -

which sometimes they may be opposed (e.g.
iodine added to salt). Likewise, collectidn of
medical information on individuals may well -
“have a use in public health, or in research that
will benefit others, while having no direct utility
for the persons concemed. Examples of this
are the long term follow-up of irradiated
-populations and control groups, the study of
- occupational cancer (Skov et al 1990) and as
part of such studieé cancer registration (Storm
1996).

kKezver hRUELEL, FTFERRATIE
EE2EDHTND, LL, T—FORREICE
'ML&w%émﬁﬁéﬁﬁﬁﬁkﬁEWﬁ%ﬂ\

L ARENEAOETERLMCTE I LA

B Th, LVEMTHS, BED (BB
R L7V RIRIE. FUE TR MEES 7
—FRIE L, B —7E LTRET B
BIBEADL~ATY VT 5HECRET 5,

BALSATESTSZLE, HECKERT
—FTHLARRE Aol L. —RRRRICEY
TF—s EMALEERCORLEEMsE, &

FOATVHHE L BERBICET 5 —BAR
ORETFW LI, ThiE. BECBTIRE

LHEBREORLRBI OV TOHERTMEE
By 7 (Gordis 1977, Last 1996, Coughlin 1998),
LasLzih, BABESTERELTRY, B
ADTFHOEZ RS ORI L HERZVEE
bhD, BECAREL EOBMBAICBV T,
g, BALICEN L EERERS . B
CERA TS T EDRITRER bRV

EEBRMENTER BRI, E~OF—FO

FAD . EERC. BAKETAEREBENE
FHD ik, FOBAKEEOERRZ TS,
REEE. 5D OEMA~ORIES B SHFRC
BIOTHS 3, OHELT, BARRKEL
ALz ha—A S A—T L B RIRIEE
U 7= 3825 A, OBFFE(Skov et al 1990) <2, AAE
DR (Storm 1998) 8 H 2,



The problem in brief, is the balance between

the individuals right to privacy and the chance

| of criminal or undesired acts on the data stored
on an individual, versus the rights of the |
society ahd other individuais to benefit from
knowledge from such individual data when
used for research and in particular for publlc
‘hea!th (Storm 1998).

History ‘
Cancer registries as reported by Dr.-Parkin
early addressed this issue and formulated .
rules for good cond_ud with data given to them
in confidence (JARC 1992). The IACR rules
were developed on fhe basis of the 1981
Council of Europe convention no. 108,
specifying for the protection of individuals with
| the regard to the automatic processing of
personal data that:

> ‘Data is collected and treated lawful |

> Filed for speciﬁed, explicit and legitimate
purposes , _ :

> Data must be relevant and sufﬁcnent and
not excessive N '

> Data must be accurate and if necessary
kept updated | '

> Data must be filed in a format that only
allow identifications of persons needed to
fulfil the purpose. =

As a consequence of the common market in
Europe a substantial increase in cross-border
flows of personal data between all those
involved in a private or public capacity in
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economic and social activity in the Member
States was foreseen. The free movement of
goods persons, services and capital had to be
ensured and required not only that personal
data should be able to flow freely from one

- Member State to another, but aiso that the
fundamental rights of individuals should be

- safequarded. The glorious aims are stated in

~ the text of the Directive 95/46/EC as:

‘ensuring economic and sacial progress by

common action to eliminate the barriers which

_ divide Europe,

encouraging the constant improvement 'oi‘ the
living conditions of its pecples, S

preserving and strengthening peace and liberty

and promoting démocracy on the

basis of the fundamental rights recognised in . -

the constitution and laws of the Member

States and in the European Convention for fhe :

Protection of Human Rights and
Fundamental Freedoms;

A proposal to a Directive was launched by the

- European Commission in 1990 following_ the
general outline of the recommendations in the
Council convention 108. This proposal
however héd explicit rules on informed consent
by individuals on amongst others, data on
health. This basic rule would have severe
consequences for population based
epidemiology — perhaps making it virtually

impossible and even hamper the more simple
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descriptivé epidemiology due to peor and
possibly biased data. The possible
consequences are outlined by Dr. Parkin.
There was an obvious conflict in the aim of
data-processing systems which as stated in
the Directive:

are designed to serve man; whereas they ngSt
whatever the nationality or residence of natural
persons, respect their fundamental rights and
freedoms, notably the right to privacy

_and the wish for economic, social progress and
well being.

and contribute to economic and seccial
progress, trade expansion and the well-being
of individuals; |

This from the health point of view could be
difficutt to achieve in a setting fully based on
_informed consent. But welcome is that the

~ Member States will ho longer be able to inhibit

- the free movement bétween them of personal
data on grounds reiaﬁng to protecﬁon of the |
rights and freedoms of individuals, and in
particular the right to privacy. Member Stales
will be able to spechj? in their national law the
‘general conditions goveming the lawfulness of
data processing; whereas in doing so the
Member States shall strive to improve the
protection currently provided by their
legistation;
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After having passed the Council of Ministers
. the text was transmitted to the European
Parliament. More than 200 suggestions for
amendments were made by the Parfiément -
the higheét number ever seen in the European
' Community. Proposals were both made for
~ derogation’s to the proposed Directive and for
‘strengthening it. In March 1992, the Parfiament
‘opinion were given to the Commission and a
modified text were presented ta the Council in
October 1992. A common position to the |
Directive was reached by the Council in
February 1995 and it was finally adopted by
~ the Parliament and the Directive was finally -
" adopted in October 1995: From this date
. Govemments in the '_E-uropean Union had 3
years to implement the text and amend |

national legislation.

In this 3 year period — Qonstant'lobbyirig took
place in several countries of national
authorities, stressing and expléining the case
of medical and population based research and

“~“tha likely consequences of ihe Directive uniess -

derogation’s were given. .Inl particuiar the loss
. of possibilities for research on health data —
linked with other data — data quality and follow-

up was considered serious, and also debatable

- who could possibly benefit from such

restrictions.

Denmark wilt in March 2000 pass the new
National legislation — with a few years delay.
The reason for the delay was the complicated

text arising from the Directive and the -
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derogation’s naticnally accepted to maintain
and support population based research. Also
difficulties arose in aécepﬁng the new law
when it was unclear what consequences it
would have on other laws, public authorities
files, patients rights etc. '

The Directive and epidemiology -

~ The, basis of the Directive is informed consent

forany uSe or processing of data. This is
undisputed the best way to preserve the
individuals right to privacy, and to leave all .
'decisions to the individual himself. However,

" as explained by Dr Parkin this is not éasi_ly
applicable to cancer registration or for that
sake other morbidity or mortality registration,
and 'rn'ay be impossible to man‘age when data
is most efficiently collected from different
sources in the health care system and the civil
registration system. Also it is debatable for how
Iohg a _period informed consent is acceptable -
and many I'awye‘rs stress that it cannot be

. given for longer periods than a few years.-S@ . . ...

the Directive introduces a protection system .
based on three concepts: '
'1. Personal data - information relating to an
identified or identifiable person
2. Data subject - the identifiable person
3. Controller — the person or organisation
responsible for the data processing

The articles which are important to
epidemiology are (appendix1):
A Atticle 6 — the quality of the data
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B. Aricle 7—~the processing of data

C. Article 8 —the brotection of sensitive data

D. Article 10,11,12,14 and 15 the nghts of
the Data Subjects

Article 28 - obhgatlons of the Controller — and
: ._‘poss:ble supervnsory authontylauthontles IS
useful in creating one or more mdependent

‘authorities drawing up rules for use of personal

- data on behalf of the individual person, thus
safeguarding the individuals rights and the

" rights of the society. These authorities — a data |

inspection and an ethical committee sysiem,

‘have worked well in the Nordic countries, both

from the point of view of the zndmduals rights
and from the point of view of research The
‘decisions is pubhshed in annual reports as
well as the results of ad hoc check if the terms
for data Ilnkages and access is fulﬂHed

.The derogaﬁdnsfor medical research and
‘epidemiology to the above mentioned articles .
are even more important (Appendix 1). In
articie 8 the infdrmed'conéent towme - -
processingo'f health data does not apply:

- for the purpose of preventive medicine,
‘medical diagnosis, the provision of care and
management of health services.

- and when data are p.ro.cessedby a heaith
professional who is subject to professional -

secrecy.
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These derogations evidently allows for the
medical profession to treat and provide the
necesséry care for their patients, and to
exchange the information between health
“professionals - ali in the interest of the patient.
But where does this leave research? ,

In article 8.4 this subject is dealt w1th and |
-consent may not apply lf

- National leglslat:on may prowde for the
poss:billty of processing data conceming
health without requiring the explicit consent of

- _the persons, for reasons of important public

" interest — suitable safeguards need to be :

implemented also.

1tis explicit mentioned that “public health and

sc1ent1f ic research” justify exemptlon

In article 6 derogation’s to conditions for
- collection and storage of data can be found -
when this is done for.specific purposes: . -

- Further proceséing for scientific purposes'
- which are'in some way different from the
original is allowed if national legislation
provides safeguards o
- Data identification can be stored longer for
scientific use if national legisiétion provides
safeguards
These derogation’s not only saves cancer
registration but also the possibility of inking
data collected for other purposes than the
on"ginally stipulated. Having a supervisory
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